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FOREWORD

Organized crime, by and large, has been a neglected
dimension of the conflict in Iraq. Yet, its importance is
difficult to overestimate. As Dr. Phil Williams shows in
this monograph, both criminal enterprises and activities
had a debilitating impact and made the attainment of
U.S. objectives much more difficult. Organized crime
inhibited reconstruction and development and became
a major obstacle to state-building; the insurgency was
strengthened and sustained by criminal activities;
sectarian conflict was funded by criminal activities
and motivated by the desire to control criminal
markets; and more traditional criminal enterprises
created pervasive insecurity through kidnapping and
extortion. Organized crime also acted as an economic
and political spoiler in an oil industry expected to be
the dynamo for growth and reconstruction in post
Ba’athist Iraq.

In this monograph, Dr. Williams identifies the
roots of organized crime in post-Ba’athist Iraq in an
authoritarian and corrupt state dominated by Saddam
Hussein and subject to international sanctions. He
also explains the rise of organized crime after the U.S.
invasion in terms of two distinct waves: the first wave
followed the collapse of the state and was accompanied
by the breakdown of social control mechanisms and
the development of anomie; the second wave was
driven by anarchy, insecurity, political ambition, and
the imperatives of resource generation for militias,
insurgents, and other groups.

This monograph looks in detail at major criminal
activities, including the theft, diversion, and
smuggling of oil, the kidnapping of both Iraqis and
foreigners, extortion, car theft, and the theft and
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smuggling of antiquities. The author also considers
the critical role played by corruption in facilitating
and strengthening organized crime. He shows how
al-Qaeda in Iraq, Jaish-al-Mahdi, and the Sunni tribes
used criminal activities to fund their campaigns of
political violence. Dr. Williams also identifies necessary
responses to organized crime and corruption in Iraq,
including efforts to reduce criminal opportunities,
change incentive structures, and more directly target
criminal organizations and activities. His analysis
also emphasizes the vulnerability of conflict and
post-conflict situations to organized crime and the
requirement for a holistic or comprehensive strategy
in which security, development, and the rule of law
complement one another.

DOUG?AS C. LOVELAé, JR.
Director

Strategic Studies Institute
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SUMMARY

Although organized crime has been the neglected
dimension of the conflict in Iraq, both criminal enter-
prises and criminal activities have had a profoundly
debilitating impact. Organized crime inhibited
reconstruction and development and became a
major obstacle to state-building; the insurgency was
strengthened and sustained by criminal activities;
sectarian conflict was funded by criminal activities
and motivated by the desire to control criminal
markets; and more traditional criminal enterprises
created pervasive insecurity through kidnapping and
extortion. Organized crime also acted as an economic
and political spoiler in an oil industry expected to be
the dynamo for growth and reconstruction in post
Ba’athist Iraq.

The rise of organized crime in Iraq was a strategic
surprise for decisionmakers and military planners.
Although organized crime developed in particularly
concentrated and corrosive waysinIraq, ithad parallels
elsewhere —including the Balkans (especially Albania),
as well as Russia, Mexico, and Nigeria. Warnings
about the rise of organized crime came from several
sources, including the United Nations Office of Drugs
and Crime (UNODC).

Organized crime in Iraq, as elsewhere, can be
understood in two distinct forms: (1) as entities or
criminal enterprises which treat crime in Clausewitzian
terms as a continuation of business by other means;
and (2) as a set of illicit activities appropriated and
utilized by various entities for specific purposes.
Terrorist organizations, insurgents, ethnic factions,
sectarian groups, and militias all use organized crime
activities as a funding mechanism. Not surprisingly,
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therefore, organized crime in Iraq challenges existing
concepts and categorizations, casts doubt on strategies
that focused narrowly on the military dimension of
a complex problem, and demands new measures
of effectiveness. If the conflict in Iraq is a hybrid or
mosaic form of warfare, organized crime in Iraq has an
analogous form, adding another dimension to the anti-
coalition violence.

Objectives.

Chapter 1 serves as the introduction to an analysis
which seeks to explain the rise of organized crime,
pervasive criminality, and widespread corruption in
contemporary Iraq. It contends that organized crime
did not suddenly arise from the chaos of invasion and
occupation but had deep roots in an authoritarian
and corrupt state subject to international sanctions.
The analysis explores how criminal activities were
used not only by traditional for-profit groups, but
also by insurgents, militias, sectarian groups, political
parties, and tribes seeking to enhance their resource
bases and prosecute their campaigns of violence
more effectively. The monograph identifies key actors
exploiting the criminal opportunity space in Iraq
and explores the intersections and overlap between
criminal organizations and more political or sectarian
actors. Finally, it identifies necessary responses to
organized crime and corruption in Iraq. These include
efforts to reduce criminal opportunities, change
incentive structures, and more directly target criminal
organizations and activities.



The Rise of Organized Crime in Iraq.

Chapter 2 examines the rise of organized crime in
Iraq, emphasizing that the actions of the international
community in the 1990s unintentionally widened and
intensified the scope of organized crime and the illicit
economy. By 2003 all the conditions for an upsurge
of organized crime were present; the toppling of the
regime provided the catalyst. The upsurge itself had
two distinct if overlapping waves. The first wave
followed the collapse of the state and was accompanied
by the breakdown of social control mechanisms and
the emergence of social instability. The U.S. decision to
react passively in the face of widespread looting was a
major mistake, creating a climate of citizen insecurity
and criminal impunity. The second wave of organized
crime was driven more by the forces of anarchy,
insecurity, political ambition, and the imperatives of
resource generation for militias, insurgents, and other
groups.

Major Criminal Activities.

Chapter 3 focuses on the diversion, theft, and
smuggling of oil, probably the most lucrative source
of illicit income for tribes, insurgents, and militias, as
well as many criminal groups and corrupt officials.
The legacy of oil smuggling during the sanctions era
combined with growing demand, limited supply,
and the desire to exploit arbitrage opportunities, thus
intensifying and perpetuating the criminalization of
the oil industry. This process was facilitated by the
lack of standardized measures, the absence of meters
or gauges on pumps and tankers, and the inadequacy
of oversight.
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Three different kinds of illicit activity —the theft
and smuggling of crude oil, some of which involved oil
bunkering; the theft, fraudulent diversion, smuggling,
and black market sales of imported refined fuels;
and theft of locally produced gasoline from the Baiji
refinery —became almost a national pastime in Iraq,
while funding much of the violence.

Chapter 4 examines another major criminal activity
in Iragq—kidnapping. This chapter distinguishes
between economic or for-profit kidnapping and
political kidnapping, while acknowledging that the
distinction is sometimes blurred. Activities which
initially appear to be politically inspired, for example,
sometimes turn out to be primarily concerned with
profit. The participants in the kidnapping business
are identified, as are its changing patterns over time.
An assessment is also made of the profits obtained
through kidnapping — profits which were significantly
enhanced by the willingness of France, Italy, Germany,
and several other countries to pay large ransoms.
Although the kidnapping of foreigners led to some
spectacular ransom payments, it was found that the
kidnapping of Iraqis, because of its sheer volume,
might have been more lucrative.

In Chapter 5, the focus shifts to extortion and
related criminal activities which also helped to fund
much of the violence in Iraq. Extortion was highly
profitable partly because of the scale of reconstruction
and partly because of the loss of security on Iraqi
roads. Other crimes include bank robberies, various
forms of commodity smuggling across Iraq’s highly
permeable borders, drug trafficking (which is a modest
but growing problem), the theft and smuggling of
antiquities, car theft and smuggling, and the trade in
black market weapons, as well as human smuggling
and trafficking in women.
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In Chapter 6, attention is given to business and
government corruption, which not only undermined
efforts to reestablish effective governance, but also
contributed to a general feeling of impunity on the
part of would-be perpetrators. Activities heretofore
under centralized authoritarian control suddenly
became diffused and democratic. In addition, the U.S.
presence brought with it a massive injection of cash for
reconstruction, much of which was administered in
an ad hoc manner with insufficient oversight, thereby
providing opportunities for corporate malfeasance
on the U.S. side, along with skimming and personal
profiteering on the Iraqi side.

Corruption was not only a condition characterizing
government and bureaucracies, but also an instrument
used by criminal organizations to advance their illicit
business interests and protect the illicit markets in
which they operated. Corruption in Iraq was also
buttressed by violence, which effectively neutralized
the mechanisms and institutions put in place by the
United States to fight it.

The Players.

Chapter 7 looks more closely at the entities involved
in organized crime, considering some of the ways in
which they have interacted with one another. It identi-
fies four major kinds of groups involved in organized
crime in Iraq: traditional criminal enterprises; tribal-
based criminal organizations; foreign jihadi groups;
and militias which include splinter or rogue factions.
The wide variety of criminal organizations active in
Iraq make analysis more complex and generalizations
risky.
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Traditional criminal enterprises vary in size and
scope. Some are highly specialized while others have a
broad portfolio of activities. An important component
of organized crime in Iraq was traceable to prisoners
released by Saddam Hussein. Many of these criminals
were prone to violence, with their presence contributing
significantly to the post-invasion lawlessness. In
some cases, they were organized by former regime
elements.

Many of Iraq’s tribes have a long tradition of
smuggling, an activity that ballooned after 2003. Some
of the tribes were heavily involved in oil smuggling
in Basra, while those along the border with Syria
smuggled livestock and various other commodities.

Foreign fighters and jihadis groups, especially
al-Qaeda in Iraq (AQI), exploited various criminal
activities to augment their financial base. Kidnapping,
as we have seen, was very lucrative, surpassed only
by the profits from the theft, diversion, smuggling,
and black market sales of oil. Car theft was another
important source of funding for AQI, having become
particularly important in Mosul when AQI and its
affiliates concentrated there after setbacks in Al-Anbar
and Baghdad. Extortion and various kinds of fraud are
also core funding activities.

Shiite militias, especially Jaish-Al-Mahdi (JAM),
have been among the most powerful and important
groups engaged in organized crime in Iraq—although
how much has been carried out under the direct
control of the organization and how much by rogue
factions is uncertain. Four criminal activities provided
Mahdi Army members with important revenue
streams: extortion and protection; black market sales
of petroleum; seizures of cars and houses inextricably
linked with, if not done completely under the guise of,
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sectarian cleansing; and involvement in oil smuggling
in Basra. The Iraqi army offensives (supported by U.S.
forces) in Basra and Sadr City in the first half of 2008 had
a major role in reducing the power of the organization,
including its criminal reach and illicit activities.

Control over smuggling activities became a
major factor in the defection of the Sunni tribes from
AQI, which had sought to take over their traditional
smuggling and black market activities. In Anbar
Province, in particular, tensions over illicit activities
and the attendant profits created opportunities for the
United States. The U.S. military, as the “strongest tribe,”
became adjudicator and enforcer in criminal disputes
dressed up as political differences, siding with one set
of violent armed groups engaged in criminal activities
against other groups judged more dangerous. The
tribes were losing the turf wars to AQI until the U.S.
military came to the rescue. The result was the Anbar
Awakening and the defeat of AQI in the province.
Nevertheless, AQI’s criminal activities continue to
finance its resistance in and around Mosul.

Conclusions and Recommendations.

Chapter 8, Conclusions, has four purposes: (1) to
offer reflections on the nature of organized crime in
Iraq; (2) to assess the impact of organized crime on
the efforts to reestablish security and stability; (3) to
suggest initiatives that could be taken in Iraq to combat
organized crime more effectively; and (4) to elucidate
the broader considerations and lessons for future U.S.
military intervention.

It suggests that organized crime in Iraq is a complex
system exhibiting emergent behavior, characterized by
high levels of adaptability and resilience, and driven
by a mix of need, greed, and creed. Organized crime is
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also a means of “primitive capital accumulation” and is
closely linked to alternative (that is, nonstate) forms of
governance, whether these provide security when the
state fails to do so or provides services when the state
marginalizes or neglects certain populations. Indeed,
organized crime is both a safety valve and safety net
amid massive economic and social dislocation. Yet, it
is also highly predatory, and in Iraq has both sustained
and precipitated conflict. In the final analysis, criminal
activities and corruption have had profoundly
debilitating effects, not only on U.S. efforts to restore
political and military stability in Iraq but also on
economic reconstruction.

Unfortunately, the very conditions that allowed the
blossoming of organized crime in post-Hussein Iraq
make it difficult to counter. Nevertheless, it is possible
to outline a broad program that seeks to reduce the
criminalization of Iraqi political and economic life,
in tandem with the rebuilding of the state, the re-
creation of infrastructure, the revitalization of the Iraqi
economy, and the generation of legitimate employment
opportunities. Unless combating organized crime is
integrated into this broader program for Iraq, it stands
little chance of success. Conversely, unless the attempt
to rebuild Iraq incorporates an effective strategy to
combat organized crime, the prospects for stability
will remain poor.

The monograph highlights the need for a fusion of
military and law enforcement intelligence as the basis
for a three-pronged strategy seeking (1) to constrict
the opportunity space for organized crime; (2) to
change the incentive structure for criminal, corrupt, or
violent behavior; and (3) to target the most dangerous
organizations and networks linked to crime and
corruption.
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More broadly, Iraq, like the Balkans and Afghanis-
tan, reveals the vulnerability of conflictand post-conflict
areas to organized crime, and the need for a holistic
strategy in which security, development, and the rule
of law complement one another. Such an approach is
not a guarantee of success, but the absence of a holistic
strategy is a guarantee of failure.
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CHAPTER 1
INTRODUCTION
Organized Crime in Iraq.

Organized crime for most of the 20th century was
a law enforcement problem evident in relatively few
countries such as the United States, Italy, and Japan.
During the 1990s, this changed. Organized crime,
especially transnational organized crime, emerged
as a worrisome, wide-ranging security issue when
more traditional security challenges appeared to
have diminished. After September 11, 2001, however,
organized crime all but disappeared from the national
security agenda, maintaining traction and demanding
attention only when it appeared to be linked to
terrorism. Consequently, when the United States
invaded Iraq in March 2003, organized crime was the
last thing policymakers, intelligence analysts, or even
military planners were thinking about. However, both
criminal organizations and organized crime activities
came to have debilitating effects on U.S. efforts to
combat the insurgency and establish stability. These
effects both delayed and complicated economic
reconstruction. Indeed, organized crime proved to be
the unrecognized joker in the pack, or to use Steven
Stedman’s term, a “spoiler.”! Though Stedman focused
narrowly on such spoilers in the negotiations to end
conflict, his concept has much broader applicability:
spoilers have an impact well beyond hindering or
derailing peace negotiations; they can also inhibit
reconstruction and development and become major
obstacles to state-building. This is certainly the case in
Iraq. The insurgency was strengthened and sustained



by criminal activities; sectarian conflict was funded
by criminal activities and motivated by the desire to
control criminal markets; and more traditional criminal
enterprises created pervasive insecurity through
kidnapping and extortion. Organized crime also acted
as an economic and political spoiler in the oil industry
which was expected to be the dynamo for growth and
reconstruction in Iraq. To some degree, the oil sector
is now finally fulfilling its promise, albeit several
years later than anticipated and only after significant
theft, diversion, and black market activity robbed the
government of substantial revenues.

Unfortunately, organized crime in Iraq is still given
far too little attention. The U.S. Department of Justice
has undertaken several initiatives in Iraq, including
the creation of a Law and Order Task Force to “train,
mentor, and assist Iraqi police and judges,” plus a
Major Crimes Task Force (MCTF) which it describes
as “a unique joint Iraqi-U.S. organization, formed in
2006 in response to a rash of high-profile murders,
assassinations, and acts of sectarian violence” to
provide “on-the-job training, support, and mentoring
to Iraqi law enforcement and task force members.”?
In spite of these initiatives, the United States has
regarded law enforcement as primarily an Iraqi
responsibility. More significantly, it has treated
organized crime as a stand-alone problem rather than
recognizing its intersection with other challenges and
problems. In fact, reducing the criminalization of Iraqi
political and economic life is inextricably linked with
rebuilding the state, reestablishing infrastructure, and
revitalizing Iraq’s economy. Indeed, unless strategies
to combat organized crime are integrated into the
broader rebuilding program for Iraq, they stand little
chance of success. Conversely, unless the attempt to
rebuild Iraq incorporates more effective strategies to



combat organized crime, the prospects for long-term
stability will remain tenuous. Organized crime has
been the neglected dimension of the Iraq conflict, and
unless efforts to contain and reduce it are included
in a comprehensive approach that goes well beyond
the current counterinsurgency model, then it will
continue to provide a resource base for insurgents as
well as sectarian militias. This situation could become
particularly challenging after the withdrawal of U.S.
forces, undermining many of the security and political
gains made in 2007 and 2008.

Organized Crime as a Strategic Surprise.

When the United States invaded Iraq in March 2003,
it did not appreciate either the pervasive criminality
in that society and economy or the stark divisions
existing within the country — divisions that were based
on sectarian identity, class politics, tribalism, and
the tension between the center of power in Baghdad
and outlying local and regional power and authority
structures.®> Nor did it understand the potential
for pernicious interactions between these political
structures and organized crime. Yet, the salience of
organized crime in post-Saddam Hussein’s Iraq should
not really be a surprise. During the 1990s, organized
crime, as facilitated and driven by globalization,
emerged as a far-reaching phenomenon. It became a
particularly thorny challenge for developing states
and states in transition from authoritarian rule and a
command economy to liberal democracy and a free
market. Organized crime flourished in countries with
weak state structures, questionable levels of legitimacy,
and chaotic, dislocated, or dysfunctional economies.
Such crime also became an integral feature of post-



conflict situations in countries as diverse as Bosnia and
Haiti. Although Iraq does not fit neatly into the post-
conflict category, it has become home to a particularly
concentrated and virulent strain of criminality that has
deeply pervaded a variety of other countries ranging
from Mexico to Guinea-Bissau.

Many aspects of organized crime in Iraq are far
from unique. In Mexico, for example, the intensifying
struggle between drug trafficking organizations and
the Mexican state is characterized by high levels of vio-
lence that are beginning to approximate those in Iraq.
In some instances, the killing of policemen in Mexico
is simply a settling of accounts with law enforcement
officers involved in the drug business. Increasingly,
though, the trafficking organizations target policemen
and military personnel committed to fighting the drug
business. In the same way, insurgents and criminals in
Iraq threaten or kill those trying to fight corruption in
the ministries. And even beheadings are not limited to
Iraq.

Mexican drug trafficking organizations have also
made extensive use of beheadings as a weapon of
intimidation in their struggle against one another and
the forces of the state. On one occasion, five severed
heads were thrown into a disco; on another, the severed
heads of policemen were prominently displayed
outside a police station as a warning to others. In yet
another incident in August 2008, 12 headless bodies
were found on the outskirts of Merida in Yucatan, a
city which had hitherto been largely spared drug-
related violence. Many of these bloody episodes can be
understood in terms of what Sebastian Rotella describes
as “the semiotics of murder” in which the message is
as important as the killing.* Such grisly displays have a
powerful psychological impact, and it is not surprising



that in both Iraq and Mexico videos of the murders
have been displayed on the Internet.

While such displays became a trademark of AQI
under the leadership of Zarqawi, the beheading
phenomenon in Mexico also reached the Internet with
decapitation videos posted on You-Tube.> Multiple
law enforcement agencies across Mexico have also
been infiltrated by trafficking organizations; in Iraq, as
discussed more fully below, the infiltration has been
predominantly by sectarian militias. In other words, the
manifestations of organized crime in Iraq and Mexico
have many things in common even though in Iraq the
connections to insurgency and sectarian violence create
additional complications without an obvious parallel
in Mexico.

The centrality of oil and oil smuggling in Iraq
might appear distinctive, but even this is not without
analogues elsewhere. The tapping of oil pipelines, the
theft of oil, and its subsequent transportation in small
boats out to sea where it is transferred to oil tankers —a
process known as illegal oil bunkering —characterizes
both the oil-rich province of Basra and Nigeria’s Niger
Delta.® In both cases, the smuggling is bound up with
militia violence and facilitated by corruption at high
levels. In both cases, smuggling is in part a response
to the government’s monopoly over oil extraction
and sales. The effect in both cases is to deprive the
government of revenues. Although much is made of
the battle among rival political and criminal groups
for control over oil smuggling in Basra, even this had
an analogue (discussed more fully in Chapter 3) in
the Ukrainian port city of Odessa in the mid-1990s.
More generally, the oil and gasoline industry in Russia
and other parts of the former Soviet Union were also
heavily criminalized during the 1990s, with criminal
organizations vying for control and engaging in



contract killings against their rivals.” In Iraq the conflict
over oil is of a larger scale—but so too is the prize.
Another parallel with events in Russia is the growth
of extortion. During the 1990s extortion of shopkeepers
and small businesses became pervasive in Moscow and
other large cities. Payoffs had to be made to organized
crime simply for the business to operate. Protection
rackets became big business in Russia because law
enforcement was weak while the regulatory apparatus
for business was absent.® In Iraq too, deficient law
enforcement was a major factor. Even though protection
rackets have been driven more obviously by militias
rather than traditional criminal gangs, the dynamics
are very similar. The militias are both predatory
and protective, while in Russia some extortionists
developed a vested interest in the commercial success
of the businesses they were targeting and actually
acted as protectors.’ Other groups, of course, remained
merely parasiticc, while dressing up the demands
as payments for services rendered. In Baghdad and
elsewhere in Iraq, protection payments often take the
form of ostensibly legitimate and innocuous payments
for market stalls or kiosks. The result, however, is
that profits are diminished, entrepreneurial initiative
is stifled, and the legitimate capital accumulation
required for economic regeneration is undermined.
Post-Saddam Hussein’s Iraq has also witnessed the
emergence of a kidnapping industry. Once again this
is not unique. Other countries facing challenges from
insurgencies and terrorist or criminal organizations
also have to contend with abductions. This is certainly
the case with the Philippines, where kidnapping has
been concentrated in Mindanao and Metro Manila; in
Colombia, where both FARC and the ELN have made
extensive use of kidnapping as a fund-raising device;



and in Mexico, where the capital, Mexico City, has
become particularly dangerous. According to some
assessments, by 2004 Mexico City had become the
kidnapping capital of the world with targets including
not only unwary foreigners, but many middle class
Mexicans.”” Baghdad subsequently took over this
dubious distinction, with kidnappings reaching a peak
in 2005 and 2006 and continuing (albeit at a lower level)
in spite of the improved security situation. Once again,
however, Iraq is hardly distinctive. In all the threatened
countries, the impact on public security has been
serious. In Iraq an added twist is that families which
had invested their savings in businesses intended to
meet demands for commodities and consumer goods
in post-Saddam Hussein’s Iraq became a major target
of kidnapping gangs; their entrepreneurial energy was
dissipated and their resource base depleted by ransom
payments.!

Perhaps an even more striking parallel —yet one
rarely mentioned —is that between Iraq and Albania. In
1997 the Albanian state imploded after the collapse of
massive pyramid schemes in which many people lost
their savings. In effect, this was the culmination of a
period of dismal and increasingly corrupt governance.
According to Daniel Vaughan-Whitehead, the failure
of the Albanian state had its roots in:

fragile economic growth characterized by the collapse of
industrial activity, the absence of substituting activities
from an emerging and weak service sector, and a banking
system still unable to assume its role as a financial
intermediary; . . . the failure of the mass privatization
program; . . . the growth in unemployment and the fall
in real wages and living standards which combined to
condemn a growing proportion of the people to total
destitution; finally, the fragility of public authority and
institutions."



In the case of Iraq, the collapse was the result of
the U.S. invasion and the decapitation of the regime —
although significantly not the defeat of the total
country in the same way that Germany and Japan
were defeated in World War II."* The regime collapse
had more far-reaching consequences than anticipated
because of an underlying brittleness in state structures
which had not been evident from the outside. In both
cases, however, the result was an orgy of looting which
in Albania included the looting of the national armory
and in Iraq encompassed the sacking of ministries and
the National Museum, and the theft and diffusion of
weapons and ammunition from depots and caches
spread through the country.

Nor was this the only parallel. The cultures of
both Iraq and Albania were based on tribal or clan
laws and traditions—including blood feuds and
vendettas —rather than the rule of law as understood
in western societies. Such affiliations came to the
fore in the aftermath of state collapse and, in both
cases, complicated and intensified the difficulties of
reestablishing the power of a centralized state.

Obviously, there were differences, and the analogy
is far from perfect. Nevertheless, it is interesting that
organized crime, which was already flourishing in
Albania prior to 1997, consolidated its position after
the crisis, allowing Albania to become a safe haven
not only for Albanian criminals but also for criminal
organizations from Italy and elsewhere. In May 2000,
for example, it was reported that more than 500 Mafiosi
of different nationalities were in Albania.™ In Iraq after
the fall of Saddam Hussein, there was an even more
dramatic upsurge of organized crime than in Albania —
although the high levels of violence and instability
probably inhibited the influx of foreign criminals.



There are even some parallels that pre-date the U.S.
military intervention and the fall of Saddam Hussein.
During the 1990s, Hussein’s son, Uday, and Marco
Milosevic, son of the then Serbian leader Slobodan
Milosevic, were both heavily involved in cigarette
smuggling —although independently of one another.
In both cases, approval and protection of their criminal
activities was provided at the very highest levels of
government. More generally inIraq, smuggling — which
was a time-honored tradition—reached new heights
prior to the downfall of the regime as part of Hussein’s
efforts to circumvent sanctions. It was to become even
more prominent in post-Hussein Iraq, partly reflecting
the new availability of goods but also the differential
prices of commodities in contiguous countries. Once
again, this situation is not unique. Smuggling across
the border to and from Iraq’s neighbors responds to
the same dynamics as smuggling elsewhere. In the
early 1990s, for example, increased taxes in Canada
created large price differentials with the United States.
Almost inevitably, this was followed by large-scale
smuggling of cigarettes into Canada—often through
Indian reservations such as the Akwesasne reservation
which extends from New York State into Quebec and
Ontario provinces.

None of this is intended to ignore or downplay
the unique features of Iraqgi culture, the role of tribal
allegiances, the religious divide between Sunni and
Shiite, or the particular historical experience and
geographic location of the country. The argument is
simply thatorganized crimeinIraqresembles organized
crime in other countries—up to a point. Organized
crime in Iraq is far from sui generis, but its concentrated
forms are probably unmatched anywhere and possibly
unprecedented in depth and extent. In effect, Iraq has
been transformed into a magnified Sicily —with oil.



Indeed, organized crime in Iraq combines aspects of
organized crime in Nigeria with Prohibition Chicago,
gang warfare in Los Angeles with organized crime
in the Balkans and Russia, and the power of Mexican
drug trafficking organizations with religious zeal and
nationalist passion. In short, organized crime in Iraq
is a true witches” brew, a powerful concoction with
internal dynamics that remain little understood. Iraq
also suffers from an insurgency that uneasily combines
foreign terrorists, Iraqi nationalists, and former regime
elements, with a sectarian conflict that is sometimes
overshadowed by intra-sectarian clashes. It is an inter-
nal conflict with external meddling, a battleground be-
tween the United States and al-Qaeda, and a proxy
conflict for the on-going cold war between the United
States and Iran. At stake are the norms and rules for the
society, issues of identity, and control over resources —
all of which are a prize of the conflict and a way of sus-
taining the struggle. Criminal activities help fuel these
battles, while criminal organizations exploit the oppor-
tunities provided by an environment characterized by
conflict, disorder, and weak government.

Accordingly, this analysis explores the organized
crime dimension of the conflict in Iraq, a dimension
given scant attention even though it weaves through
many other facets of the conflict. The importance of
understanding organized crime in the country was
highlighted in July 2003 by Mark Edmond Clark of the
Strategy Group. As he noted, “Combating organized
crime in Iraq will be an issue that will demand further
consideration as the humanitarian and reconstruction
efforts get underway.”” He added that “the Balkans
could possibly serve as a model for understanding
what is now taking place in Iraq.”'® In August 2003 a
delegation from the United Nations Office of Drugs and
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Crime (UNODC) provided an even more detailed and
emphaticstatementonthecentralroleoforganizedcrime
in Iraq, noting that it was already contributing to in-
stability and complicating reconstruction.” The report
focused onoil smuggling, trafficking in firearms, human
trafficking, theft and trafficking of artifacts, kidnapping
and extortion, and car-jacking, while emphasizing that
the large-scale theft of copper from electricity pylons
and power lines would have a serious effect on the
electricity infrastructure.’”® It added that the process of
copper smuggling had developed remarkably quickly,
and had reached “industrial scale” proportions.”” The
report also noted that “the conditions for the expansion
of organized crime include the absence of the rule of
law, the disintegration of state institutions, and the
promotion of various forms of smuggling under the
previous regime. Such factors have taken place against
the backdrop of deterioration in socio-economic
conditions in the past decade.”? In sum, the UNODC
report revealed that conditions in Iraq were ripe for a
tsunami of organized crime. Although the report was
both prescient and compelling, it had little impact on
high-level decisionmaking.

In spite of this deficit of attention at high levels, some
U.S. military units were quick to recognize the nature
of the challenge they were confronting. A July 2004
report from Pamela Hess, United Press International’s
(UPI) Pentagon correspondent, observed that Marine
commanders were already acknowledging that it was
difficult to

overemphasize the importance of organized crime in
the insurgency. . . . The perpetrators are motivated by
self-interest and greed. They not only plan and carry out
violence but pay others to do the same. One commander
compared the intransigence of Iraqi organized crime
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networks to that of the mafia in Sicily before World War
II. It has the same stranglehold on whole local economies
and populations, and is protected by family and tribal

loyalties.”

Although this report was picked up by a few blogs in
the United States, it received little or no attention from
the mainstream news media. For the most part, the
intensifying challenge posed by organized crime was
still largely ignored, both at the official level and in the
public debate.

There were a few other exceptions, especially among
Iraq specialists. Toby Dodge, for example, consistently
and vigorously asserted that criminal activities were a
major cause of public insecurity following the invasion
and needed to be countered in a serious and systematic
way. In his view, lawlessness and the ready availability
of weapons combined with the absence of effective po-
licing to provide a highly permissive environment for
criminal organizations which terrorized “what remains
of the middle class, car-jacking, house-breaking, and
kidnapping, largely with impunity. Groups like these
alsoregularly rob and kidnap foreign workers. In many
cases, these gangs are better armed and organized
than the Iraqi police trying to stop them.”? Dodge also
concluded that the continued capacity of these groups
“to operate is the most visible sign of state weakness.”*
Such observations, however, were largely disregarded
as the focus switched to the growing violence and the
improvised explosive device (IED) phenomenon.

Once again, there were important exceptions.
Steven Metz, in particular, characterized what was
going on in Iraq as a complex insurgency within
which reinforcing streams of activity were embedded.
He observed that the insurgency in Iraq resembled
other contemporary insurgencies in the widespread
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use of criminal activities as a funding mechanism.*
John Robb made a similar point in a different way,
referring to the development in Iraq of what he termed
a “bazaar of violence . . . composed of many en-
trepreneurial groups—each with its own bond . . .,
sources of funding, and motivations.”* Finally, on
October 28, 2007, the importance of organized crime
was acknowledged at a high level when General David
Petraeus highlighted the importance of nonsectarian
crimes such as kidnapping, corruption in the oil
industry, and extortion, noting that in certain areas
of Baghdad, there is “almost a mafia-like presence.”?
Although General Petraeus stated that all this had
become more visible because of the improvements
in the security situation, it is important to emphasize
that organized crime in Iraq is not something separate
from the insurgency, the sectarian conflicts, or the
activities of AQI; rather, it is interwoven with these
other organizations and activities, exacerbating the
fault lines in the society and creating negative but very
powerful synergistic effects.”

This becomes particularly evident when it is
acknowledged that organized crime in Iraq, as else-
where, can be understood in two distinct ways. First,
it can be understood as entities or criminal enterprises
which see crime as a continuation of business by other
means. Organized crime can also be understood as a
set of activities which can be appropriated or utilized
by a variety of different entities for their own narrow
purposes.?® Terrorist organizations, insurgents, ethnic
factions, sectarian groups, and militias can all use
organized crime activities as a funding mechanism to
support their political and military activities.

There have evenbeen afew cases of states — typically
pariahs such as North Korea, Serbia under Milosevic,
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and Saddam Hussein’s Iraq—using criminal activities
to offset their isolation in the international community
and to counter sanctions directed against them by
that community. The particular crimes depend on the
state carrying them out. North Korea, for example,
executed a broad portfolio of criminal activities,” while
Hussein’s Iraq focused primarily on oil smuggling to
reduce the impact of sanctions and provide a revenue
stream which funded both the construction of new
palaces and a renewed weapons program.

Similarly, for nonstate entities, specific criminal
activities depend in part on the range of opportunities
in the environment. This in turn helps to explain why
some groups specialize while others develop a broad
portfolio of criminal activities.

In post-war Iraq it is possible to discern both
criminal enterprises interested primarily in profit and
other entities using organized criminal activities as a
way of furthering and funding their political agendas.
Indeed, both criminal enterprises and criminal
activities appropriated by other violent nonstate
actors have become an integral part of the situation
in the country. Post-Hussein Iraq provided an almost
unprecedented opportunity space for organized crime,
the exploitation of which contributed significantly to
the difficulties faced by the United States in its efforts to
create stability, reestablish a legitimate, effective state,
and reconstruct Iraq’s infrastructure and economy.

Once again, there are parallels, this time with the
situation in Bosnia-Herzegovina, where the central
state envisaged in the 1995 Dayton Accords has still not
fully materialized. One of the reasons is that in Bosnia
the nationalist parties working with organized crime
groups have controlled most of the contraband trade,
thereby depriving the state of much-needed customs
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revenues.” Similarly in Iraq, organized crime activities,
corrupt officials, and smuggling networks significantly
hindered the reestablishment of a viable and effective
central government and delayed the regeneration of the
Iraqi oil industry, an industry expected to provide the
momentum for reconstruction in post-Hussein Iraq.*!
In addition, organized crime not only contributed
significantly to the pervasive climate of fear in the
country but also provided funding to the multitude of
violent groups engaged in combat with one another
and with American and Iraqi government forces. At the
same time, crime and corruption within the governing
political elite and key ministries undermined both
legitimacy and effectiveness.

Furthermore, the emergent police force, intended
to uphold the rule of law, was infiltrated by militias
and riddled with sectarianism and corruption.
Consequently, it has been part of the problem rather
than part of the solution. For many ordinary Iraqis, the
very force that was designed to protect them preyed on
them instead, engaging in sectarian killings, extortion,
robberies, and kidnapping. In addition, insurgent tribes
and AQI targeted occupation forces, reconstruction
efforts, and emerging forms of governance, while
funding their campaigns of violence partly through
criminal activities. In the early years of the insurgency,
in particular, the Ba’athist former regime elements
(FREs) who wanted to regain power used their access
to the illicit economy to finance this effort.

Although the component parts of the challenge
in Iraq are old and familiar, the overall picture in the
aftermath of the U.S. invasion in 2003 was new and
different. In fact, the rise of organized crime in Iraq
challenges existing concepts and categorizations, casts
doubts on strategies that focus narrowly on the military
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dimension of a complex problem, and demands new
measures of effectiveness or metrics of success. Much
as the conflict in Iraq can be understood only as a hybrid
form of warfare, so too must organized crime in Iraq
be understood. Furthermore, criminality has added
to the hybrid quality of the anti-coalition violence.?
In the final analysis, however, the failure to foresee
the emergence of organized crime and subsequently
to understand the relationship between organized
crime and much of the violence in Iraq, are sufficiently
serious that they constitute what can only be described
as strategic surprise.

Purpose and Scope of the Analysis.

Against the background of organized crime,
violence, and insurgency, this analysis attempts to fill
what has been an important gap in our understanding
of developments in Iraq since March 2003. Specifically,
it seeks to:

* explain the rise of organized crime, pervasive
criminality, and widespread corruption in
contemporary Iraq. Organized crime did not
suddenly arise from the chaos of invasion
and occupation; rather, it had deep roots in
an authoritarian and corrupt state subject to
international sanctions;

* explore the dimensions of organized crime and
specifically criminal activities which are used
not only by traditional for-profit groups but
also by insurgents, militias, sectarian groups,
political parties, and tribes to enhance their
resource base and thereby prosecute their ends
more effectively;
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* identify the major actors exploiting criminal
opportunity in Iraq and to explore the ways
in which criminal organizations and political
or sectarian actors merge or overlap with each
other. The actors include many members of the
political and administrative elites who have
used their positions in the state apparatus to
advance personal or private agendas rather
than to serve the public good; and,

* suggest a range of possible and necessary
responses to organized crime and corruption in
Iraq. These responses run the gamut from new
priorities in governance and reconstruction
efforts to a new emphasis on law enforcement
and the establishment of greater transparency.
They include environmental modification
to reduce criminal opportunities, changes in
incentive structures, and the direct targeting of
criminal organizations and activities.

Although these tasks appear relatively straight-
forward, there are inevitable gaps in both knowledge
and understanding as well as inherent obstacles to
the kind of analysis being undertaken here. Any deep
examination of a conflict zone has to confront major
challenges and problems. In Iraq, the complexity and
dynamism of the situation, combined with the gaps in
intelligence and thelack of open-source reporting, make
conclusive judgments problematic. Some of the social
connections that provide a basis for trust networks
are not clearly discernible to the outsider even though
they facilitate illicit transactions. Similarly, much
of the extortion that occurs, by its very nature, goes
unreported or is reported only in very general terms.
Another challenge is to identify those responsible for
criminal activities which are often obscured by denial
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and deception efforts. The problem, however, is not
only one of information but also of analysis. In this
connection, an important challenge is to determine
the extent to which particular organizations in Iraq are
monolithic and centralized or so highly factionalized
that some members act without central authority.
Notwithstanding these problems, difficulties, and
challenges, piecing together large parts of the puzzle is
possible.

Accordingly, in Chapter 2 we shall examine the rise
of organized crime in Iraq. It shows how the reign of
Saddam Hussein combined with international sanc-
tions to create all the conditions for an upsurge of org-
anized crime. The upsurge itself can be understood
in terms of two distinct if overlapping waves which are
also elucidated. In Chapter 3, the focus is on oil theft and
oil smuggling, which are probably the most lucrative
sources of illicit income. Chapter 4 analyzes the practice
of kidnapping, which also became pervasive yet was
rarely accorded a level of attention commensurate with
its significance unless it involved foreigners. In Chapter
5, the focus moves to extortion and a range of other
criminal activities which, although less important than
oil smuggling and kidnapping, cannot be ignored. In
Chapter 6, the subject of corruption in Iraq comes to
the fore. This malady has not only undermined efforts
to reestablish effective governance but also contributed
to a climate of prosecutorial impotence and facilitated
many criminal activities. Chapter 7 looks at the entities
involved in organized crime and considers some of the
ways in which they have interacted with one another.
Finally, Chapter 8 develops a set of recommendations
regarding responses to organized crime in Iraq as well
as a set of lessons distilled from the Iraq experience
which might be relevant to other conflicts and post-
conflict situations.
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CHAPTER 2
THE RISE OF ORGANIZED CRIME IN IRAQ
The Roots of Organized Crime in Iraq.

The rise of crime in Iraq was a result of several
separate but intersecting factors, some of which are
part of a broader pattern and some of which are unique.
Organized crime had its roots in authoritarian and
corrupt political structures, but increased in response
to the sanctions imposed on Iraq following the 1990
invasion of Kuwait. The U.S. invasion in March 2003
and the subsequent collapse of Iraq’s political structures
marked a turning point after which organized crime
expanded into a formidable problem for the United
States and the nascent Iragi government.

Although organized crime is usually discussed
in relation to weak states, it can also flourish —albeit
within strictly defined limits —in strong, authoritarian,
or “fierce states” in which there is little oversight or
control.! Robert Klitgaard’s argument that corruption
flourishes where there is monopoly plus discretion
minus accountability applies equally well to organized
crime.? This notion accords with what has been termed
the elite exploitation model of organized crime.
Developed by Peter Lupsha and Stanley Pimentel, the
central proposition is that the political elites control
and manipulate criminal organizations for their own
purposes.> Good examples of this can be found in
Mexico under successive Institutional Revolutionary
Party (PRI) governments and in the Former Soviet
Union where the Communist Party typically used
black market organizations to ensure a consistent and
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abundant supply of commodities for members that
were not available to ordinary citizens.

It is only a small step from the elite exploitation
model to what might be termed the criminal state
model, in which the regime does not simply exploit
independent criminal organizations but develops
centralized control over many criminal activities and
mobilizes state resources in carrying them out. This is
not a case of organized crime taking over the state but
of the state taking over organized crime. Perhaps the
most obvious example is North Korea, which has been
heavily involved in methamphetamine production,
trafficking in endangered species, diamond smuggling,
counterfeiting, money laundering, and other criminal
activities. In many cases, North Korean diplomats
posted abroad engaged in such activities, while in
North Korea itself currency counterfeiting and other
activities were under the control of Bureau 39, the
agency responsible for obtaining hard currency.” The
other obvious example is Milosevic-era Serbia, where
members of the cabinet were given control over critical
economic sectors, often exploiting them for personal
gain.

Iraq under Saddam Hussein was, in some ways,
very similar. According to one observer, the process of
criminalization really began with the nationalization
of the oil industry in 1972 and the subsequent
development of a party “slush fund” by leading
members of the Ba’ath Party, a fund which reportedly
amounted to $17.4 billion by 1990.° This development
marked the beginning of a slippery slope. Gradually,
if inevitably, “Iraqi officials began to use the powers
of the state for personal benefit through criminal
activities of one kind or another.”” In certain respects,
therefore, Iraq in the 1990s resembled an extended
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mafia family with Saddam Hussein as the “Godfather”
presiding over extensive criminal entrepreneurship
by party members and particular tribes or groups.
The consent, connivance, or collusion of the regime
was critical. Some activities, especially the smuggling
of oil to circumvent sanctions, were probably directly
overseen by Saddam Hussein and his family as they
exploited the resources of the Iraqi state including the
state-run banks. In effect, Iraq under Hussein combined
both the elite exploitation model and the criminal state
model of organized crime.

Although authoritarian states provide fertile
ground for the growth and operations of organized
crime, they also seek to circumscribe criminal
activities within defined limits. Yet sometimes this
dominance begins to erode as criminal organizations
develop more resources, acquire greater power, and
exercise increased autonomy. This happened in Iraq.
Initially, criminal organizations which could be of
use to the regime were allowed to operate within
clearly demarcated limits; the activities of these
groups were significantly constrained by a regime in
which social control mechanisms, although uneven in
implementation, were often draconian. As the regime’s
control declined, albeit in subtle rather than overt ways,
it was compelled to turn for help to some of the more
traditional centers of power in Iraq.

This process of co-option became increasingly
evident in the late 1990s. As Robert Looney has noted,
in 1998 “heavily armed and equipped Sunni tribal units
were positioned in and around Baghdad to control the
restive urban population, a role formerly belonging to
the Ba’ath party militia.”® During the next few years,
these tribal units became more autonomous and less
dependent on the support and goodwill of the state.
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Indeed, it was not long before “clan based groups” not
only “controlled the highways around Baghdad,” but
“increasingly turned to criminal activities—looting,
smuggling, and hijacking throughout most of al Anbar
province.”® Not surprisingly, this led to clashes with
state agencies such as the police, judges, party officials,
and Iraqi military. Yet these clashes do not seem to have
had muchimpactinstemming either a growingcriminal
economy or the increased power and independence
of criminal organizations. “Tribal groups were . . .
increasingly involved in criminal-type activities,
especially in the western border regions . . . . Illicit
criminal networks were initially based on the cross-
border smuggling of animals, tea, alcohol, and
electronics. Later these activities began encompassing
the drug trade.”' It was perhaps a sign of the brittleness
of the regime—a brittleness that was not readily
apparent outside Iraq—that “tribal based organized
criminal activities increased toward the end of Ba’athist
rule with many party members becoming involved due
to declining opportunities to acquire official resources.
By early 2002, the entire route along the Euphrates River
in Al Anbar had essentially developed into a sanctuary
for illicit traffickers and criminal entrepreneurs.”*
Rather like paramilitaries in Colombia, tribes which
had been utilized and empowered by the Iraqi state
escaped the control of the state.

Part of the reason that Saddam Hussein needed
to cooperate with other criminal entities in Iraq was
outside pressure following the 1991 military defeat. The
regime sought to resist and circumvent international
economic sanctions which, during the 1990s, became
one of the favorite enforcement tools of the international
community, partly because such tools were more
effective than diplomacy but less drastic than military
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force. Unfortunately, sanctions are an imperfect
mechanism for coercion. They often have unintended
and unfortunate consequences, hurting the weaker
and more vulnerable segments of society in the target
state while leaving the regime and elites unaffected.
Often the target state or regime is able to respond to
sanctions with circumvention methods that are both
ingenious and highly innovative. It is not surprising,
then, that international sanctions typically lead to an
increase of both smuggling and corruption.’? Iraq was
no exception. The task of evading, undermining, and
circumventing sanctions was greatly facilitated by the
power and resources of the Iraqi state, combined with
the willingness of a variety of groups within society to
be co-opted by the state. While post-regime Iraq would
almost certainly have had an organized crime problem
even without sanctions and their circumvention, it
is unlikely that the phenomenon would have been
as powerful and widespread. In effect, sanctions
contributed significantly to the criminalization of Iraq.

The most blatant aspects of criminality and
corruption were associated with the United Nations’
(UN) Oil for Food (OFF) program. The main impetus
for this program was the desire of the international
community to mitigate the impact of sanctions on the
most vulnerable sectors of Iraq’s population, such as
children suffering from malnutrition and inadequate
health care. In the event, the program was successful
in mitigating some of the suffering. Malnutrition
rates dropped from 32 percent in 1996 to just over 20
percent in 1999, while overall gross domestic product
(GDP) increased from $10.6 billion to $33 billion.” At
the same time, the program was unexpectedly but
skillfully exploited by Saddam Hussein to provide
additional funding for the regime. When this was
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revealed, it was followed by a storm of criticism, much
of it justified. Lax supervision and oversight at the UN,
the susceptibility of some UN officials themselves to
corruption,andthegreed ofseveralcorporationsallowed
Saddam Hussein to exploit the OFF program for his
own purposes. The program became so compromised
that senior UN officials, along with companies in
Australia, Russia, the United States, and several other
countries, were deeply implicated in the resulting
scandal. Ironically, Hussein had initially resisted this
program. According to Central Intelligence Agency
(CIA) official Charles Deulfer, “It was only when the
effects on the Iraqi country and the population were
so devastating that it became regime threatening, that
Hussein decided to accept the Oil-for-Food Program as
embodied in the December 1996 decision.”** Not only
did this alleviate what was emerging as a major crisis
of legitimacy for the regime, it also provided “collateral
benefits” that Hussein and his entourage “had not
anticipated.” The most important of these benefits
was the “ability to generate illicit revenue streams of
hard currency.”’® Yet, the abuse of the OFF Program
provided far less revenue than the often overlooked oil
smuggling schemes resulting from “protocols” with
Iraq’s neighbors.

This is not to deny the significance of the OFF
program. The program provided major political
opportunities for Saddam Hussein. Particularly
important in this respect was “a clandestine oil allo-
cation voucher program” involving “the granting of
oil certificates to certain individuals or organizations”
in return for efforts to undermine the resolve of the
international community to maintain sanctions.'” The
vouchers, negotiable instruments which could be
sold or traded at a profit, were also used to encourage
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people or organizations to be helpful to the regime in
more specific ways. Certain vouchers were categorized
as “special allocations” or “gifts.” These were given
to Benon Sevan, the UN official in charge of the OFF
program as well as Russian, Yugoslav, Ukrainian, and
French politicians and businessmen.”® Duelfer noted
that “frequent buyers of theselarge allocations included
companiesinthe UAE [United Arab Emirates] as well as
Elf Total, Royal Dutch Shell, and others.”* The voucher
system was not itself illegal as it was approved by the
UN, but the beneficiaries were not always open and
aboveboard. Consequently, the system devolved to an
exercise in corruption and influence-buying by Saddam
Hussein (who personally approved all recipients of
the vouchers). But the vouchers were ultimately less
important to the regime than the OFF revenue streams,
which provided substantial sources of income in spite
of sanctions.

These revenue streams were generated in four
main ways. First, the regime imposed surcharges of 10
to 35 cents per barrel on approved oil sales, a scheme
that, according to the Volcker Report, earned at least
$228.8 million.?’ Second and more lucrative, kickbacks
on humanitarian supply contracts brought in at least
$1.5 billion.?" Under the OFF program,

proceeds from authorized OFF Iraqi oil sales were
deposited in a designated UN account to be used for
humanitarian purposes, such as purchasing food and
medical supplies for the Iraqi people. To circumvent
the restrictions on purchases and generate additional
illicit revenue, the Iraqi government ordered each of
its ministries to institute a 10 percent kickback scheme.
Vendors selling goods to the Iraqi government were
required to inflate the contractual purchase price
typically by 10 percent and kick back the excess charge
to the Iraqi government.?
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Third, oil “cash sales” or private-sector exports, ac-
cording to the Duelfer Report, yielded approximately
$990 million.® These were “exports, primarily
petroleum, to private-sector buyers” that were not UN
approved.*

Fourth, and most important of Saddam Hussein’s
illicit revenue streams, were the trade protocols with
Jordan, Syria, Turkey, and Egypt, which preceded
and then paralleled the OFF Program. The status of
these protocols was ambiguous. They were illicit in
the sense that Security Council Resolution 661 passed
in August 1990 restricted all UN member states from
importing any goods, including oil and its derivatives,
originating from Iraq; at the same time, the protocols
were agreements between sovereign states and,
therefore, had some degree of legitimacy.

According to the Volcker report, $10.99 billion of
the $12.8 billion generated in illicit revenue between
1990 and 2003 came from activities associated with
these protocols (this figure apparently includes the
almost $1 billion identified by the Duelfer Report
as “cash sales”).” The proceeds of the oil sales were
split between a trade account and a cash account in
the protocol country. While 60 to 75 percent of the
proceeds was placed in the trade account and used “to
purchase goods from vendors and businesses in the
particular protocol-partner country,” the other 25 to 40
percent “was transferred to bank accounts in Jordan
and Lebanon — usually through bank accounts set up in
the names of front companies or individuals, to further
disguise the scheme and the movement of the funds.
Eventually, the cash account funds generated under
all of the protocols were deposited in bank accounts
controlled by the Central Bank of Iraq, Rasheed Bank,
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or Rafidian Bank.”? The money was later withdrawn
in cash and sent back to Iraq where it was deposited at
the Central Bank of Iraq. A network of front companies,
each using multiple accounts, was set up to move the
money.

These flows were strategically significant: between
1996 and 1998 Iraq was able to establish “a growing
underground network of trade intermediaries, front
companies, and international suppliers willing to
trade oil or hard currency for conventional weapons,
WMD [weapons of mass destruction] precursors, and
dual-use technology.”” The more important result
for the long term, however, was the development
in Iraq of a set of sophisticated skills in criminality
combined with methods of smuggling and repatriating
funds that survived the downfall of the regime and
its replacement first by the Coalition Provincial
Authority (CPA) and then by the reconstituted Iraqi
government. This should not have been surprising.
Peter Andreas, in a compelling and incisive analysis,
has demonstrated that sanctions almost invariably
have a criminalizing impact on the targeted country as
well as its neighbors.?® As he shows, the criminalizing
consequences of sanctions occur at several distinct but
overlapping levels.

First, while sanctions are in effect, the target state
typically goes “into the business of organized crime
to generate revenue, supplies, and strengthen its
hold on power, fostering an alliance with clandestine
transnational economic actors for mutual gain. This
alliance may, in turn, persist beyond the sanctions
period.”® Iraq clearly exemplifies this tendency.
Although in many respects the regime was already
primed for criminal activity, it was during the imposi-
tion of sanctions that corruption and state-controlled
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smuggling really expanded, with Hussein using “the
implements of the State — the central bank, commercial
enterprises, and his diplomatic and intelligence
assets—to help skirt international restrictions.”*
Smuggling became one of the central activities of the
state and one in which “all levels of the government
were complicit.”?! It also proved to be a remarkably
resilient activity. Moreover, just as “profiteering, black
market trafficking, and sanctions-busting became the
principal activity of the Iraqi elite,”?? so profiteering,
corruption, and crime subsequently became major
activities for many members of the post-Hussein elite.

The second development contributing to crim-

inalization was the creation of regional linkages in
smuggling and other criminal activities. In this con-
nection, Andreas notes that “an elaborate regional
clandestine trading network developed in the 1990s to
evade sanctions, largely involving the smuggling of oil
by truck to neighboring Turkey and Jordan, by ship
to Iran, and by pipeline through Syria.”** This process
was facilitated by a long tradition of smuggling in
the region. As the Duelfer report acknowledges, Iraq
exploited “long-established business relationships
with its neighbors, cross-state tribal connections, and
use of ancient smuggling routes.”* These smuggling
routes crossed land borders with such Iraqi neighbors
as Turkey, Syria, Jordan, Saudi Arabia, Kuwait, and
Iran. In addition, Iraq used its own access to the Gulf
from Basra as well as the Jordanian port of Agaba.
Specific examples included:

* Smuggling across the Habur gate on Iraq’s
northern border with Turkey where the heavy
volume of traffic “hindered the adequate
monitoring of cargo.”*® UN monitors had the
capacity to inspect only one in every 200 trucks
crossing into Iraq.”
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* Smuggling goods by truck from Dubai via
Saudi Arabia.®® There was also smuggling
of “foodstuffs, luxury goods, and especially
cement and asphalt” along the highway between
Khorramshahr in Iran and Al-Basra, Iraq’s most
important southern city.*

* Smuggling oil out of Iraq and other commodities
in and out using “a pool of private dhows,
barges, and tankers.”*

* Smuggling oil using “routes through the
northern Arabian Gulf,” as facilitated by the
Iranian Revolutionary Guard Navy “in return
for a fee.”*' It was estimated in 2000 that Iran
was taking about 25 percent of the profit from
smuggled Iraqi oil, a margin made possible
because Hussein charged well below the market
price of oil “to earn revenue that was not tracked
by the UN.”#?

* Smuggling military and dual-use goods by air.

In sum, the smuggling enterprise was comprehensive,
characterized by diversity of routes and exploitation
of the “entire spectrum” of smuggling methods.*
Typical schemes included “disguising illicit shipments
as legitimate cargo; hiding illicit goods in legitimate
shipments; avoiding customs inspections; and, for
high-priority, low-volume shipments, using Iraqi
diplomatic couriers.”*

Although sanction-busting smuggling was built on
existing connections, it clearly took these to new levels.
In effect, Saddam Hussein established a clandestine
transnational network based on trust relationships
and mutual profitability. Moreover, these cross-border
connections and social capital, once established, were
relatively easy to maintain in changed circumstances.
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The networks not only continued to operate after the
removal of sanctions but also adapted in ways which
ensuredcontinued profitability. Mutualinterestensured
that smuggling continued to flourish after Hussein.
Although it was the trade with Jordan which provided
his major lifeline during the 1990s, other countries
were also important. The smuggling of oil to Turkey,
for example, was driven in part by price differentials
between Iraq and Turkey. These in turn were the result
of taxation levels which led to remarkably high oil and
gasoline prices in Turkey. It is not surprising, then, that
even after the collapse of the Hussein regime and the
removal of sanctions, smuggling oil and oil derivatives
into Turkey was sustained at very high levels.

A third effect of sanctions and their circumvention
is the criminalization of the economy and society. For
Irag, the consequences outlasted Saddam Hussein.
In spite of the drastic change in the composition of
government after the collapse of the regime, illicit
activities in Iraq were marked by strong continuity.
Part of the reason is that although Hussein used the
state apparatus to direct both the oil smuggling and
the money flows, the elite also developed collusive
relationships with smugglers and facilitators, who
continued their business activities after the Ba’athists
had lost power. Moreover, as Andreas notes, the
imposition of sanctions typically gives such activities
as smuggling a legitimacy they do not always enjoy.*
The circumvention of sanctions also elevates the status
of organized crime groups within the society, enabling
them to move from the periphery to the very core
of economic life. In short, sanctions and embargoes
not only promote smuggling but also empower
smugglers and other organized crime groups. Once
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criminal activities have become accepted as the norm,
“reestablishing societal acceptance of legal norms can
be one of the most challenging tasks after the sanctions
are lifted, as old habits can be difficult to break.”4®
Similarly, as power structures associated with criminal
activities are consolidated, they become difficult to
weaken, let alone remove, and they only rarely revert
to their pre-sanction norms. They are far more likely to
remain entrenched in the illegal economy, which does
not simply disappear once sanctions are removed. All
this became evident in Iraq after the 2003 invasion.
Indeed, oil smuggling after the fall of Saddam Hussein
resembled the smuggling and associated corruption
that were an integral part of the final decade of the
Ba’athist regime.

The same was true of the informal and illicit econo-
mies more generally. As Andreas notes, sanctions
typically lead to the expansion of the underground
economy while simultaneously pushing the legitimate
economy into crisis.”” Furthermore, for those involved
in the underground economy, the incentives to
continue with their lucrative business activities in
the post-sanctions economy are enormous—if only
to maintain their existing revenue flows. In many
cases, such incentives are strongly reinforced by the
devastated condition of the aboveground economy.*
In Iraq, as in Serbia, sanctions hurt the middle class
while allowing the regime and its cronies to flourish.
These problems became particularly salient after the
U.S. invasion. The shadow economy, which accounted
for about 35 percent of gross national product (GNP)
at the end of the Hussein regime, subsequently grew to
an estimated 65 percent.*

In sum, although it is likely that Iraq—like many
other authoritarian states which eventually collapsed —
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would have developed significant organized crime
problems even in the absence of sanctions, their
imposition by the international community in the 1990s
both widened and intensified the scope of organized
crime and the illicit economy in Iraq. This was to have
major implications for the occupation.

The First Wave of Organized Crime in Post-Hussein
Iraq.

As we have seen, when the United States invaded
IraqinMarch 2003, organized crime wasalready primed
for growth. Systemic and structural preconditions for
a massive expansion of organized crime and the illicit
economy were present, and needed only the collapse of
the regime as a catalyst. Several U.S. strategic mistakes
then compounded the problem.

As the United States moved to occupy Iraq, there
was little understanding of the criminality that had
permeated Iraqi society during sanctions, the latent
power of criminal organizations, the resources
(including competencies, social capital, established
smuggling routes, and transnational connections) these
organizations had accumulated, or of the opportunities
the United States was inadvertently providing to them.
Nor was the United States sensitive to the profound
divisions under the surface of Iraqi society, divisions
which had been held in check by Saddam Hussein but
were soon to have full rein. While many commentators
have rightly criticized the lack of planning for the
aftermath of the military campaign, even better
planning would probably have omitted measures to
constrainand respond to criminal organizations and the
appropriation of organized crime methods by political
actors. Thus the United States inadvertently created a
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highly permissive environment for organized crime
and the incentive structure for the new freedom to be
exploited. With the experience of along apprenticeship
under Saddam Hussein, criminal organizations had
developed significant capabilities and expertise in
smuggling and other criminal activities. The fall of
Hussein marked their graduation and provided the
occasion for an extended coming-out party.

Unfortunately, the collapse of Saddam Hussein’s
authoritarian state not only removed constraints and
expanded the power of organized crime but also
enabled organized crime to develop in ways that
complicated the challenges facing the successor state.
In one sense, this was not unusual or particularly
surprising. Weak, failed, or collapsed states typically
provide highly permissive environments for organized
crime — especially if collapse is sudden and dramatic.
The introduction of U.S. military power caused the
state to collapse in Iraq—although in retrospect
considerable evidence of state erosion existed prior to
the invasion. The collapse of the state was accompanied
by the breakdown of social control mechanisms; this
provided an ideal environment for organized crime.
In effect, the U.S. decapitation strategy in Iraq worked
almost too effectively and too rapidly. The problem
was that U.S. occupation forces were expected to fill
the vacuum; but military forces typically focus on the
maintenance of order at the macro level rather than the
enforcement of law at the micro level. Consequently,
emergent behavior—in this case criminality —at the
micro level was unconstrained and had far-reaching
consequences at the macro level.

If this was the same kind of upsurge of organized
crime as had occurred in Russia, Ukraine, Georgia,
Central Asia, and elsewhere after the collapse of the
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Soviet Union, Iraq also resembled the former Yugosla-
via in terms of the disparate ethnic and religious groups
that had hitherto been tightly contained within a single
authoritarian framework. And just as the various
ethnic groups in the Balkans had used organized crime
activities and links with criminal organizations to
fund their separatist ambitions, so too did the various
factions and groups within Iraq. Indeed, the lack of
centralized authority after the collapse of the regime
created a highly permissive environment—for the
forces of retribution and revenge, for sectarian division
and rivalry, and for the growth of organized crime. The
incubation period had ended and the period of rapid —
and in many respects unconstrained —growth of
organized crime had begun. In the absence of a strong
state, criminal organizations were able to operate with
impunity, taking advantage of the power vacuum to
extend their activities and strengthen their influence.
One of the most immediate manifestations of this was
the upsurge of copper theft and smuggling. Under
the Ba’athist regime, this activity —which is lucrative
because of the lack of indigenous copper deposits in the
Middle East—“was limited by harsh penalties and by
a complex system of patronage that ensured that local
tribal groups provided protection to the infrastructure
in the areas of their influence and control.”*® With the
removal of these penalties and obstacles, the theft
and smuggling of copper increased, causing great
harm to the power grid and complicating the task of
reconstruction. Iraq after the fall of Hussein became a
huge space of opportunities for organized crime —and
these opportunities were fully exploited.

In the immediate aftermath of the toppling of the
regime, Iraq was also characterized by anomie. The
concept of anomie, developed in the work of Emile
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Durkheim and subsequently Robert Merton, has been
surfaced most recently by Nikos Passas. ® Anomie
involves a degeneration of rules and norms and the
emergence of forms of behavior unconstrained by
standard notions of what is acceptable. For Durkheim,
this typically resulted from a crisis or transition in
society in which legal restraints are removed and the
norms and inhibitions which had hitherto guided
behavior are discarded.’> Merton, in contrast, saw
anomie as a result of a gap between aspirations in
society and the availability of means to fulfill them.
Passas, in some respects closer to Merton, focuses on the
lack of opportunities to fulfill expectations. As defined
by Passas, anomie is a withdrawal of allegiance from
conventional norms and a weakening of these norms
as guides to behavior.”® For both Passas and Merton,
the lack of congruity between expectations and the
availability of the means to meet them typically results
in social deviance or criminality.* In other words, the
decline of behavioralnorms and standards feeds into the
spread of crime —both organized and disorganized.
Iraq reflects both Durkheim’s notion of crisis and
sudden change and the emphasis by Merton and Passas
on the gap between expectations and opportunities.
In Iraq, brutal authoritarianism, a series of wars, and
deprivation had resulted in an erosion of social norms.
Because of the fear created by the regime, this erosion
was held in check and was not readily apparent. With
the US. invasion and the toppling of the regime,
however, what had been a long-term decline of social
norms became a full-scale collapse. It was not simply
that penalties for deviant or criminal behavior were
suddenly removed; in Iraq something much more
fundamental was at work. The aftermath of the collapse
of the regime was characterized by the rejection of
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morality and decency by significant portions of the
population; by a marked absence of respect for fellow
citizens, who became simply targets to be exploited for
financial gain; and by a readiness to engage in forms of
behavior that are normally regarded as reprehensible.
In short, Iraq witnessed the rise of anomie in a way
that was comprehensive and brutal.

Anomie in Iraq went through two stages. The first
was spontaneous and disorganized. According to a
thoughtful piece published in Oxford Analytica,

Following regime change on April 9, [2003,] law and
order experienced a short-lived but complete collapse,
resulting in a massive redistribution of almost any
commodity, fixture, or fitting. As well as highly organized
looting of banks and museums by regime security forces,
this period of looting normalized criminal activity for a
considerable period of time, creating huge markets for
looted items.*®

This disaster was followed, however, by a more
restricted and controlled anomie which lacked the
breadth of that immediately following regime change
but in some ways was deeper and more serious. The
second phase was characterized by an increased
incidence of violence and sexual crimes and the
consolidation of criminal organizations.* During both
stages, the problem was almost certainly exacerbated
by the former convicts who had been released under
an amnesty by Saddam Hussein in October 2002.
Estimates of the number of convicts released range from
30,000 to 100,000.”” Regardless of the exact number,
however, the former prisoners almost certainly added
to the pervasive violence and intensified the insecurity
of Iraq’s population.
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Such developments helped to ensure that post-
conflict reconstruction in Iraq took place against a
background of revenge and vendettas, a cycle of
violence which, in turn, created a dynamic which
proved difficult to overcome. The lack of accepted
norms also resulted in a behavioral sink in which almost
all forms of action became acceptable, short-term gain
became prized over long-term mutuality, greed became
unbounded, need was enormous, and creed sometimes
defined the targets of violence. This behavioral sink
encompassed politicians and bureaucrats, officials in
the oil industry, political parties, sectarian factions,
tribes, and many ordinary citizens. It was manifested
in extensive corruption throughout government and
security forces at all levels, in the debasement of almost
anything and anyone to the level of mere commodities
to be exploited for financial gain; and in collusive
relationships among criminals, insurgents, officials,
and businessmen.

None of this should be surprising. Iraq had
suffered enormously since Saddam Hussein first
came to power. He led them through three wars, and
the regime’s ruthless control of the country inhibited
the development of civil society, the rule of law, and
the attainment of personal and financial security. As
one commentary notes, “Saddam’s regime destroyed
morality and legality, and in the 1990s the middle classes
were shattered by sanctions. Furthermore, most of the
population is very young and has grown up brutalized
and traumatized by dictatorship and war, with little
concept of the wider social good outside family, tribe,
or sectarian community.”*® Not surprisingly, therefore,
anomie as intensified by the persistence of major
economic problems proved enduring in Iragq.

In fact, the massive dislocation of Iraq’s economy
caused by successive wars and sanctions became a
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systemic or structural problem that interacted with
and compounded the difficulties created by political
fragmentation and the anomie discussed above.
Although the state of affairs improved briefly in the
latter half of the 1990s as a result of the OFF program
and expanding oil sales, progress was not sustained.
The overall trend from the Iran-Iraq war onwards was
down. It bears emphasis that prior to U.S. intervention,
the Iraqi economy had “suffered 20 years of neglect
and degradation of the country’s infrastructure,
environment, and social services.”” In addition, the
country’s economy had

... been degraded by the effects of a highly centralized
and corrupt authoritarian government, sanctions, and
by a command economy where prices played little
role in resource allocation, and where the state (and
in particular the ruling regime) dominated industry,
agriculture, finance, and trade. In short, the country’s
rich potential for economic prosperity, including water,
human capital, and the world’s second largest oil
reserves, were squandered by the past regime, which
directed public resources and efforts at the military and
its own preservation and enrichment.®

These events were reflected in the stark decline of per
capita income from over U.S.$3,600 in the early 1980s
to approximately U.S.$770-1,020 by 2001.%

Although many Iraqi citizens had developed their
own coping mechanisms, these were also disrupted
by the invasion. Indeed, the economic dislocation
following the invasion contributed to high levels
of unemployment. Estimates, according to the Iraq
Study Group Report, “range widely from from 20 to
60 percent.”®> When underemployment is also taken
into account, the situation resembled that of the
former Soviet states during the transition period in the
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early 1990s when an economy which had enjoyed full
employment—if often notional and unproductive—
experienced rapid dislocation and high levels of
unemployment. As in Russia in the 1990s, so too in
Iraq a decade later high levels of unemployment
ensured that involvement in criminal activity became
an important safety net. Where the collapse of the
state is accompanied by the breakdown of licit market
structures and operations, illicit profit-making activities
have enormous appeal even for those who are not part
of existing criminal organizations. When legal markets
do not function and are unable to meet peoples” needs,
illegal markets flourish as alternatives. If people cannot
find employment and economic opportunities in the
legal economy, and cannot emigrate, then involvement
in criminal activity is—by default—the only option.
Thus,

after the fall of the old regime, new forms of criminality
emerged as the systems of power, control, and resource
distribution collapsed. Tribal groups alienated from
the previous regime . . . used the opportunity to obtain
economic resources through illicit activities, including
smuggling. New criminal networks . . . emerged to take
advantage of the absence of state authority.®

Very useful to understanding this situation are
distinctions made by Jonathan Goodhand. In his
work on Afghanistan and other conflict and post-
conflict scenarios, Goodhand distinguishes among the
informal or coping economy, the criminal economy,
and the conflict or insurgent economy.* He argues that
in times of economic duress people develop a set of
activities in what he terms the coping economy. During
the period when sanctions were imposed on Iraq, this
outlet became critical. At the same time, because of the
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sanctions-busting activity of the regime and its criminal
allies, a large-scale criminal economy also developed.
And because the coping mechanisms are little more
than an inadequate safety net, the criminal economy
began to look even more attractive. In this sense, the
informal economy is a very natural gateway into the
more lucrative criminal economy. The third economy is
an insurgent or conflict economy in which groups with
a political agenda use criminal activities as a means
of fund-raising, and in which those who cannot find
employment are easily recruited for activities such as
the deploying of improvised explosive devices (IEDs).

There was very little the United States could do
in the short term about these systemic and structural
factors. They existed prior to the invasion and were not
only deeply entrenched but also productive of powerful
but negative synergies. Their impact was compounded
by several coalition strategic blunders in the early days
and months of the occupation. In effect, these blunders
inadvertently encouraged or pressured people to move
from the informal to the criminal economy and also led
to much overlap between the well-established criminal
economy and a burgeoning conflict economy.

The first mistake was allowing the looting spree
to take place. Although there was hope that looting
would serve as some kind of catharsis, it actually made
things worse in several ways. The looting of ministries
in Baghdad, for example, provided both a physical
and symbolic confirmation of the collapse of state
structures and institutions that greatly complicated
the reestablishment of governance in Iraq. As George
Packer observed, “The gutted buildings, the lost
equipment, the destroyed records, the damaged
infrastructure, would continue to haunt almost every
aspect of the reconstruction.”® Even more important
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was the psychological impact of a lawless environment
with high levels of impunity for the perpetrators. In an
environment characterized by enormous uncertainty,
a lack of clear rules and norms, and the absence of
constraints imposed by a strong central government,
an apparent indifference to the looting gave the wrong
kind of signal. Not only did it embolden criminals, but
it also undermined faith in the occupation forces. The
sense of disappointment, frustration, and insecurity in
Basra was captured by Human Rights Watch (HRW)
which interviewed local people, including merchants
and doctors, who were dismayed and frightened by
the looting and appalled by the inaction of the British
troops.® The same kind of sentiment was also evident
in Baghdad. Moreover, the failure to impose order at
the outset made it much more difficult to impose later
on.

Indeed, the early situation did not improve very
much. Six weeks after the fall of Basra, according to
HRW, people in the city felt “very insecure, due partly
to the week of frenzied looting that immediately
followed the British occupation, and continuing as a
result of the lower intensity but steady crime wave
(including daily killings, looting of private property,
and car-jackings) now engulfing Basra.”®” Moreover,
the “fear of violent crimes” was accompanied by
“growing concerns about the failure of the coalition
forces to provide . . . greater security.”® Few other
places offered the graphic firsthand reports obtained
by HRW in Basra. Nevertheless, these sentiments were
echoed in other cities in Iraq. Part of the problem was
too few soldiers on the ground; the other was that those
who were there were neither trained nor prepared for
a role in which they were to provide law enforcement
and protection for the population. U.S. forces had been
designed to win the war, not to enforce the peace.
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The second strategic blunder has received more
attention than the first. On May 24, 2003, Ambassador
Paul Bremer, the new head of the CPA in Iraq, signed
a directive disbanding the Iraqi Army.® While there
were some reasons for doing this, they were far
outweighed by the negatives. At one level, this was an
opportunity squandered: with a vacuum of power and
authority in Iraq, the Army could have been used to
maintain order. At another level, it was a fatal error: in
a period of economic dislocation and unemployment,
the addition of 400,000 specialists in violence to the mix
was hugely detrimental. With few other opportunities
available, these soldiers had one marketable skill —the
application of violence. The impact was very similar to
the disbanding of the KGB in Russia after the collapse
of the Soviet Union: an army of “entrepreneurs of
violence” was unleashed.” In Russia, these specialists
of violence swelled the ranks of organized crime; in Iraq
some of them joined or formed criminal organizations,
while others became part of the opposition to the
Coalition.

These blunders exacerbated rather than alleviated
the structural conditions underlying the growth
of organized crime. Not only did the CPA fail to
understand the mix of opportunities on the one side and
incentives and pressures for involvement in organized
crime on the other, but its own combination of action
and inaction enlarged the opportunities and increased
the incentives and pressures—the very opposite of
what was needed.

The situation was made even worse by structural
divisions in Iraq that not only led to the emergence of
violence but also encouraged several different actors
to appropriate the methods of organized crime to fund
their political programs and visions. These divisions
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were brought into bold relief by the power vacuum that
followed the collapse of the regime. And although the
United States tried to reestablish state structures and
state authority, this proved a much more formidable
and protracted task than anticipated. In part, this was
because of the preexisting divisions in Iraq. These
divisions had hitherto been suppressed but came to
the fore in an anarchical environment in which the
state could no longer provide security. Furthermore,
as nonstate actors moved in to fill this vacuum, their
need and desire for resources encouraged them to
appropriate organized crime methods. In effect, this
led to a second wave of organized crime which would
overlap and intersect with the first wave but was
distinct from it.

The Second Wave: Organized Crime and Conflict.

The structural divisions in Iraq had largely been
hidden by the dictatorship of Saddam Hussein. With
the fall of the regime, however, they complicated
and undermined U.S. efforts at state-building. As
Eric Herring and Glen Rangwala argue, Iraq was
fragmented “along many axes.””* As well as the obvious
divisions separating Shiite, Sunni, and Kurdish groups,
tensions arose between central and local government,
between the neo-patrimonial state and the traditional
patrimonialism of the Sunni tribes, between those who
had benefited from Hussein'sregime and those whohad
not, and between those who had secular visions of the
future Iraqi state and those who wanted a theocracy.”
In addition, Iraq suffered from a large gulf between
the state and society, a gulf which became increasingly
evident.” Without Saddam Hussein, internal divisions
crystallized and widened. Although U.S. efforts to
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balance the long-term requirement of rebuilding the
Iraqi state with the more immediate imperatives of
establishing security and stability were sometimes
successful in ameliorating tensions, at other times,
wittingly or unwittingly, they made them worse.” One
of the difficulties in Iraq was that individual interests
took precedence over any notion of the collective
interest.”” And much as the United States tried to rise
above the battle and represent the collectivity, this was
not how it appeared to other actors. In effect, the U.S.
military simply became what one observer called “the
strongest tribe.””¢

The U.S. failure to reestablish law and order and
create a sense of security had serious consequences
going well beyond the initial looting and the activities
of predatory criminal organizations. In an environment
characterized by division and mistrust and the lack of a
legitimate state, the pursuit of group security and self-
interest became so compelling that it eliminated any
vestigial concept of collective interest or identity. At the
same time, the generation of resources by any means
possible, including coercion, violence, and other forms
of organized criminality, became critical to security
and advancement. Just as anomie was important in the
initial wave of post-Hussein organized crime, anarchy
was important in generating the second wave and
especially in the emergence of an insurgent or conflict
economy.

The term anarchy in this context refers not to
disorder or chaos but to the lack of a central dominant
state authority. Where the population is divided by
ethnic, tribal, or religious identities, such a situation can
readily take on the characteristics of international an-
archy in which a lack of trust and feelings of insecurity
drive actors towards military action.”” Moreover, the
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greater the insecurity, the more likely it is that factional
groups within the society will take up arms either to
protect their communities against hostile groups or
to attack their rivals. As Michael Brown pointed out
when analyzing ethnic conflicts during the 1990s, the
security dilemma became a domestic phenomenon as
well as an international one.”® In Iraq this was worsened
by the widespread availability of weapons. Although
many people in Iraq already possessed weapons, large
unguarded arms caches were distributed through the
country and available for looting, allowing almost
any group to arm itself. With U.S. military forces in
Iraq lacking the manpower to maintain order, the
dynamics of insecurity took on an even sharper edge.”
The absence of a leviathan, therefore, resulted in a truly
Hobbesian environment in which life for many citizens
became solitary, nasty, brutish, and short.

This environment created an ideal opportunity not
only for criminal enterprises butalso for more politically
oriented and violent nonstate actors. These entities
engaged in behavior which was at times predatory, at
times protective, and most often both.* It reflected two
overlapping dynamics: the need and desire for proxies
when the state does not fill its necessary functions, and
the exploitation of the freedom provided by an absent or
weak central authority. Where security is not provided
by the state, the most ruthless members of the society,
typically acting in both small and large groups, exploit
the opportunity to engage in violent forms of capital
accumulation with a high degree of impunity. This is
particularly the case where some of the institutions
of the state are still up for grabs and where there are
natural resources thatare nominally under state control.
A variant of the “resource curse” certainly developed
in Iraq, where control and exploitation of both the licit
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and illicit markets in oil and oil derivatives became a
major bone of contention.®

At the same time, groups come into existence not
only to exploit opportunities but also to meet needs.
Ironically, the militias originated or (where they already
existed) expanded largely because of the inability of
the CPA and subsequently the Iraqi government to
provide security to Iraq’s Shiite majority. The militias’
response to pervasive insecurity resulting from the
state’s lack of a monopoly on violence for several years
made the restoration of centralized coercive power well
nigh impossible. Both Sunni and Shiite armed groups
engaged in sectarian cleansing. In effect, they provided
a degree of protection and security for some segments
of the population while intimidating or terrorizing
other groups. And even those whom they protected
often had to pay heavily for the service.

The result of this dynamic was the rise in Baghdad
and other major cities of organizations that both
exploited and aggravated the lack of governance and
in turn contributed to the perpetuation of high levels of
lawlessness and massive disorder. These organizations
used criminal activities to generate funding to prosecute
their causes, whether narrowly sectarian, jihadist,
tribal, or nationalist. These self-funding mechanisms
supported both the asymmetric conflict against U.S.
military forces and the internecine warfare of Iraqi
groups, factions, and tribes. The difficulty for the
United States was how to break out of the vicious cycle
in which the lack of law, order, security, and social
control generated both opportunities and incentives
for the development and consolidation of alternative
power centers which had a vested interest in ensuring
that law and order were never established by either
coalition forces or the new Iraqi government.
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Inshort, the internal dynamic created by the anarchy
of a collapsed state in which factionalism, organized
crime, sectarian conflict, and tribal antipathies fed
on one another proved remarkably powerful. For
the United States, responding to the organized crime
outgrowth of the power vacuum of Iraq was impossible
so long as the internecine violence and the attacks
on US. forces continued. Yet, responding to these
attacks would continue to have limited effectiveness
so long as the resource generation opportunities were
not stifled. Moreover, organized crime intersected
with both sectarian conflict and hostility to American
forces, compounding challenges to stability and
governance. The intersections —insurgency, organized
crime, and sectarian conflict—empowered resilient,
highly networked adversaries, and confronted the
United States with a situation far more complex than
traditional insurgencies. Dilemmas and tradeoffs were
inescapable, while even sound decisions generated
adverse unintended consequences and cascading
effects throughout Iragq.

One of these dilemmas revolved around security
versus development. Because of the rise of violent
armed groups in Iraq, the United States had little
choice other than to give priority to security over
reconstruction and development. The difficulty was
that this approach perpetuated a situation in which
violence became —among other things —an alternative
source of employment. Widespread unemployment
not only made organized crime attractive, but it also
meant that even modest “financial incentives for
participating ininsurgent or sectarian violence” became
“more appealing to military age males.”** Some senior
U.S. officers even suggested that the insurgency had
relatively little to do with ideology and far more to
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do with economics.®® Being part of the insurgency —if
only on a part-time basis — paid far better than being a
policeman or soldier. Evidence suggests that the close
link between lack of employment and the growth of
the insurgency was clearly understood by the military
very early but was dismissed by the CPA, especially
Ambassador Bremer. One former British official in Iraq
recounts a meeting in which military suggestions that
the economic problem was feeding into the security
problem were summarily dismissed by Bremer.*

A closely related consideration is that the collapsed
stateled toahiatusinthe provisionof services. Although
the United States and nongovernmental organizations
(NGOs) tried to fill this gap in the chaos after the
toppling of the Ba’athist regime, they encountered
major problems. Even after the CPA handed over
authority to the Iraqis, the level of services remained
inadequate. The centralized distribution of subsidized
food and fuel continued, but services such as electricity,
water, sewage, and garbage disposal were nonexistent
or intermittent. The situation was not helped by the
decline in administrative skills which had taken place
under Saddam Hussein, by the absence of many of
the most competent and skilled Iraqis who fled Iraq
because of the dire security situation, or by the perva-
sive corruption which ran though successive govern-
ments. The result was that other service providers, often
with a different agenda, arose to fill the vacuum left by
the state. In particular, some of the militias which had
arisen to fill the security gap also became important in
filling the service gap. This was particularly true of the
Mahdi Army, whose base of support was in slum areas
in Baghdad, Basra, and other cities. The difficulty was
that service provision is not politically neutral. The
legitimacy of the post-Hussein Iraqi state was already
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in question because it appeared to be the creation of
the occupying forces and was peopled by Iraqis who
often lacked deep or wide popular support. In these
circumstances, alternative service providers were—
and are—a particular challenge to the state. As one
analyst observes,

groups reap three main benefits from providing public
goods through their social welfare arms. First, the creation
of a social welfare infrastructure highlights the failure of
the state to fulfill its side of the social contract, thereby
challenging the legitimacy of the state. Second, nonstate
social welfare organizations offer the population an
alternative entity in which to place their loyalty. Third, a
group that gains the loyalty of the populace commands a
steady stream of resources with which it can wage battle
against the regime.®

In effect, the activities of alternative service providers
exacerbated political fragmentation. They also added
another impulse for nonstate groups to engage in
criminal activities as a funding mechanism to provide
the resources necessary to maintain their social welfare
activities and structures.

In sum, with the second wave of organized crime
in which violent nonstate actors were prominent,
the criminal economy and the insurgent or conflict
economy became increasingly interconnected. Some
groups operated primarily in one economy rather than
the other, but many began to straddle both. Cooperation
occurred between criminal organizations on the one
side and terrorist and insurgent organizations on
the other; some groups pursued both political and
financial agendas; and some individuals and groups
were transformed by events or opportunities, in effect
moving from one identity to another. Moreover,
different actors overlapped and intersected in complex
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ways. If criminal activities in Iraq were as diverse as
their perpetrators, three in particular stand out: the
theft, diversion, and smuggling of oil; kidnapping; and
extortion. Although these were the main moneymakers,
they were accompanied by a series of supplementary
activities, which are examined in the next three
chapters.

ENDNOTES - CHAPTER 2

1. The notion of the “fierce” state is discussed in Nazih N.
Ayubi, Overstating the Arab State: Politics and Society in the Middle
East, New York: I. B. Tauris, 1996, especially chap. 12. For an
excellent analysis of Iraq under Saddam which fits the notion
of the fierce state, see Kanan Makiya, Republic of Fear, Berkeley:
University of California Press, 1998.

2. Robert Klitgaard, “Three Levels of Fighting Corruption,”
Address at the Carter Center Conference on Transparency for
Growth in the Americas, May 4, 1999, available at www.cartercenter.
org/mews/documents/doc1193.html.

3. See Stanley Pimentel, “Mexico’s Legacy of Corruption,”
Roy Godson, ed., Menace to Society: Political-Criminal Collaboration
Around the World, New Brunswick, NJ: Transaction, 2003, pp.
175-197. Peter Lupsha’s concept of the elite exploitative model is
discussed on pp. 180-181.

4. David E. Kaplan, “The Wiseguy Regime: North Korea Has
Embarked on a Global Crime Spree,” U.S. News and World Report,
February 7, 1999, available at www.usnews.com/usnews/news/
articles/990215/archive_000266.htm.

5. Ibid.

6. Bilal A. Wahab, “How Iraqi Oil Smuggling Greases
Violence,” Middle East Quarterly, Vol. 13, No. 4, Fall 2006.

7. Ibid. See Kanan Makiya as quoted by Wahab.

54



8. See Robert Looney, “Beyond the Iraq Study Group: The
Elusive Goal of Sustained Growth,” Strategic Insights, Vol. VI,
Issue 2, March 2007, available at www.ccc.nps.navy.mil/si/2007/
Mar/looneyMar07.asp. It should be acknowledged, however, that
there was inevitable overlap between the party militia and the
tribes.

9. Ibid.
10. Ibid.
11. Ibid.

12. See Peter Andreas, “Criminalizing Consequences of
Sanctions: Embargo Busting and Its Legacy,” International Studies
Quarterly, Vol. 49, No. 2, June 2005, pp. 335-360.

13. Charles Duelfer, Regime Finance and Procurement,
Comprehensive Reports of the Special Advisor to the DCI on Iraq’s
WMD, Vol. 1, September 2004, p.22, available at www.foia.cia.gov/
duelfer/Iraqgs_WMD_Vol1.pdf.

14. Statement of Charles A. Duelfer, Special Advisor to
the Director of Central Intelligence on Iraq’s Weapons of Mass
Destruction, Central Intelligence Agency, The Oil-For-Food
Program: Tracking the Funds, Hearing Before the Committee on
International Relations, House of Representatives, 108th Cong.,
2nd Sess., November 17, 2004, Serial No. 108-157, Washington,
DC: U.S. Government Printing Office, 2005, p. 8.

15. Ibid.

16. Ibid.

17. Duelfer, Regime Finance and Procurement, p. 28.

18. Ibid.

19. Ibid., pp. 30-31.

20. Independent Inquiry Committee into the United Nations
Oil-for Food Program, October 27, 2005, available at www.iic.offp.

org.

55



21. Ibid., p. 249.

22. Testimony of Lee Jeffrey Ross, Jr., Senior Advisor
Executive Office for Terrorist Financing and Financial Crimes, U.S.
Department of the Treasury, before the House Subcommittee on
National Security, Emerging Threats, and International Relations,
April 21, 2004, available at www.treas.gov/press/releases/js1446.htm.

23. Duelfer, Regime Finance and Procurement, p. 4.
24. Ibid., p. 24.

25. Independent Inquiry Committee into the United Nations
Oil-for-Food Programme, The Management of United Nations
Oil-for-Food Programme, Vol. 1, September 7, 2005, p. 36. This
is summarized very clearly in Christopher M. Blanchard and
Kenneth Katzman, Iragq: Oil-For-Food Program, Illicit Trade, and
Investigations, Washington, DC: Congressional Research Service,
January 9, 2006, p. 15.

26. Testimony of Juan Carlos Zarate, Assistant Secretary
Terrorist Financing and Financial Crimes, U.S. Department
of the Treasury Before the Senate Permanent Subcommittee
on Investigations of the Committee on Governmental Affairs,
November 15, 2004, js-2100, available at www.ustreas.gov/press/
releases/js2100.htm.

27. Duelfer, Regime Finance and Procurement, p. 10.
28. Andreas, p. 335.
29. Ibid.

30. Testimony of Juan Carlos Zarate, Assistant Secretary,
Terrorist Financing and Financial Crimes, U.S. Department of the
Treasury, in How Saddam Hussein Abused the United Nations Oil-
For-Food Program, Hearing Before the Permanent Subcommittee
on Investigations of the Committee on Governmental Affairs,
United States Senate, 108th Cong., 2nd Sess., November 15, 2004,
Washington, DC: U.S. Government Printing Office, 2005, p. 57.

56



31. Kanan Makiya, “All Levels of the Iraqi Government Were
Complicit,” Middle East Quarterly, Spring 2005, pp. 81-87.

32. Ibid.

33. Andreas, p. 354.

34. See “Use of Illicit Smuggling and Transportation Net-
works” in Comprehensive Reports of the Special Advisor to the DCI
on Iraq’s WMD, Vol. 1, September 2004, p. 137.

35. Ibid., p. 139.

36. Ibid. It should be acknowledged, however, that in this
instance, a significant portion of the proceeds almost certainly
went to Kurdish parties and factions.

37. Ibid.

38. Ibid.

39. Ibid.

40. Ibid.

41.Ibid., p. 142. The report also noted that smugglers remained
subject to interdiction by Iranian authorities further south.

42. Ibid.

43. Ibid., p. 137.

44. Ibid.

45. Andreas, p. 336.
46. Ibid., p. 337.

47. Ibid., p. 336.

48. Ibid., p. 337.

57



49. Looney.

50. United Nations Office of Drugs and Crime, Addressing
Organized Crime and Drug Trafficking in Iraq: Report of the UNODC
Fact Finding Mission 5-18 August 2003, Vienna, Austria: August 25,
2003, p. 7.

51. For an excellent summary of the evolution of the concept
of anomie, see The Durkheim and Merton Page at Middlesex
University, London, United Kingdom, available at www.mdx.
ac.uk/WWW/STUDY/yDurMer.htm. For a more recent and very
incisive analysis, see Nikos Passas, “Global Anomie, Dysnomie,
and Economic Crime: Hidden Consequences of Neoliberalism
and Globalization in Russia and Around the World,” in Social
Justice, Vol. 27, No. 2, 2000, pp. 16-44.

52. Ibid.
53. Passas, p. 20.
54. Ibid., p. 19.

55. “Iraq: Serious Crime Thrives on Instability,” Oxford
Analytica, March 17, 2004.

56. Ibid.

57. United Nations Office of Drugs and Crime, p. 5, puts
the figure at 30,000; while L. Paul Bremer, My Year in Iraq, New
York: Simon and Schuster, 2006, p. 260, puts the figure at “almost
100,000” after having described it as “tens of thousands” on p.
75.

58. “US/UK/IRAQ: Corruption Hurts Effort to Rebuild
State,” Oxford Analytica, April 21, 2006.

59. UN/ World Bank Joint Iraq Needs Assessment, October 2003,
p. vi, available at siteresources.worldbank.org/IRFFl/Resources/Joint+

Needs+Assessment.pdf.

60. Ibid.

58



61. Ibid., p. vi.

62. Iraq Study Group Report, p. 23.

63. United Nations Office of Drugs and Crime, p. 5.

64. Jonathan Goodhand uses the terms coping, shadow, and
combat economies. See “Frontiers and Wars: The Opium Economy
in Afghanistan,” Journal of Agrarian Economy, Vol. 5, No. 2, April
2005, pp. 191-216. See also David S. Ramirez, Student Thesis,
Gaining Control of Iraq’s Shadow Economy, Monterey, CA: Naval
Postgraduate School September 2007, pp. 20, 61-69.

65. George Packer, The Assassins’ Gate, New York: Farrar
Strauss and Giroux, 2005, p. 139.

66. Human Rights Watch, Basra: Crime and Insecurity Under
British Occupation, Iraq, Vol. 15, No. 6, June 2003, available at hrw.
org/reports/2003/iraq0603/Iraqg0603.pdf.

67. Ibid., p. 3.

68. Ibid.

69. Bremer, pp. 53-59, 223-224, 235-236.

70. Vadim Volkov, Entrepreneurs of Violence: The Use of Force
in the Making of Russian Capitalism, Ithaca, NY: Cornell University
Press, 2002.

71. Eric Herring and Glen Rangwala, Irag in Fragments, Ithaca,
New York: Cornell University Press, 2006, p. 2.

72. Ibid., pp. 127-129, 136-137, for a fuller discussion of
traditional patrimonial society and the neo-patrimonial state.

73. Ibid., pp. 55-66.
74. Ibid., p. 207.

75. The importance of this point has been established by

59



William Reno, Warlord Politics and African States, Boulder, CO:
Lynne Rienner, 1999.

76. Bing West, The Strongest Tribe, New York: Random House,
2008.

77. Neo-realists see international anarchy as the key to
understanding international relations. See, in particular, Kenneth
Waltz, Theory of International Politics, New York: McGraw-Hill,
1979.

78. Michael E. Brown, ed., Ethnic Conflict and International
Security, Princeton, NJ: Princeton University Press, 1993. See also
Oren Barak, “Dilemmas of Security in Iraq,” Security Dialogue,
Vol. 38, No. 4, pp. 455-475.

79. On this failure, see Operation Iraqi Freedom: DOD Should
Apply Lessons Learned Concerning the Need for Security Over
Conventional Munitions Storage Sites to Future Operations Planning,
Washington, DC: U.S. Government Accountability Office, March
22,2007.

80. William Reno, “Protectors and Predators: Why Is There a
Difference among West African Militias?” Louise Andersen, Bjorn
Moller, and Finn Stepputat, eds., [Fracile States and Insecure People ?I
[Violence, Security, and Statehood in the Twenty-First Centuri), New
York: Palgrave Macmillan, 2007, pp. 99-122.

81. For a good discussion of the “resource curse,” see Nicholas
Shaxson, “Oil, Corruption and the Resource Curse,” International
Affairs, Vol. 83, No. 6, 2007, pp. 1123-1140.

82. Department of Defense, Report to Congress, Measuring
Security and Stability in Iraq, November 2006, p. 13.

83. Richard A. Oppel, Jr., “Iraq’s Insurgency Runs on Stolen
Oil Profits,” New York Times, March 16, 2008.

84. Rory Stewart, The Prince of the Marshes, Orlando, FL:
Harvest, 2006, p. 114.

85. Alexus G. Grynkewich, “Welfare as Warfare: How Violent

60


http://www.amazon.com/Fragile-States-Insecure-People-Twenty-First/dp/1403983828/ref=sr_1_1?ie=UTF8&s=books&qid=1202337916&sr=1-1
http://www.amazon.com/Fragile-States-Insecure-People-Twenty-First/dp/1403983828/ref=sr_1_1?ie=UTF8&s=books&qid=1202337916&sr=1-1

Nonstate Groups Use Social Services to Attack the State,” Studies
in Conflict & Terrorism, Vol. 31, 2008, pp. 350-370.

61






CHAPTER 3

THE THEFT, DIVERSION,
AND SMUGGLING OF OIL

STRUCTURAL FACTORS

The previous chapter described not only the deep
roots of organized crime in Iraq but also two distinct
waves of organized crime since 2003. Yet there has
been one particular factor in criminality from the 1990s
onwards that merits special attention: the importance
of oil. Under Saddam Hussein, some oil was sold
outside the United Nations (UN) sanctions; since 2003
the theft, diversion, and smuggling of oil has become
a major moneymaker for criminal organizations
intent on acquiring wealth for its own sake, and for
insurgents, terrorists, and militias intent on funding
their campaigns of violence. It has also become a source
of conflict. The connection between conflict and natural
resources became evident in many conflicts in Africa
during the 1990s. In Iraq, much of the conflict among
competing factions as well as organized criminal
activities and corruption are related to oil. Indeed,
the “resource curse” hangs over Iraq in the same way
that diamonds helped fuel the conflict in Sierra Leone,
that coltan (widely used in cell phones) worsened the
conflict in Congo, and that coca and cocaine intensified
and perpetuated the conflicts between government,
insurgents, and paramilitary forces in Colombia.

In Irag, oil extraction and sale are a central
government monopoly, in theory and law to be
controlled by government organizations. The current
organizational structure was established in 1987.
Formally a pyramid with the Minister for Oil at the
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apex, the oil sector is in practice managed by several
distinct state-owned and state-run companies with
considerable independence from one another and a
high degree of autonomy. According to Amy Jaffe,
“For all practical purposes, North Oil Company and
South Oil Company are run as autonomous companies
with their own management structures increasingly
responding to regional leadership.”? The North Oil
Company has eight fields in and around Kirkuk,
whereas South Oil Company’s main fields include
Rumaila.® Contract and refurbishing issues are the
responsibility of the State Company for Oil Projects,
while State Oil Marketing Company (SOMO) oversees
exports of crude and imports of refined products.* The
infrastructure itself encompasses oil fields, separation
plants, three major refineries to turn crude oil into fuel
products, 7,000 kilometers of pipeline, the Al-Basra Oil
Terminal (ABOT), which is the country’s major port
for oil and other goods, and export pipelines to Turkey
and Syria.® Although the infrastructure is impressive
in scope, it suffers from years of neglected upkeep.
The pipelines and the refineries are vulnerable to theft
and sabotage, while refinery personnel, company
employees, and ministry officials are susceptible not
only to infiltration and intimidation by insurgents or
criminals, but also to the blandishments of corruption
and bribery. Collusion between insiders and outsiders
is almost commonplace.

Part of the problem is organizational fragmentation.
Management is distributed among several companies,
and little or no effort is made to coordinate, let alone
integrate, activities. As the Inspector General of the Oil
Ministry notes in the Second Transparency Report, the oil
sector as a whole suffers from lack of overall manage-
ment, while control and oversight activities are ineffec-
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tual or nonexistent® This provides enormous
opportunities for corrupt and criminal activities.
Transportation of oil and its derivatives from one area
to another, for example, is not subject to adequate
coordination, letalone close supervision. Consequently,
significant discrepancies between the volume of oil
dispatched and the volume delivered are common-
place. Political involvement in many transactions
makes them even murkier. Indeed, the government
monopoly over oilcombined with alack of transparency
and an absence of accountability mechanisms have
created multiple opportunities for theft, diversion, and
smuggling, all of which are facilitated by generalized
corruption.”

Given the impact of neglect, war, and terrorist
attacks since 2003, Iraq’s failure to restore earlier
production levels of both crude and refined products or
even to meet its modest output targets was inevitable.
The shortfalls have been quite significant. In addition,
although by September 2008 the government had
a draft hydrocarbon law, as of early 2009, it had not
succeeded in passing legislation which would provide
a predictable, equitable, and stable legal framework
for investors.®

Another serious problem in Iraq’s oil sector is the
role of organized crime. This is in part a legacy of the
oil smuggling during the sanctions era, and in part
the result of contextual and structural factors which
facilitated the further criminalization of the oil industry
after Saddam Hussein had been toppled. Critical to
this process were the vested interests of those who
had become involved in smuggling oil out of Iraq
during the sanctions. Those who had established
lucrative smuggling routes and methods did not want
to relinquish them simply because of the fall of the
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regime and the American occupation. Activities which
had once been controlled by authoritarian leadership
degenerated into a free-for-all involving insiders and
outsiders, officials and criminals, tribes and militias,
former regime elements, and new players. There is
nothing mysterious about this. In a society where
economic opportunities were limited, the oil business
was the exception. As one close observer noted,

You really have to think about the oil as just being
dollars buried under the ground or buried in a pipeline
or coming out of a refinery. . . . It’s like printed money.
Imagine if in the middle of the night that you could just
grab some metal tool and poke it into a pipeline where
there is no security, drain out oil, put it into a truck, drive
it somewhere, and become a millionaire in one day.’

Such incentives were increased by the gap between
growing demand for refined oil products on one side
and limited supply on the other. Demand was fed by
an increasing number of cars as well as the need for
fuel for electric generators which were essential, given
the virtual collapse of the national power grid and the
difficulties and setbacks encountered by the restoration
effort. Supply was limited by a decaying and decrepit
infrastructure, terrorist and insurgent attacks on the
pipelines and depots, and limited refinery capacity. At
the same time, the price of fuel oil and gasoline at the
pumps was heavily subsidized. As a result, gasoline in
Iraq was much cheaper than in neighboring countries.
As one report notes, “These subsidies burden the
state budget and require selling imported fuel at a
loss. They also create arbitrage opportunities which
foster smuggling and black market activity.”!® This
was true both domestically and regionally, leading
to theft and diversion for both the domestic black
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market in fuel and the smuggling of fuel from Iraq
to its neighbors. The Second Transparency Report notes
that the largest price discrepancies existed between
Iraq, Syria, Jordan, and Turkey (which has some of
the highest gasoline prices in the world because of
the taxes imposed), in some cases more than 50-fold."
These price differentials —and the high profit margins
accompanying them—created what Nikos Passas
broadly terms “criminogenic asymmetries,” which
provide both incentives and opportunities for criminal
activities.”? Buying low at the official price or diverting
and stealing gasoline and other fuels, and then selling
high at black market prices in Iraq or at world prices
overseas, became a very attractive proposition.

If diversion, theft, and smuggling of oil were driven
by growing demand, limited supply, and the desire
to exploit arbitrage opportunities, these activities
were facilitated by the lack of standardized measures,
the absence of meters or gauges on pumps and
tankers, and the lack of oversight on those involved
in the supply chain. According to one analysis, three
different kinds of meters are used to measure oil flows:
positive displacement meters, which measure “the
rate at which compartments of known volume are
filled with the liquid or gas”; turbine meters, which
are pipes with spinners that “measure the volume
that passes through”; and ultrasonic meters, which
use “sound frequencies to measure flow rates.”*
Although American companies—most notably
Kellog, Brown and Root (KBR) and Parsons—were
contracted to provide meters, this process proved a
lot more protracted and difficult than was expected,
with the corporate performances leaving much to be
desired. Consequently, opportunities for the theft and
smuggling of oil remained. One oil expert described it
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as being like a supermarket without a cashier: “There
is no metering . . . at the well heads. . . . There is no
metering at any of the major pipeline junctions.”'
Even in instances when meters were installed, they
have not always been calibrated, and the reliability of
measurements has been low. In these circumstances,
documentation has been the only potential constraint
on criminal activities, and with widespread corruption,
false documentation has become the norm rather than
the exception.

The absence of meters meant excessive reliance on
the honesty and integrity of officials and workers in
the oil industry. Yet, in many instances these qualities
have been lacking —with environmental anomie being
a prime cause. The degeneration of ethical norms and
standards in Iraqi society became especially evident in
the oil industry. In a period of enormous uncertainty
about the future and given the prevailing culture of
lawlessness, many of those in the oil sector became
interested primarily in personal and private gain.
Notions of collective responsibility were abandoned,
and actions for the public good were rare. For some
individuals and groups, the goal became getting rich;
for others, the goal was simply getting by. For yet
others, the proceeds from corruption and crime in the
oil sector provided the funds for campaigns of violence
against the United States and the Iraqi government as
well as against rival factions. Skimming money was
also used as a funding mechanism for political parties
which nominally accepted the new system and were
willing to work within it, albeit corruptly, rather than
through resort to violence.® This was particularly
important in the South.

Inallinstances, however, the dynamics of corruption
played a large part. Where corruption is widespread,
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there is often a bandwagon effect as those who are not
already corrupt try to ensure they also obtain a piece of
the pie. It was once noted, in the Russian context, that
when an institution is pervaded by corruption, those
who do not participate are regarded with suspicion
and distrust by those who are involved.' The insidious
consequences of this psychological irony are difficult to
overestimate. Corruption has a highly dynamic quality
that is all too often ignored, but which helps to account
not only for its perpetuation but also for its expansion.
This characteristic can apply at both the individual
and group levels and can be understood in part as a
manifestation of the anomie phenomenon described
above. Moreover, when the future is highly uncertain,
short-term gain—by whatever means—becomes an
overwhelming imperative. The system also becomes
self-perpetuating, provoking persistent complaints
about an “oil smuggling mafia” which skims profits
and determines the allocation of administrative posts
in the ministry."”

Whether these complaints reflect genuine ethical
concern or resentment at being excluded is uncertain.
Whatever the case, corruption is closely linked to
coercion designed to protect corruption networks
and activities. One former oil minister, echoing the
mafia allusion above, has claimed that “oil and fuel
smuggling networks have grown into a dangerous
mafia, threatening the lives of those in charge of fighting
corruption.”’ As a result, the oil ministry itself has been
embedded in a miasma of fear and intimidation. The
extent of the problem was perhaps best illustrated in
August 2007 when Deputy Oil Minister Abdul Jabbar
al-Wagga and four of his staff were kidnapped by
Shiite rivals of the Oil Minister and held for 2 weeks."

In addition to these internal problems, the oil sector
suffered from the vulnerability of its infrastructure to
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attack by terrorists or insurgents and to theft by groups
which found it relatively easy to tap into the pipelines.
Sometimes it was difficult to distinguish one from
the other. On some occasions, attacks on oil pipelines
were attributed to regime disruption by terrorists or
insurgents when in fact they were the work simply
of criminals seeking to ensure that oil and gasoline
continued to be moved by trucks, as this increased the
opportunities for diversion, theft, and smuggling.?

In some cases, those who were expected to protect
the pipelines became the perpetrators of criminal or
terrorist activities. The most blatant example of this
involved Al Juburi, an influential tribal leader and
former parliamentarian who in 2004 was employed
by the Defense Minister to protect the Baiji to Kirkuk
pipeline. The attacks intensified in 2005, not least
because one of Juburi’s commanders organized some
of them. Moreover, Juburi put “ghost soldiers” on his
payroll and kept the money that was supposed to be
used for their salaries and equipment.” Although such
blatant cases have become less frequent, the problem
continues. According to the Northern Oil Company,
which operates the Kirkuk field, one of its pipelines
was tapped into 39 times between January and mid-
September 2007.% The problem was equally acute
in southern Iraq. In 2005, for example, one southern
pipeline was found to have more than 20 illegal taps,
allowing tanker trucks “to top up their loads at will.”*
In late 2007 it was estimated that there were at least 25
“holes” in the pipeline, which were being used to fill
tanker trucks which would then illegally carry the oil
to neighboring countries.*

A detailed analysis of the Iraqi oil industry and
its vulnerabilities to diversion, theft, and smuggling
was published by the Inspector General of Iraq’s Oil
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Ministry in the Second Transparency Report.” The most
striking aspect of this report is its portrayal of the many
vulnerabilities and the wide diversity of ways in which
these vulnerabilities are exploited. Perhaps equally
salient, although not discussed in the report, is the
diversity of the perpetrators. As the UNODC report of
2003 noted, those involved in criminal activities in the
oil sector make up “a complex and often overlapping
network of former sanctions avoidance networks, tribal
groups, and individual entrepreneurs.”* To these could
be added politicians, bureaucrats, sectarian factions,
and criminal organizations. The exact mix differs
depending on local conditions and the exact products
being smuggled. One observer has suggested, in fact,
that there are three distinct kinds of illicit activity
which need to be differentiated from one another.” In
addition, there are variations in diversions, theft, and
smuggling in terms of routes and methods as well as
the players involved.

IRAQI CRUDE

Thesmuggling of crude oil occursinseveral different
ways. The first is through the mingling of what might
be termed official and unofficial oil. In effect, legal oil
shipments are covertly topped up with additional oil
for which separate illegal payments are made. The
second is through illegal oil bunkering, which evades
government control and surveillance of tanker-carried
oil exports. Boats and small ships are filled with stolen
oil which is later transferred to larger tankers at sea
for long-distance transport. This method is extensively
used in the Niger Delta in southern Nigeria and has
also been used in southern Iraq. The third method is
through the use of tanker trucks.
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Thefirstmethod requiresa great deal of involvement
by corrupt officials. Such involvement ranges from
acquiescence through connivance or facilitation to the
organization and control of smuggling. Regarding
smuggling of crude through the Al-Basra oil terminal,
for example, it has been suggested that “officials at
Iraq’s state-owned South Oil Company (SOC) that
extracts the crude, and at SOMO that pipes the crude to
the terminals, would have to know about smuggling,
even if they were not benefiting.”* In addition, “tanker
operators would also have to be part of smuggling
schemes. They would sign receipts for a lower quantity
than they actually receive, and pay the extra directly to
the smugglers.”*

For the recipient of the stolen oil, such schemes
can prove very lucrative. According to one oil tanker
captain with extensive involvement in the smuggling
trade, the profits from one trip with a rented tanker
are enough to buy the tanker.*® He added that deals
are made in advance with members of a political party
who ensure that “their” officials are manning the oil
terminal when the tanker arrives. “Once the tanker is
filled,” according to this tanker captain, “another official
usually arrives —a surveyor hired by the government to
inspect the cargo — who is bribed to pass everything off
as legitimate.”" If official documentation is provided,
the tanker can sail normally through the Gulf and, if
stopped by American or British patrols, is allowed to
proceed even if “carrying twice the stated shipment.”?*
If official documentation is not supplied, the tanker
sails through Iranian waters, carries an Iranian flag,
and bribes the Iranian coastguard.® The oil tanker
captain does not worry about the Iraqi navy, which is
“involved in the party.” Such schemes have the virtue
of simplicity, ease, and speed, while also involving
significant amounts of oil.
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In contrast, oil bunkering is messier and more
complex but also allows the involvement of small-scale
smugglers, including local fishermen who have found
it difficult to maintain their livelihood in post-Hussein
Iraq.” Often obtained from tapping the pipelines, the
oil is “emptied into small makeshift tanks in the Abu
al-Khasib area, the deep river that leads to the Gulf.”¢
From this area, the oil is taken in minute quantities to
tankers at the mouth of the Gulf on al-Faw peninsula.
From there, it is carried to refineries in such countries
as the United Arab Republic (UAR), Yemen, or even
India. Such actions are risky, with the prospects for
interdiction more acute. In one sting operation, for
example, 24 outlets were closed, and 166 boats and
ships were seized.”” Overall, however, the sporadic
enforcement has had little impact, not least because of
the ability of smugglers to counter enforcement efforts
and reduce risks by bribing the right people.

The third method is overland smuggling using
trucks. In April 2006, for example, Iraqi police seized
400,000 barrels of crude oil that was being smuggled
into Syria, often relying on forged documents and
facilitated by the complicity of government officials
in both countries.®® Dawud al-Baghistani, head of the
Commission on Public Integrity in Mosul, explained
that “while the ring was connected to insurgents,”
thoseinvolved “included officials from customs and the
ministries of oil, interior, and finance, as well as some
private companies. Smugglers offered Baghistani, who
coordinated the sting, one million dollars “to release
the $28 million shipment.”*

How much oil is stolen, diverted, or smuggled by
these methods is impossible to determine. Indeed,
estimates of oil smuggling as a whole are highly
elastic and enormously controversial. Even the range
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of possibilities in terms of barrels per day varies
from one expert to another. There are also important
differences between the estimates provided by different
departments and agencies in the U.S. Government
as well as between U.S. and Iraqi figures. In 2007, for
example, the U.S. Government Accountability Office
(GAO) issued a report on Iraq’s oil and electricity
sectors in which it noted a discrepancy between the
State Department’s estimates of crude oil production
(2.1 million barrels per day) and exports (1.5 million
barrels per day) in 2006 and the estimates provided
by the Department of Energy, which suggested a level
of production that was between 100,000 and 300,000
barrels fewer per day.** A GAO official subsequently
suggested that “inadequate metering, reinjection,
corruption, theft, and sabotage account for the
discrepancy, which amounts to $5 million to $15 million
daily or about $1.8 billion to $5.5 billion per year.”*

The GAO report, however, had been leaked to
the New York Times prior to publication. In a careful
analysis, James Glanz focused on the discrepancy of
between 100,000 and 300,000 barrels per day, suggesting
that smuggling was one possible explanation.* The
Iraqi Ministry of Oil was incensed, with a spokesman
noting that (1) the GAO report was based on “incorrect
performance information that was published by the
mass media away from all sources from the Iraqi
Ministry of Oil”; (2) that it confused oil derivatives
and crude oil; and (3) that it relied on “operational
data” with “no relationship to financial accounting.”*
The Ministry also dismissed allegations of crude oil
smuggling as based “on accounting discrepancies, not
on forensic evidence of smuggling rackets.”*

There was something to the Ministry spokesman’s
rebuttal. Discrepancies in production estimates, as
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such, are certainly not sufficient evidence of large-
scale theft, diversion, or smuggling. Nevertheless, the
rebuttal was not entirely credible.*® Claims that “the
smuggling of crude oil is very complex and is almost
beyond the economic capabilities of smugglers” ignore
the role played by corrupt officials and politicians in
facilitating the trade.*

Anecdotal evidence—including press interviews
with those directly involved as well as those trying to
counter the problem —reveals that smuggling of crude
oil is a serious problem which reduces Iraq’s export
earnings, adds to the challenges of reconstruction in
the oil industry, lines the pockets of corrupt officials,
and helps to fund at least some of the violence that
has wracked Iraq since the large-scale uprising in
April 2004. The difficulty comes in efforts to move
from anecdotal evidence to precise or even imprecise
estimates. This is true of most criminal markets and is
particularly the case in an industry where gauges and
meters to measure legitimate production and flows
are absent or inadequate. As the Inspector-General for
the Oil Ministry acknowledged, the lack of a central
database as well as the absence of measurement and
computational systems means that there is “no accurate
information and reports on the values and quantities
of smuggled crude oil and oil products.”*

Such gaps not withstanding, it is clear that the theft
and smuggling of oil is very lucrative—and is prized
by competing groups and factions. Basra, in particular,
witnessed an intense and often violent struggle over
the distribution of spoils from oil smuggling. Violence
has sporadically occurred among competing Shiite
parties and factions seeking to control oil facilities and
outlets. Indeed, during the years since the U.S. invasion,
the struggle to control the port and to dominate theft,
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diversion, and smuggling opportunities has become
intense. In what has been described as “a legal
vacuum, where the state is absent, law enforcement is
nonexistent, and the spoils are shared by politicians,
militias, and smuggler gangs,” violence is inevitable.*®
Conflict in Basra was reminiscent of that in the
Ukrainian city of Odessa in the mid-1990s when the
mayor and the oblast governor became locked in a
struggle for the “rents” (smuggling and extortion
profits) associated with the oil flows through the port.
The dispute in Odessa was intensified by a proposed
new oil terminal. Each political party was allied with a
criminal organization, giving the struggle a distinctly
violent quality.* Kidnappings, shootings, and beatings
became part of the repertoire of political competition
in the city, much as they have in Basra.

Port cities, such as Shanghai, Naples, Marseilles,
and New York, have long been infamous as incubators
of organized crime.” The main difference in Basra
is that the prize is particularly lucrative. Not only
are “nearly 80 percent of Iraq’s 115 billion barrels of
proven reserves, the third largest in the world, . . .
buried in or around Basra,” but also the port has
become the single most important transshipment
point for Iraq’s oil exports.” Continued attacks on the
northern pipeline have ensured that most of Iraq’s oil
exports go through the port in Basra.” Such realities
make control over Basra key. Whoever controls the
provincial government—and/or has strong enough
militias —has charge over the oil industry there and
holds sway over the unknown amounts of oil and fuel
sidetracked to the smuggling racket.>

The main protagonists in Basra, however, were
religion-based parties and factions, each of which
has control over some of the local power structures.
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In some ways there was considerable continuity with
the Hussein regime. Although many of the players
changed, the game remained much the same. As one
smuggler commented, “We use the same methods
we used during Saddam,” but “instead of Ba’athists
and generals, it is now Shia militias and their cronies
who are doing the business.”** It was also a business
which continued to be assisted by Iraq’s neighbors,
particularly Iran. Numerous incidents occurred in
which Iranian coast guard and naval vessels protected
Iraqi smugglers, allowing them to take refuge in
Iranian territorial waters in exchange for payment.”
But whereas under Saddam Hussein oil smuggling
had taken place under the auspices of the regime,
the business in Basra became much more diversely
sponsored and thus competitive. One report even
suggested that:

Basra is a case study of Iraq’s multiple and multiplying
forms of violence. These often have little to do with
sectarianism or anti-occupation resistance. Instead, they
involve the systematic misuse of official institutions,
political assassinations, tribal vendettas, neighborhood
vigilantism, and enforcement of social mores, together
with the rise of criminal mafias that increasingly
intermingle with political actors.*

Most important, the violence is “fundamentally
related to the battle over oil,” whether the legal trade
or the smuggling business.”” When the SOC director,
for example, ordered his senior managers to avoid
contacts with Mahdi army militias, the response was a
bomb attack on a feeder pipeline.

It appears that the Fadhila Party, which won
21 of the 41 seats in the 2005 elections, developed
considerable influence over smuggling operations in
Basra. The Party not only controlled the Oil Ministry
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but also took control of the Oil Facilities Protection
(OFP) service, which according to Kenneth Katzman
put it “in a position to really control how much is
or is not smuggled.””® The OFP made oversight and
investigation very difficult, regularly blocking “foreign
contractors and military personnel from entering the
Rumaila oilfields.”* In addition, Fadhila controlled the
Tactical Support Unit which, in 2005, was reportedly
the best trained unit in the police. Fadhila supporters
also controlled the port of Abu al-Khassib.® In May
2006, however, when al-Maliki announced his new
cabinet, Fadhila lost control of the Oil Ministry.*!
Fadhila also faced growing competition from political
and religious rivals increasingly aware of the profits to
be made from oil smuggling and wanting a slice of the
pie. The situation was complicated — at least until the
government offensive in March 2008 —because Mug-
tada al-Sadr’s militia dominated the local police force
and made inroads into the Facilities Protection Service
and the Basra port authority as well as the Abu Flus
port traditionally used for illegal exports of crude oil.*
The Supreme Islamic Iraqi Council’s (SIIC) Badr militia
was also a powerful force in the city.

Another player in the oil smuggling business was
the Thaar Allah (God’s Revenge) organization. Led by
Yussif al-Mussawi, Thaar Allah has been described
as everything from a political party to a warlord-run
fiefdom to a death squad. Whatever descriptionis used,
it is clear that Thaar Allah had close ties to units in the
Basra police force. Indeed, the Department of Internal
Affairs, the Criminal Intelligence Unit, and the Serious
Crimes Unit all had personnel working with Thaar
Allah in carrying out contract killings and attacks on
British forces.®® Thaar Allah was also believed to be
responsible for killing women who did not adhere
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strictly to Moslem dress codes. As the Iraq Oil Minister
subsequently noted, Thaar Allah was involved in
“kidnapping, extortion, and several smuggling rackets
including oil.”**

Part of the problem was that each of the parties
and factions had its own power base in the city, but no
one party was dominant. In effect, there were separate
groups sharing power in a context where the rules
were unclear and the profits immense. Moreover, each
group was prepared to use violence to maintain or
enhance its position. In effect, the parties were acting
more like “criminal gangs than political forces, and the
gap between political and paramilitary activity” was
blurred.® Tensions sometimes erupted into violence,
with triggers taking various and sometimes surprising
forms. When Fadhila replaced a Sadr supporter with
one of its own people as head of the local electricity
department, for example, this sparked a series of
violent clashes.®

The clashes between SIIC’s Badr organization and
elements of the Mahdi Army became particularly
intense in the summer of 2007. In August, two SIIC
governors were assassinated and 52 people killed
in Karbala during clashes between Mahdi and Badr
militias. In October, however, al-Hakim, leader of SIIC,
and Mugqtada al-Sadr, agreed to preserve and respect
“Iraqi blood under any condition.”®” Even when these
more overt clashes were avoided, however, “influential
actors” engaged in violence and abduction on a daily
basis.*

There were few constraints either on the violence
or the theft and smuggling of oil. Law enforcement
authorities in Basra were both divided and weak. The
Iraqi Navy lacked the resources to catch oil smugglers,
and was limited in its jurisdiction by the Coast Guard,
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which was controlled by the Ministry of Interior and
infiltrated by the militias. Indeed, elements in both
the Navy and Coast Guard were almost certainly
complicit in smuggling operations. This was also true
of the police. Indeed, the “web of different security
forces with allegiances to different factions or militias”
undermined law enforcement and extended clashes
between the militias into the police and other agencies.”
There were even instances in which police units fought
one another on behalf of their respective militias. The
situation was further complicated by militia members
defecting to rival organizations for higher payments.
Turf wars, attacks on party headquarters, and armed
clashes were common in Basra. Although the city
was largely spared the insurgency, it nonetheless
“descended into chaos and violence that threatened to
unravel the region’s progress.””

In spite of claims that “influential political people
and parties [were] running thesesmuggling operations”
in Basra, tribes and clans were among the main smug-
gling groups, albeit with political protection and sup-
port.”* Some tribes established protection rackets “co-
located with major oil fields.””? The involvement of
others was more direct. The Ruwaymi, Ashur, and
Yusif clans were among those believed to be heavily
involved in smuggling.”” The Ashur clan, consisting
of about 50 families, took over the Abu Flas port after
the invasion and “became the quasi-official authority
there.”” They also built underground oil tanks on their
farms, where “fuel tankers [emptied] their cargoes to
be pumped later into small pontoons.”” One estimate
suggests that they made about $5m a week from such
bunkering, although at one point, when challenged
by a rival clan, they were paying about $250,000 a
week to gunmen for protection.” In addition, they had
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protectionfrom both Fadhilaand the Mahdiarmy which
controlled Abu Flas and levied taxes on the smuggled
oil —sometimes in exchange for false documentation
which made the smugglers less vulnerable to arrest.”
Significantly, in early 2008, the Ashurs were mentioned
again as important smugglers along with the Kattan
family and the Marwini family.”

It is therefore plausible that the oil smuggling was
“run by clans and controlled by militias.” 7 According
to one estimate, the militias took about 30 percent
of the profit.*® Other reports, however, suggest that
the political parties were more directly involved.
Allegations were made, for example, that the Fadhila
Party in the spring of 2007 was offering “pilfered oil
for $10-12 a barrel.”® It was typically resold by traders
who shipped it to Dubai and sold it for $30 a barrel.**
According to this report, traders could expect only
a 4 percent return, with the rest of the money going
to Fadhila and the militias.*® Although it is not clear
that Governor Muhammad Mosabeh al-Waeli, a
member of the Fadhila Party, was directly involved in
oil smuggling, his brother, Ismail al-Waeli, allegedly
emerged as one of the most important smugglers in
Basra.

It is not clear that the parties and militias confined
themselves strictly to taxing the smuggling, when
the profits from direct involvement were much
higher. Certainly, party and militia involvement
provided a high degree of impunity for those directly
involved in the smuggling process and for those—
including officials within the Oil Ministry providing
false documentation—who facilitated the process.®
Members of a local nongovernmental organization
(NGO), the Basra Centre for Reconstruction, identified
about 50 cases in which senior police officers facilitated
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smuggling operations which moved about $50 million
worth of oil over a 2-year period.®

Although some arrest warrants were issued and
cases sent to court, this had little impact. One member
of the countersmuggling directorate explained simply
that small smugglers had been arrested, “but we have
been prevented from even watching the big gangs
by verbal orders from our administration. . . . These
big gangs are linked to government institutions and
the parties.”® In other words, theft and smuggling of
oil in Basra was deeply entrenched within a web of
political parties and militias which gave the smugglers
high-level protection. Indeed, in Basra in 2007 it was
not clear where politics ended and crime and oil
smuggling began. The oil Minister described it as a
“web of interrelations” in which gangs colluded with
“local officials, powerful parties, or militias.”®

The climate of impunity, however, began to change
in early 2008, as the central government initiated an
effort to regain control over Basra’s oil wealth. The oil
facilities protection force was replaced by a new unit
in the Ministry of Interior. This was followed by a
military offensive launched by al-Maliki in March 2008
known as Charge of the Knights. Prior to this assault,
the government had a list of 200 smugglers it sought
to arrest or put out of business. These included the
governor’s brother, Ismael al-Waeli, who reportedly
escaped to Kuwait, as well as leading figures in Sadr’s
organization in Basra.® The governor retained his
position in spite of suspicions of involvement in the
illicit oil business.

Though the offensive was not an unqualified
success, it appeared to have reduced the smuggling.
Minister of Oil Shahristani claimed that the offensive
“cleansed large swaths on both sides of Shatt al-Arab
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that were being used to smuggle oil products and
other materials.”® Portrayed by the Iraqi government
as simply an attempt to clamp down on crime and
smuggling, the offensive in Basra was, in part, a
clash between the Badr organization, which had been
integrated into the Iraqi army, and the Mahdi Army.
It was perhaps an effort to influence who controlled
and benefited from oil smuggling rather than to stop
it altogether. Nevertheless, it had an impact—at least
in terms of reducing the power and influence of the
Mahdi Army and in establishing a greater degree of
order and stability in the south. The offensive did little
or nothing, however, to deal with other dimensions of
the oil smuggling problem.

FRAUD, THEFT, AND SMUGGLING
OF IMPORTED FUEL

Although Iraq is a major oil producer, in the period
after the U.S. intervention, the limits to its refining
capacity, the shoddy state of its infrastructure, and
attacks by terrorists and insurgents on pipelines and
facilities compelled the government to buy refined fuel
from its neighbors. According to the SOC, for example,
Iraq had to import daily more than 10 million liters of
petrol, diesel, and kerosene from Iran, Kuwait, Saudi
Arabia, and Turkey in order to meet its needs.” This was
a novel experience for Iraq and was poorly managed.
Supervision was lax and oversight was nonexistent,
while the volume of imports and the number of tanker
trucks coming into Iraq was overwhelming. In 2005,
an estimated 200,000 Turkish trucks entered Iraq,
a number that far exceeded the “supervisory and
control capacities available.”” This provided all sorts
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of opportunities for abuse and exploitation, especially
theft, fraud, and smuggling.

The first set of problems was related to the imports
themselves. In some instances, the o0il deliveries
were little more than phantom shipments. All the
documentation was provided, and it appeared that
the fuel shipments had been received when, in fact,
they had not. A variant on this scheme was delivery
(and acceptance) of less fuel than specified. To work
effectively, the scheme required corruption and
connivance at the distribution end and at the receiving
warehouses. Indeed, export companies and transport
contractors played an “essential role” in fraud of this
kind.”? According to the Oil Ministry Inspector General,
this kind of fraud occurs in the two northern outlets
(products imported from Turkey), and in the southern
land outlet (products imported from Kuwait).”

The truck drivers themselves also devised a series of
smuggling methods and scams to obtain illegal profits.
In some instances, oil to be imported into Iraq was sold
in Turkey, Syria, and Jordan, with the drivers then
entering Iraq with a partial load that was subsequently
topped off with cheap local fuel and delivered as
imports.” In other schemes, drivers modified the
container to ensure that there was oil product at the
inspection opening while most of the tank was filled
with water.”

Another option was for truckers to sell the imported
fuel on the black market where they could receive a
much higher payment. In effect, they were exploiting
the arbitrage opportunities provided by a government
distributing fuel at a highly subsidized and therefore
artificially low price. As one commentary noted, in
2005 subsidized diesel was sold by the government for
less than three cents a gallon, which meant that:
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a 9,000-gallon tanker truck carried fuel officially worth
around $250. But the same fuel was worth perhaps
a dollar a gallon on the black market. Consequently,
according to a report done for the oil industry, even
after paying $500 for protection money or police bribes
and $800 for the truck driver, a smuggler could make
at least $7,450 by bringing in fuel from Jordan, Syria, or
Turkey.”

Truckers were willing to cooperate with “smuggling
gangs, pay bribes or use forged papers to inflate the
value of their load, tamper with their fuel meters, or
simply turn their loads over to the gangs.”®” Moreover,
the whole process was lubricated by pervasive
corruption at facilities and within ministries. This
allowed truckers to obtain both access to the fuel itself
and false documentation about the amount of fuel
picked up or delivered.

Even when fines were imposed, these were very
modest compared to the profits. In one case cited by
the Oil Ministry Inspector General, between September
1, 2004, and February 15, 2005, 1,551 trucks carrying 56
million liters of oil products (gasoline, oil, and imported
white oil), the import cost of which was $28 million,
left Basra for the central and southern provinces but
never arrived at their destinations.”® Although the
carriers were fined $4 million, this still left a profit of
$24 million —even if the fines were paid.”

Money could also be made through reexporting the
imported fuel. As one commentary noted, “smugglers
siphon off a significant amount of the government
subsidized fuel to sell back overseas at full price.” The
Ministry of Oil estimated the value of this trade at $800
million.'” Estimates also suggested that “as much as 30
percent of imported gasoline [was] promptly stolen and
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resold abroad by smugglers.”'™ Some of the gasoline
was moved offshore while some was smuggled across
Iraq’s land borders with its neighbors. The distribution
of fuel stations was skewed towards border regions, and
this enhanced the capacity for smuggling. Whatever the
methods, however, the Iraq government’s reluctance to
end fuel subsidies provided major incentives for theft,
diversion, and smuggling.

Theft of Locally-Produced Gasoline.

Theft, diversions, and smuggling were not limited
to crude and imported fuel. Products such as gasoline
and kerosene refined in Iraq itself were also tempting
targets for criminals. Iraq has three main refineries: the
Daura refinery near Baghdad, the Basra refinery, and,
most significant, the Baiji refinery. As the largest of
Iraq’s refineries, Baiji has been a target for corruption,
infiltration, and attacks, as a result of which it has
operated at well below capacity. The January 2007
Special Inspector General for Iraq Reconstruction
(SIGIR) report indicated that at least some of the oil
storage facilities in the Baiji refinery were under
“insurgent control.”** In June 2007, the Department of
Defense (DoD) quarterly report on Iraq acknowledged
that as much as 70 percent of the Baiji refinery output
was diverted to the black market and that Strategic
Infrastructure Battalions and Facilities Protection
Services which had responsibility for the protection
of the oil sector were believed to be complicit in theft
and smuggling.'” These diversions were estimated to
cost Iraq two billion dollars per year. Efforts by the
government to counter the activity seemed to have little
impact. In 2005, the Oil Ministry fired 450 employees
on suspicion of fuel theft; yet this did not staunch the
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illegal diversions and sales.'®

As one commentary points out, the refineries are
characterized by systemic corruption at almost all
levels of operation.'®

Refinery workers routinely allow tankers to pick up fuel
without any paperwork, which makes it easy to sell off
the books. Police officers demand bribes of as much as
$1,000 to let tankers pass through checkpoints or for
‘protection’ along routes, the officials say. And some
government officials work directly with smugglers or
secretly own gas stations and fuel trucks, giving them a
share of money earned through illicit sales.'®

In some cases, the smuggling is so blatant that the
authorities feel compelled to act. In September 2006, the
official in charge of the Baiji refinery’s oil distribution
was arrested after allowing 33 tankers in 1 day to
receive fuel without authorization and paperwork.!”
In January 2007, a senior transportation official was
arrested for trying to help smuggle out seven tankers of
heavy fuel 0il.!®® In February 2007, members of the 82nd
Airborne and Iraqi forces became directly involved
in overseeing operations at the refinery in what was
named Operation Honest Hands.'” This was followed
by investigations of “senior officials from the Baiji
city council, the local police force, and the provincial
and national governments.”® Senior Iraqi officials,
however, continued to protect their clients, pressuring
U.S. forces to abandon certain investigations and to
release certain people.''! Moreover, the risk of Iraqi
military forces becoming corrupted and also accepting
payoffs is very real.'? Although some improvements
have clearly been made at Baiji, the problems have not
been solved. Moreover, the difficulties of providing
security on the roads to and from the refinery, although
less acute, have not been eliminated.
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Indeed, it appears that a regional black market
has grown up around Baiji. For example, the number
of gasoline stations near Sharqat, a 1-hour drive from
Baiji, has increased from 8 in 2003 to more than 50.'*
According to one official, the refined fuel “is not going
to the stations” but to the black market. He explains:

Gas stations are often built just to gain the rights to fuel
shipments, at subsidized government rates, that can
be resold onto the black market at higher prices. New
stations cost more than $100,000 to build, but black
market profits from six or seven trucks can often cover
that cost, and everything after that is profit, said officials
who have studied the scheme.!

Bribes of $20,000 were reportedly paid to the Ministry
of Oil official who had to approve the documentation
for the gasoline stations, while local and provincial
officials demanded payment as well.'”> The regional
officials also provide protection for those who divert
and sell black market fuel.'® Unlike the situation at
Basra, those involved in the illicit oil business still
operate with a high degree of impunity.

Oil Smuggling and Violence in Iraq.

In sum, the theft, diversion, and smuggling of oil
and oil products became almost a national pastime in
Iraqg. Given the central role of oil in the Iraqi economy —
much akin to the role of opium in Afghanistan’s
economy —the involvement of various actors who
overlap and intersect in complex and often covert
ways is almost inevitable. At some levels, oil theft and
smuggling support family subsistence in an economy
characterized by high levels of unemployment and
economic dislocation. For example, “bakers, brick
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makers, and even fishing boat operators find it more
profitable to sell fuel, which they receive at subsidized
prices, to illicit traders rather than operate their
businesses.”'”” In addition, many young people are
attracted to the smuggling business because it is seen
as a relatively easy way of making money.""® In many
cases, however, powerful mafias quickly co-opt them,
forcing them to cooperate or face the consequences.'’
At other levels, the beneficiaries are the entrenched
political authorities. In the north of Iraq, for example,
where until 2007 trucking was “the primary means of
export due to pipeline closures, the two main Kurdish
parties continue to draw extensive revenues from their
historic trade in subsidized local oil sold on the external
market at inflated prices.”'® Some of the tribes there
also used pipeline sabotage as a not-so-subtle form of
extortion for employment opportunities protecting the
pipeline.

The illicit oil business is related directly to funding
violence against the Iraqi government, U.S. forces, and
political rivals. Diversion, theft, and smuggling are
linked not only to criminal organizations, but also to
insurgents and militias. As one analysis notes, attacks
on the oil pipeline, “once thought to be only a tool for
insurgents to undermine the government, . . . have
evolved into a lucrative money-making scheme for
insurgents and enterprising criminal gangs alike.”'*!
Similarly, the Inspector General’s Transparency Report
observes that the attacks were designed to force
the government to import and distribute fuel using
tanker trucks —which offer far more opportunities for
smuggling.'” In some cases, the attacks were timed
precisely to allow the flow of sufficient oil to enable
the Baiji refinery to operate but not enough to feed
the export terminals to Turkey.'”® In a similar vein,
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the pipeline between the Baiji refinery and the al-
Dura refinery was also a target for attack, requiring
the government to use trucks to supply several Iraqi
cities— once again providing opportunities for various
thefts, diversion, and other money-making schemes.'*
In2006 Ali Allawi, Iraq’s finance minister, estimated
that insurgents were obtaining between 40 and 50 per-
cent of the profits from oil smuggling.'* He also claimed
that insurgents had infiltrated senior management
positions at Baiji and that intimidation of truck drivers
was the norm. “This allows the insurgents and their
confederates,” he continued, “to tap the pipeline, empty
the trucks, and sell the oil or gas themselves.”'* Allawi
even claimed that the smuggling had gone “beyond
Nigeria levels” and that “the insurgents are involved
at all levels.”'” Other officials have made similar
assessments. In January 2007, the Iraqi government
announced that militants were taking most of the $1.5
billion a year stolen from the Baiji oil refinery through
smuggling and corruption.’® As one minister put it,
“We are losing $1.5 billion at Baiji refinery alone, and
most of this money is channeled to terrorists who
are using it to target us and target our nation.”'* The
governor of Salahaddin, the province in which Baiji is
located, put it more graphically, claiming that “the fuel
that is stolen comes back as bombs, mortar shells, and
Katyusha rockets.”’ There have even been reports
that Sunni insurgents, including al-Qaida in Iraq, have
obtained funds through stealing fuel shipments “for re-
sale in Jordan as a means of financing themselves.”™"
U.S. assessments have agreed on the importance
to the insurgency of corruption, theft, smuggling, and
extortion linked to Iraq’s oil sector. A government
report leaked to the New York Times in November 2006
estimated that Iraqi militants obtained $25 million
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to $100 million a year by stealing tankers full of fuel,
smuggling oil to other countries, kidnapping oil-sector
workers for ransom, and charging protection money
from truckers and gas station owners.”*? The insurgents
disrupted oil and fuel distribution by attacking depots
and refineries, but also obtained payments in exchange
for refraining from attacks. The Islamic Army in
Yusifiya, for example, obtained protection money for
not attacking the depots.'* The implication was that the
capacity for violence can sometimes be more effective
than the violence itself, making oil-related extortion a
lucrative activity. This is also true of the roads where
insurgents demanded payments from tanker truck
drivers for safe passage.

Sunni insurgents have not been the only armed
groups to benefit from crimes linked to the oil industry.
The gasoline retail sector, including filling stations,
has also been criminalized by Shiite militias as well
as Sunni insurgents. Although subsidies for gasoline
were in effect, refinery problems and supply chain
difficulties meant that fuel was “often unavailable
at the state-mandated price” or required a very long
wait.’?* With filling station owners typically receiving
quotas of 100,000 liters of fuel a week and subject to
little oversight, it was more profitable to sell gasoline
on the black market.” One report in early 2007, for
example, suggested that gas station owners often sold
out of “jerrycans on the street” because “prices in these
illicit transactions” could reach “almost three times the
mandated price.”'*

Although this was very attractive for suppliers, it
meant that ordinary Iraqis had to pay much higher
prices for fuel. The payments also benefited “corrupted
militiamen.”"” Many of the gasoline filling stations
were dominated by Shiite militias which imposed
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“levies on fuel products sold to the public.”*® They
were able to do this by “by placing their loyalists at
the head of filling stations in major cities,” including
Baghdad.” It was also reported “some Iraqi National
Guard troops” were involved in these rackets, taking a
cut of the inflated profits in exchange for protection of
the illegal activity.”4

In addition, “diesel, kerosene, and liquid gas,
which Iraqis use for cooking and heating,” were sold
primarily through the black market, yielding enormous
profits."*! According to an assessment carried out by
the Central Organization for Statistics and Information
Technology at the Ministry of Planning, about “40
percent of the gasoline consumed annually in Iraq was
purchased on the black market.”** In 2005, $1 billion
was spent on black market fuel markets (which include
gasoline, white oil, gas oil, and liquid gas) by Iraqi
households.™ The real cost of the fuels, however, was
less than 20 percent of the sale price. In other, words,
about $800 million “went straight into profits for those
who run the illicit network.”** These profits were
shared among several levels of black market dealers.
Their opportunities have since been constricted as the
Iraq government—largely under pressure from the
International Monetary Fund —has reduced subsidies
for imported fuel oil. Nevertheless, continued problems
with violence and corruption, which impede effective,
efficient, and reliable distribution of fuel, mean that
the black market will not disappear anytime soon.

The smuggling ecosystem has helped fund a
significant part of the violence in Iraq.'* In some cases —
the killing or kidnapping of workers trying to repair
damaged pipelines or the murder of members of the
Oil Ministry’s Inspector General’s office investigating
corruption and criminality in the oil industry—the
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violence is designed to protect the system. In others —
as was clear in the discussion of Basra above—the
issue has related more to the distribution of spoils in
the system.

In all cases, however, the central government has
been hurt. As one observer notes,

The gravity of the smuggling phenomenon resides in the
fact that the smuggled goods are either stolen (without
any payment), or are obtained at the official rate (which
does not represent 5% of the real cost, as a result of
subsidies). Hence, the losses are sustained directly by the
public treasury, unlike other countries where smuggling
represents for the most part a loss of taxes and duties
only with respect to smuggled goods and products.”#

Corruption and crime in the oil sector deprive the Iraqi
government of revenues while funding a significant
portion of the violence and disorder in Iraq. Another
observer notes, “While problems associated with
subsidies and oil industry corruption may seem
mundane amidst continued kidnapping and car bombs,
until US. and Iraqi authorities manage to constrain
Iraqi oil smuggling, violent crime and insurgency will
continue to flourish.”** This is not to suggest that oil
smuggling is the only source of revenue for Iraq’s
armed groups. These groups have also excelled at
kidnapping.
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CHAPTER 4
KIDNAPPING IN IRAQ
Nature of the Business.

As discussed in Chapter 3, criminal activities in
Iraq related to oil are highly complex. Kidnapping
in Iraq, if anything, is even more convoluted than
oil and petroleum smuggling. Kidnapping is both a
highly profitable activity and a form of asymmetric
warfare for the weak against the strong; it empowers
the perpetrator and demeans the victims; sometimes it
garners international attention but most often it occurs
in relative obscurity; it can end in death and tragedy
or relief and celebration. In Iraq it is often unclear who
is responsible for particular kidnappings, how and
why specific individuals are targeted, or why some
kidnap victims are killed while others are released
unharmed. Furthermore, obtaining an accurate
assessment of the scale and scope of the kidnapping
industry in the country is well-nigh impossible since
most kidnap victims are Iraqis, and the reporting of
these abductions—either to the authorities or in the
press —is fragmentary at best.

Similarly, identifying trends in Iraqi kidnapping
is complicated by under-reporting, the absence of
a centralized repository of kidnapping incidents,
and what, with a few exceptions, appears as the
indifference of the Western news media. Kidnapping
of Iraqis, unlike the kidnapping of foreigners, rarely
results in much publicity, let alone the headlines and
outrage generated by the abduction of foreigners.
Consequently, the gaps in information and knowledge
are enormous. As one official at the U.S. Embassy in
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Baghdad acknowledged, the most that can be done is a
“tip-of-the-iceberg analysis.”*

Nevertheless, it is indisputable that kidnapping
in post-Hussein Iraq was both a major “growth
industry” and a highly profitable activity for criminal
organizations, indigenous insurgents, and terrorists
associated with the global jihad.? Although there is
a long tradition of kidnapping in Iraq and elsewhere
in the Middle East, the phenomenon expanded
enormously amid the chaos and disorder following the
U.S. invasion in March 2003. The lack of a legitimate
central government; the weakness, corruption, and
sectarian infiltration of the police; the general sense
of lawlessness; the spread of anomie; and ruthless
opportunism, as well as the availability of a large and
highly vulnerable target population or victim pool,
contributed to the massive upsurge of kidnappings
from mid-2003 onwards.

In one sense, kidnapping in Iraq became a fashion,
creating bandwagon effects that were not entirely
surprising given the lack of legitimate employment
opportunities, the poverty of many Iraqis, and
the potential for alleviating that poverty through
kidnapping. To criminals concerned about money,
kidnapping was a means of income redistribution in
a society that had been subjected to massive economic
dislocation and the constriction of licit opportunities.
In 2004, it also emerged as a form of empowerment in
the face of occupation, a way of getting the attention
of foreign governments while elevating the offending
group’s status in the resistance to the occupation.

Western views of kidnapping in Iraq, however,
have been distorted by an overly narrow focus on
the high profile kidnapping of foreigners and a lack
of attention to the daily kidnappings of significant
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numbers of Iraqis. Yet Iraqis are the primary victims,
and, although it is impossible to provide an accurate
estimate of how many Iragis have been abducted,
even in the most conservative estimate they vastly
outnumber foreigners.’ Indeed, there appears to be an
almost inverse relationship between the pervasiveness
and impact of the kidnappings and the attention given
to them in the western press. Certainly for kidnapping
organizations concerned about profit rather than
politics, seizing Iraqis is the bread and butter business
that yields substantial profit with very low risk. It is
important, therefore, to go beyond the kidnapping
headlines and to look at the realities on the ground —
which include multiple motives, perpetrators, and
targets.

Kidnapping in Iraq has several distinct dimensions.
First is motivation. Different kinds of kidnapping
are determined largely by the motivations of the
perpetrators. Although the main focus in this chapter is
economic or for-profit kidnapping rather than political
kidnapping, the distinction between the two is not as
clear as it initially appears. Sometimes it is impossible
to determine whether a kidnapping is primarily about
money or about politics. Indeed, it is often apparent
only inretrospect —and sometimes not even then — as to
which category of kidnappings a particular abduction
belongs. As one commentary noted, “Abductions are
sometimes lucrative criminal enterprises, sometimes
brutal aspects of sectarian violence, and sometimes a
tangled mix of the two.”*

Kidnapping occurs in a world of smoke and mirrors
characterized by violence, brutality, duplicity, arbitrary
decisions, large and small payoffs, and enormous
human misery. Activities which initially appear to be
politically inspired sometimes turn out to be primarily
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about profit, while ransom demands have frequently
been made even though the person kidnapped has
already been killed. In some instances —such as that
of Baghdad businessman Abu Sufiyan whose family
paid $120,000 for his freedom —the ransom made no
difference, and he was killed anyway.’

Many kidnapping groups display enormous
cruelty, yet some give gifts to their victims as they
are being released. In some cases, victims are kept in
absolute squalor and constricted confinement, and
are subjected to frequent beatings; in others, they are
treated with a degree of compassion and, within the
bounds of confinement, are allowed to participate in
the domestic lives of their captors. In some cases, a
kidnap victim is passed from one group to another,
usually for payment. In many instances where ransom
payments are involved, there is a remarkable degree of
flexibility on the part of kidnapping gangs who start
off with exorbitant demands yet accept much less.
In other words, kidnapping like most other criminal
activities and criminal markets, is subject to enormous
variations in both form and content.

After looking at different kinds of kidnapping, this
study focuses on the perpetrators, highlighting not only
the variety of participants in the kidnapping business
but also the way in which different kidnapping groups
sometime make strange bedfellows. It then traces the
evolution of kidnapping in the period from mid-2003
to the present, noting the ways in which patterns have
changed over time. The focus then moves to what
might be termed the anatomy of kidnapping, zeroing in
on the process itself and the key steps involved, while
taking into account variations resulting from divergent
objectives and the nature of the victims. An assessment
is also made of the profits that have been obtained
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through kidnapping, recognizing that an important
counterpoint to the relatively few high-profile, large-
payment instances of kidnapping and ransoming of
foreigners is the large number of kidnappings of Iraqis
for much smaller payments. In effect, the kidnapping
business is like any other, with some income streams
coming from high volume with low payoffs and others
coming from low volume with high payoffs.

Types of Kidnapping.

Kidnapping in Iraq, traditionally linked to tribal
rivalries, forced marriages, and business disputes, has
a long pedigree. On occasion, kidnappings are “used
to solve tribal and commercial disputes,” in the process
becoming little more than a forcible extension of busi-
ness negotiations.® Since 2003, however, kidnappings
havelargely falleninto one of two categories — economic
or political.” Yet, even within each of these categories,
there are several variations. Keeping this in mind, we
can identify the following types of kidnapping:

* Kidnapping for profit. This is the simplest and

probably most common form of kidnapping in
Iraq. Initially it was directed at Iraqis and simply
involved seizure, payment, and release. In some
instances, wealthy families have been victimized
more than once, with sequential kidnapping of
family members. Not surprisingly, this form of
kidnapping eventually spread to foreigners and
led to some large ransom payments.

* Kidnapping for profit plus. In some cases,
kidnapping was done for profit, but the victim
was also told to leave the country or face death.
This seems to have been particularly prevalentin
kidnappings of scientists, university professors,
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and doctors. Although the primary motive was
profit, a political motive—typically related
either to sectarian cleansing or to the elimination
of secular professions and the transformation
of Iraq into a theocracy —overlay the profit
motive.

Kidnapping as prelude to murder. In Iraq, many
kidnappings —especially mass kidnappings—
are preludes to murder. In these cases, the
purpose is not kidnapping as such but sectarian
cleansing, revenge, and retribution.® A number
of cases of mass kidnappings have been
followed some time later, for example, by the
discovery of mass graves. Individuals have
also been kidnapped off the streets and taken
to another location to be killed (sometimes
preceded by torture), with their bodies then
dumped at the abduction location. This is
psychologically important as a demonstration
of the perpetrators’ immunity to punishment.
It is a far more forceful and effective method
of sectarian cleansing than a simple drive-by
shooting. In some instances, groups within the
police have been responsible for very blatant
actions of this kind. Although mass kidnappings
and mass killings have added a great deal to the
pervasive insecurity of the Iraqi population,
they are really outside the focus of this analysis,
having far more to do with sectarian cleansing
than with organized crime.

Kidnapping for political purposes. Political
kidnapping can target both Iraqis and
foreigners. It can be a powerful intimidation
tactic within a sectarian cleansing strategy:
victims of kidnapping are clearly frightened
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and, when released, will often move to a safer
neighborhood or try to leave Iraq altogether.
Sometimes creating fear is more important than
obtaining money —although it is preferable to
succeed in both. Abduction can also be used to
protect criminal activities such as oil smuggling
from anti-corruption officials who are trying
to reestablish the rule of law. More generally,
kidnapping is an excellent weapon for both
insurgents and terrorists since it has multiple
functions. Kidnappings help to create a climate
of fear (especially if they end in the videotaped
execution of the hostages); they offer a way of ex-
ercising coercive pressure against selected tar-
gets who are subject to political demands (such
as the withdrawal of soldiers or workers from
Iraq); they highlight the continued inability of the
government to protect its citizens and establish
law and order; and they can be a lucrative and
important source of funding for the cause. In
addition, kidnapping can be a powerful boost
for the groups engaged in the business. At its
most basic level, kidnapping provides a sense of
affirmation and importance: I kidnap, therefore,
I exist—and you need to acknowledge me. In
effect, kidnapping groups with a clear political
agenda and which target foreign nationals
demand —and receive —attention. In this sense,
kidnappings are a powerful psychological
leveler. Kidnapping foreign nationals ensures
the attention of their governments. Even if the
governments reject ransom payments (and some
do not), they might still engage —explicitly or
tacitly —in protracted negotiations in efforts to
have the victims freed.
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In post-Ba’athist Iraq, kidnapping has come to
possess an almost contagious quality: the importance
of emulation in the growth of kidnapping is difficult to
overestimate. After the chaos of the looting morphed
into organized criminal activities, kidnapping gangs
became prominent, initially focusing only on Iraqi
targets. Success bred imitation, lending to the spread
of kidnapping a viral quality. The result was an
epidemic that inevitably extended to foreigners in Iraq.
In a sense, Baghdad simply came to resemble Mexico
City and Metropolitan Manila, where foreigners had
long been a prime target of kidnapping gangs. What
distinguished Iraq, however, was that kidnapping
of foreigners became a political device intended to
influence or coerce governments or companies with a
military or civil presence in Iraq. Kidnapping became
a way of increasing risks and costs for those involved
in the occupation, and had some success in making
companies and even governments decide to leave.
Many kidnappings, of course, were about both politics
and profit, with mutually reinforcing objectives. In
some respects, the result was unprecedented, with
one commentary claiming that kidnapping had never
before been “made into a system and employed as
a military and political weapon as is being done in
Iraq.”® Although insurgents in both the Philippines and
Colombia had also made extensive use of kidnapping,
in Iraq for a short time at least, hostage-taking became
almost “an independent front” in the conflict between
insurgents on the one side and the coalition forces and
Iraq government on the other."

112



The Kidnappers.

The perpetrators of kidnappings in Iraq are some-
times as elusive as the motivations. Nevertheless, we
can tentatively identify several kinds of groupings that
were or are involved. It seems likely that the market
in hostages is very similar to other criminal markets
with a wide range of different participants, from small
and rather amateur groups on the one side to very
sophisticated and large organizations on the other.
These included:

Former regime elements. In the immediate
aftermath of the collapse of the regime, as
kidnapping became more common, some of
it was based on targets of opportunity, while
in other cases targets were very carefully
selected. This selectivity suggested that former
regime elements were deeply implicated in the
kidnapping business. Those who had worked
for the Saddam Hussein regime had access
to personal profiles and were able to identify
victims whose families would be able to afford
very substantial ransom payments. Some
victims, for example, claimed initially that they
had very little money only to find that their
kidnappers had detailed information about their
personal finances.! The regime elements had a
long history of predatory behavior towards the
population, the skill, training, and resources
to continue this behavior, and the incentive to
raise money either to enrich themselves (and
maintain the lifestyles to which they and their
families had become accustomed) or to fund
opposition to U.S. efforts.
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Former convicts. Equally predatory were
kidnapping gangs consisting of convicts who
had been released by Hussein prior to the
invasion. Many had a long history of violence,
and it is unlikely that prison had increased their
scruples about victimizing innocent people.
Although they had the inclination and the
ruthlessness to enter the kidnapping business,
they lacked the intelligence resources of the
former regime elements. Consequently, their
activities focused on targets of opportunity
such as children, businessmen, or anyone who
displayed the outward trappings of wealth and
a degree of vulnerability. On occasion, they
linked up with members of the former regime,
thereby obtaining the intelligence to identify
high-value targets.

Unemployed youths and young men. Other groups
which came into the kidnapping business
were driven by a desire to find ways out of the
poverty and unemployment traps that seriously
constricted legitimate career opportunities
in Iraq. The same impulse that led people to
plant roadside bombs and to carry out other
paid activities for insurgents also encouraged
kidnapping. The potential payoffs, combined
with the absence of entry barriers and a low
learning curve, made it a very attractive option.
Opportunistic amateurs. In one sense, all
kidnapping is opportunistic. Yet it also
seems likely that some kidnappings involved
unscrupulous family members trying to exploit
their relatives. In other cases, the kidnapping
group consisted of only two or three people,
often including a woman who played a major
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rolein the initial abduction. Women are typically
seen as less threatening than men and are able
to get closer to the victims without arousing
suspicion.

* Insurgentsand jihadist groups. Althoughitappears
unlikely that Sunni insurgents and extremist
groups from outside the country were deeply
involved in the initial burst of kidnappings in
Iraq, they gradually embraced kidnappings as
both a funding source and a strategic weapon.

* Militias and militia factions. Shiite militias in Iraq
are involved in all sorts of criminal activities,
including kidnapping and killing high-level
Sunni officials. Although militias are also
responsible for mass abductions and killings,
more selective kidnapping is used by them as a
revenue source. It is often unclear whether such
kidnapping is a result of a high-level strategy or
the work of rogue factions. It is equally uncertain
if these actions earn the grudging respect or the
disapproval of the leadership.

Delineating the separate kinds of group in this way
is an important starting point, but analysis does not
end here. Some groups are almost certainly hybrids,
and some kidnappers probably move from one group
to another in what might be a constantly shifting
kaleidoscope of allegiance, membership, and motives.
Another key issue concerns relationships among the
various groups. Although it is hard to obtain details of
specific cases of cooperation, it is clear that cooperation
has occurred. Whether the cooperation is the result of
political affinity or is simply a business transaction,
“there are many credible reports suggesting that
hostages, in particular foreign nationals, taken by
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criminal gangs are then handed over to armed political
groups in exchange for money.”"

In sum, kidnapping in Iraq involves a variety of
groups operating in the same space, constantly inter-
acting with one another in a dynamic mix of conflict,
competition, and cooperation, while responding to
varied opportunities and pressures. Kidnapping is a
constantly evolving industry that adapts to changing
circumstances. New firms enter the business, while
others leave. Sometimes kidnapping victims are traded
from one group to another at the behest of the initial
kidnappers; at other times, kidnappings of particular
targets are carried out by for-profit groups in response
to tacit or explicit requirements from political groups.
According to one analysis, “As the kidnap industry
has matured, investigators have seen cooperation
evolve among criminal groups, and between them
and the insurgency. Victims are sometimes sold and
resold, gaining value each time.”"* The growth of
cooperation has been accompanied by a trend towards
greater sophistication and division of labor within
groups, with “members specializing in duties like
surveillance, abduction, transportation, guarding, and
negotiations.”’* Although details are sparse and the
picture is often confused and incomplete, it is possible
to detect certain patterns and to trace how they change
over time.

The Evolution of Kidnapping in Iraq.

Patterns of kidnapping in Iraq can be understood in
terms of kidnapping streams, each of which has its own
origin, expansion, and continued flow or contraction.
Sometimes these streams run in parallel with one
another, sometimes they merge, and at other times
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they overlap and intersect. On occasion, one kind of
kidnapping can even morph into another kind. Targets
change over time, and there is sometimes a degree
of unpredictability in particular abductions which
start as one kind of kidnapping and end as another.
One of the major kidnapping streams in Iraq has
been criminal in nature, has targeted Iraqis, and has
predominantly involved ransom payments —although
even this stream is complicated by the fact that some
ransom payments have funded insurgent or sectarian
groups. A second stream developed in April 2004 with
the seizure of foreigners. Compared with the number
of Iraqis abducted, this stream was minuscule. Yet,
it succeeded in attracting global attention—not least
because several victims were beheaded or shot and
videos of their execution posted on jihadist web sites.
Although the immediate impulse for the abduction
of foreigners was political rather than financial, on
occasion it proved lucrative. With some governments
willing to make large ransom payments for the
release of their citizens and companies ready to pay
for the release of their employees, foreigners became
attractive targets. By the time this came about, though,
the kidnapping of Iraqis had already become a major
concern.

The U.S. invasion and the collapse of central
authority in Iraq provided ideal conditions for the
growth of a kidnapping industry. Yet, even prior to
U.S. military intervention, in February 2003 the State
Department issued a warning to American citizens
about the danger of kidnappings in Iraq.” The trickle
of kidnappings prior to March 2003, however, soon
became a flood. This was partly a manifestation of the
underlying anarchy and disorder created by the U.S.
invasion. Yet, often it was very calculated —whether
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the calculations concerned the proceeds that could be
obtained or the impact on rival sectarian communities.
Once again, there was considerable continuity with
the Ba’athist era. “Kidnappings driven by ransom or
sexual motives —both of which were formalized tools
of the Ba’athist security apparatus”'®—became what
Robert Looney terms an “institutionalized criminal
activity.”'If theinvolvement of former regime elements
ensured continuity, the scale of kidnapping was totally
unprecedented. One report even suggested that while
kidnappings under Saddam Hussein provided only
about 1 percent of the cases for the Iraqi police, in the
aftermath of the collapse of the regime they accounted
for “70 percent of reported crime.”’® By summer 2003,
kidnapping was already acknowledged as a central
if unfortunate characteristic of post-Hussein Iraq. In
August, for example, the new police chief in Basra
noted that “every kind of crime known in the world”
was evident in the city."” Kidnappings in particular had
risen sharply, and of seven kidnappings in July 2003,
six were for ransom and one for “tribal reasons.”?
The police chief added that, according to the victims,
“the kidnappers pray and consider the “profession of
kidnapping’ a respectable profession.”?! The growing
phenomenon was acknowledged in a report in the Los
Angeles Times by Robyn Dixon.*

At this stage, however, kidnapping targeted
children and teenagers, especially “the only sons of
large middle-income or wealthy families,” including
but not limited to Iraq’s “tiny Christian community,”
most of whom were Assyrian Christians and easily
identifiable.”® Well-dressed children were obvious
targets. In one case, a 6-year-old mute child was
released after his family paid a $15,000 ransom, while in
other instances ransoms as high as $75,000 were paid.*
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Other early targets included the Sabean-Mandeans,
a “small monotheistic community,” many of whom
were goldsmiths and jewelers.” “Their reputation as
wealthy merchants,” according to Elizabeth Ferris and
Matthew Hall, “put the community at heightened risk
for ransom kidnappings. Following the 2003 invasion,
they quickly became targets for both armed gangs
and radical groups (the two often blurring), both in
Baghdad and in Basra.”? As a result, many left Iraq for
Syria.

Human Rights Watch reported that “some gangs
specialized in kidnapping girls,” who were then sold
to Gulf countries.” Although this crime had sometimes
happened “before the war,” it intensified as it became
possible “to get them in and out without passports.”*In
some cases, abductions were of short term, simply the
occasion for rape, and the women were subsequently
released. In other cases, however, sexual violence was
a prelude to selling the women and girls to traffickers.
Police in Iraq gave apprehension of sexual abductors
a low priority and usually failed to follow up reports
of such crimes with a serious investigation.”” Conse-
quently, the issue received only sporadic attention.

In September 2006, Yanar Mohammed, head of the
Women’s Freedom Organization, claimed that about
2,000 women had been kidnapped during the previous
3 years.” Other authorities believed this figure was too
conservative. It also appeared that women were still
being trafficked out of Iraq. Ina climate characterized by
anomie, women were seen as “cheap and exchangeable
goods.”*! In a case in February 2007, a 13-year-old girl
was abducted and beaten. She was “held in a room
with 15 other girls for 7 hours before being released by
police who raided the house.”* It turned out she had
been abducted by an “elderly woman” who “asked her
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to help her carry some plastic bags across the road to
find a taxi.”* The woman then forced the girl into the
taxi, anesthetized her, and tied her up.

Few police units took kidnapping very seriously.
The perpetrators were therefore able to act with
enormous freedom and little risk, though there were
occasional exceptions. In early August 2003, a nine-
member kidnapping gang was arrested, and several
victims were freed —although one of them was killed
by the kidnappers during the police operation.*
Three other gangs had reportedly been arrested, and
it appeared that some of the members had posed as
policemen.*Successfully disrupting kidnapping gangs,
however, was the exception rather than the rule, and in
most cases little help was given by either the police or
coalition forces.

Consequently, families of kidnap victims were on
their own. Often they were able to bargain over the
ransom. For example, the kidnapping of a 17-year-
old —an only son of a restaurant owner — was followed
by a demand for a $120,000 ransom. When family
members convinced the kidnappers that they could not
pay this amount—and that their home was rented — the
demand was reduced to $15,000, and the victim was
subsequently released.* This result was fairly typical.
According to one report, “those demanding ransoms
typically ask for up to 300,000 dollars, but often accept
payments of under 5,000.”* Other sources suggest that
the payment was more typically about 10 percent of
the initial demand.*® Clearly, bargaining was common.
In fact, if the initial demands were met without bar-
gaining, the implication was that the family was very
wealthy —and the ransom demand could be increased
or the family targeted a second time.* Kidnapping for
profit was a ruthless business, but was characterized
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by a degree of pragmatism about the level of profit that
could realistically be obtained.

Based on this pragmatic approach, and with
kidnapping proving to be highly lucrative, the target
pool was extended from members of small minorities,
children, and women who might be trafficked, to
merchants, jewelers, bankers, doctors, university
professors, and government officials. To some extent,
this expansion was a response to increased precautions
taken by many parents to minimize the vulnerability
of their children to kidnapping. Some schools, for
example, experienced a significant drop in attendance
as parents kept children home rather than put them
in harm’s way. Yet the expansion of the victim pool
was not simply a response to the increased difficulty
of abducting children. Targeting businessmen
and professionals was a natural progression in an
environment where lawlessness and disorder thrived.
It was also an activity in which former regime elements
were again able to pre-select targets.

The kidnapping of professionals, scientists, doctors,
and university professors also attracted those who
wanted the occupation and reconstruction of Iraq
to fail and be replaced by a religion-based society in
which modern science, medicine, and secular teaching
had no place. By May 2004, one commentary noted that
kidnappings had taken a very serious turn, targeting
key segments of Iraqi society such as doctors, scientists,
and professors, and no longer confined to ransom
demands.” Typically, even after a large ransom had
been paid and the victim released, he was told to
“leave the country or face a second abduction or even
be killed.”*! The family of an internationally known
Iraqi scientist paid $30,000 for his release, but he was
still ordered to leave Iraq.*” The same happened to a
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leading organ transplant surgeon, although the ransom
payment for him was $1 million.* The Iraqi Ministry of
Health in 2005 claimed that 130 Iraqi doctors had been
abducted in the previous 2 years, but the Iraqi Medical
Association claimed the figure was almost 300.** About
50 of the doctors had been killed and many others
forced to leave Iraq. Clearly they remained vulnerable
targets.®

Another target was business leaders. In one well-
documented case, the owner of a hotel was released for
$40,000, but his son was abducted when he delivered
the money and was released only after an additional
payment of $60,000. This ruse was not uncommon.
The kidnapping gangs at the time were “made up of
both former secret service members and of criminals”
who induced victims to expose other rich people by
promising to reduce the ransom.* In effect, a snowball
sampling process was being applied to identify
potential targets or victims. Bankers were a particularly
tempting target; in one case, a ransom of $6 million
was reportedly obtained for the safe return of Ghalib
Kubba, the chairman of the Basra International Bank,
and his son, Hassan, the bank’s executive manager.* In
addition, kidnapping gangs also focused on Iraqis who
worked closely with the United States or with coalition
forces —on the grounds that these people were being
paid more money than most Iraqis.*” The gangs also
targeted families with relatives in the United States
and elsewhere outside Iraq—on the grounds that
these relatives could contribute towards the ransom.”
Several businessmen born in Iraq but with Canadian
citizenship returned to Iraq for business, but were
kidnapped and in some cases killed.”*

Although the growth of kidnapping was evidentim-
mediately following the downfall of Saddam Hussein,
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it was not until June 21, 2004, that the abduction of
Iraqis was mentioned in the Iraq Index maintained by
the Brookings Institution.”> Moreover, it was not until
September 2005 that the Index included its first table
summarizing the number of Iraqis kidnapped per day.
And even then the figures were very crude, offering
staticsnapshotsratherthanadifferentiatedand dynamic
picture.Nevertheless, thetrendwasclearlyupward, with
an estimate of two Iraqis per day kidnapped in Baghdad
in January 2004, rising to 10 per day in December of
the same year.” According to the Iraqi Ministry of the
Interior, throughout Iraq 5,000 Iraqgis were kidnapped
between December 2003 and late April 2005.>* By
March 2006, according to the Iraq Index, the kidnapping
rate had increased to somewhere between 30 and 40
people per day throughout the country as a whole.
A spokesperson for the U.S. Embassy in Iraq described
the business as “huge,” acknowledging that there were
a “lot more Iraqis being held hostage . . . than most
people are aware of.”* Ransoms averaged “between
$20,000 and $30,000.”% In a country in which poverty
and unemployment were endemic, this level of payoff
gave the business considerable momentum.

It is difficult to establish unequivocally that the
kidnapping of Iraqis has diminished. It seems likely,
however, that kidnapping rates declined in 2007 and
2008 because of improvements in the security situation
and the fact that much of the sectarian cleansing in Iraq
had run its course.” There might also be a diminishing
target set. As suggested above, many professionals
have left the country.® Kidnapping has also had
indirect effects: its pervasiveness generated enormous
concerns about the safety of family members, especially
children, and this too contributed to the large exodus
of people from Iraq. Those who remain have taken
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greater precautions. Yet the kidnapping phenomenon
has not disappeared —nor is it likely to do so any time
soon. Even with diminishing returns, kidnapping
remains attractive, especially with the lack of more
legitimate economic opportunities. And even if many
of the more lucrative targets have disappeared, some
are left, ensuring that kidnapping remains profitable —
especially given the minimal investment. Indeed,
anecdotal reports suggest that kidnapping remains an
important source of continued feelings of insecurity.
In one commentary in September 2007 on Mosul, it
was noted that “kidnap operations are on the rise”
and that security agencies in Nineveh had registered
40 kidnappings in August alone.® A very similar
point was made by Joel Simon, Executive Director of
the Committee to Protect Journalists, who noted in
November 2007 that “armed groups continue to abduct
Iraqis, including members of the press, at an alarming
rate.”® This is particularly the case in those provinces
characterized by continued unrest and instability.
As long as the situation remains unsettled in a few
provinces and cities, then kidnappings in those areas
will continue.

The kidnapping of foreigners which began in April
2004 seems to have occurred largely in response to
the assault on Fallujah. Prior to this, foreigners had
typically been targets of violence but not abduction.
This changed dramatically. According to one persua-
sive analysis, there were several components of this
new kidnapping focus. The most important cause was
the broadening base of opposition to the United States
and its coalition partners in April 2004.

Prior to this month, resistance was primarily carried out
by a dedicated core of Sunni insurgents, who invariably
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killed foreigners either during attacks or immediately
afterwards, in part because the taking and holding of
hostages is impractical for such cells, whose modus
operandi requires them to be able to merge back into the
population. Instead, hostage-taking emerged from the
brief popularization of armed resistance that occurred at
the height of fighting in Fallujah and during Muqtada
al-Sadr’s uprising.*!

An additional factor was “the collapse of road
security,” especially in the Sunni triangle.®> Another
consideration that almost certainly fed into the
targeting of foreigners was the release of photographs
of prisoner abuse at Abu Ghraib. This confluence of
factors resulted in foreigners becoming a key part of
the target pool for kidnapping. The evolution of this
phenomenon is summarized in Figure 1. There were
few, if any, indications in early 2004 that kidnapping of
foreigners would soon become a major issue in Iraq. As
Figure 1 shows, however, in April 2004, 43 foreigners
were kidnapped. This initial surge was followed by a
relative lull, with only two foreigners kidnapped in
May and three in June. Another upsurge occurred in
the following 3 months with 26 foreigners kidnapped
in July 2004, 30 in August, and 31 in September. August
also saw the peak of killings of victims, with 15 hostages
being killed. After September 2004, the number of
foreigners kidnapped declined into single digits before
briefly spiking again at much lower levels in January
(13) and February 2005 (10) —a spike that might have
been related to the Iraqi elections held on January 30.
In August 2005 (as the Iraqi draft constitution was
completed by Shiite and Kurdish negotiators and
rejected by Sunnis), the number climbed to 25 before
dropping to three in both September and October.
In November 2005, 11 foreigners were kidnapped,
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and in December there were 13. In January 2006, the
figure dropped to five, and in February it rose to 12
before dropping back to five or below for the rest of

the year —a decline that was probably connected to the
death of Zarqawi on June 8, 2006.%
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Source: Brookings Iraq Index.

Figure 1. Number of Kidnappings of Foreigners
in Iraq, 2004-07.

Possibly as retaliation for Zarqawi's death, six
foreign hostages were killed in June 2006, a monthly
total second only to the 15 killed in August 2004.
Between July 2006 and the end of 2007, according to the
Iraq Index, only one more foreign hostage was killed —
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in November 2006. In 2007 only 11 foreigners were
kidnapped, three each in January and February and
five in May. According to the March 2009 Iraq Index,
there were no additional kidnappings of foreigners in
2007 and only one such kidnapping in February 2008.

It is worth emphasizing that the worst month
on record for foreigner kidnappings was not much
higher in numbers than the high-end count of daily
kidnappings of Iraqis. This is not to make light of
the kidnapping of foreigners. There were, of course,
several distinct categories targeted for kidnapping.
Members of the coalition forces were among them, but
as the hardest targets they did not figure prominently.
Foreign workers, including truck drivers, construc-
tion workers, and service providers, were seen as
supporting the occupation and therefore legitimate
targets. So too were journalists, whose work typically
put them in dangerous situations. Members of NGOs
were perhaps the easiest targets, but they were also
the most controversial as some were clearly engaged
in providing critical humanitarian assistance.

A particularly prominent aspect of kidnappings in
this period was the video recordings of the victims.®
These typically included messages pleading for their
governments to change policy and the subsequent
beheadings of the hostages. The posting of execution
tapes on the Internet began with the release of a video
on May 11, 2004, showing the execution of American
citizen Nicholas Berg —an action which Berg’s captors
directly linked to Abu Ghraib.®® Subsequent videos
showed the killings of other American contractors,
including Jack Hensley and Eugene Armstrong (posted
in September 2004) as well as British aid worker
Kenneth Bigley (posted in October 2004). The tactic
was designed to mobilize support and strengthen
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recruitment efforts, to arouse public opposition to the
occupation in coalition countries, and to spread fear in
the foreign community in Iraq. The brazen nature of
the execution videos made clear that those carrying out
the executions were able to act with impunity, and that
the United States was powerless to do anything about
it. In addition, by targeting foreign workers providing
help in economic reconstruction, the kidnappers were
seeking to undermine both the reconstruction efforts
and the legitimacy of the government.®” Particularly
puzzling, however, was the case of Margaret Hassan,
the head of the relief organization CARE operating in
Iraq. Although a videotape of her killing was sent to
Al-Jazeera, no group claimed responsibility, and the
kidnapping and killing were widely condemned, as
Hassan had been deeply involved in humanitarian
activities to help Iraqis.®® Some speculated that rogue
terrorist elements were involved in her abduction and
killing.

The group behind most of the Internet beheadings
was Tawhid and Jihad, subsequently known as
al-Qaeda in Iraq (or, more formally, the al-Qaeda
Organization) in the Land of the Two Rivers, led by
Abu Musab al Zarqawi. If Zarqawi’s group was the
most infamous for its treatment of hostages, it shared
the kidnapping space with a bewildering array of
other groups, some of which were spinoffs from larger
factions, and some of which operated under several
different names. These groups often made political
demands for governments with a military presence in
Iraq to withdraw and for companies providing logistic
support for the occupation to leave the country. These
demands were dramatized and accentuated by brutal
killings. The Ansar al-Sunnah Movement, for example,
abducted 12 Nepalese on August 23, 2004, and
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subsequently killed them all to advertise the dangers
to foreigners working in Iraq.® The execution of South
Korean Kim II, kidnapped in May 2004 and killed in
June, seems to have had the same objective.”

Sometimes, the political demands were a cover for
more mercenary objectives. The Black Banners Group,
for example, kidnapped three Indians, two Kenyans,
and an Egyptian, all of whom worked as truckers for
Kuwait and Gulf Link Transport Company (KGL).
According to one assessment, their “aim was to compel
the company to stop its activities in Iraq. The hostages
were later released.”” In fact, however, the situation
was more complicated than this brief recitation makes
it appear. The kidnappers initially demanded that
Indian troops immediately leave Iraq, even though
India had no troops in Iraq. This could suggest that
political objectives were a pretext for financial gain
(or that the kidnappers were stupid). Subsequently,
the Group demanded a ransom payment— ostensibly
as compensation for bereaved families in Fallujah.
The Indian government employed a three-man team
to negotiate for the release of the hostages through
mediators, including Sheikh Hisham al-Dulaimi.
“But even after 15 days of negotiations, there was
no breakthrough. The kidnappers, who had initially
demanded $5 million as ransom, later scaled it down
to $2.5 million. But KGL said it could not pay more
than half a million. Dulaimi slowly pulled out of the
negotiations.””

One of the Indian team members began to focus
instead on local people, leaving his card at a barber
shop.” This led to another kidnapper intermediary
visiting the Indian embassy and the subsequent
resumption of negotiations. KGL agreed to pay $500,000
and to end its activities in Iraq.” In return, the hostages
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were released. As one commentary subsequently
noted, “The negotiations to secure the release of the
hostages were protracted, not because the issues . . .
were intractable political ones but because of hard
wrangling over money.””

In cases like this, it appears that political objectives
are subordinate to financial gain.

The groups that are engaged in hostage-taking might all
be opposed to the presence of the U.S.-led occupation
forces in Iraqg, but not all of them are in the kidnapping
business for political reasons. Some are mere criminal
gangs who have seen the immense possible prospects
of profit that hostage-taking holds out. These abduct
foreign workers in Iraq, cloaking conditions for their
release with political issues. It is money finally that
secures the release of the hostages.”

Even in such cases, the assessment is clouded because
the money could be for personal enrichment or for
financing the insurgency —or indeed for some mix of
the two.

Even killings of hostages, which are seen as purely
political, could have an ulterior financial motive in that
such actions establish the credibility of threats made by
the kidnappers, thereby pressuring governments and
companies to pay larger ransoms to save the lives of
their citizens and employees. Moreover, “kidnappers
whose only aim is to make money often pretend to be
fighting the occupation.”” In one case, Iraqi security
forces captured a kidnapping gang with a Lebanese
hostage. “In their hideout,” according to Andrew
Cockburn, “the police found banners with religious and
political slogans. The head of the gang said they were
to be used as a stage backdrop if they made a video
of their victim in the hope that it would be shown on
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television.”” The leader noted that if the kidnapping
was on television, it meant more money.”

If kidnapping in Iraq is complicated by the multiple
motives of the group, as well as their deception and
denial activities, the relationships among them add
another layer of complexity:

Senior figures within Iraq’s Interior Ministry believe
that insurgents have begun working with criminal
organizations, “outsourcing” kidnappings to criminal
groups, thereby allowing them to seize a specific
demographic of captive when they have the opportunity
and then sell the captive to the insurgent group. It is
believed that Jack Hensley and Eugene Armstrong,
two American contractors seized from their Baghdad
residence in September 2004 and beheaded by radical
insurgents, were the targets of such an arrangement.®

The arrangements can be the result of tacit
communication between the criminals and the
insurgent or terrorist group, i.e., with the insurgents
simply letting it be known what kinds of targets they
are seeking. Alternatively, the arrangements can be the
result of specific agreements between insurgents and
a particular kidnapping gang. In yet other cases, it is
possible that the initiative comes from the kidnappers.
Some authorities suggest that the kidnapping gangs
are

. made up of criminals, unemployed soldiers, and
former . .. regime intelligence and security service agents
with little to lose and much to gain in Iraq’s security
vacuum. Some go straight to the hostage’s family or
employers demanding a ransom; others feel that they can
achieve a more satisfactory price selling their hostages to
militant groups.®!
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In some cases, the group responsible for the initial
kidnapping might decide that it can benefit from a
bidding war between insurgents on the one side, and
governments, companies, or even wealthy families on
the other. It is also plausible that in some instances, a
kidnapping gang will transfer a victim to the custody of
aninsurgent group — which then does the negotiating —
with the understanding that the gang will obtain a
certain portion of the ransom. However the dynamic
operates in specific cases, there was for some time a
flourishing trade among kidnapping groups in Iraq.®

That the kidnapping of foreigners had two distinct
but overlapping dimensions — politics and profit—was
perhaps best illustrated by the kidnapping of Filipino
truck driver Angelo de la Cruz in July 2004. The initial
assessment seems to have been that this was a political
kidnapping, with a threat from the kidnappers that
de la Cruz would be beheaded unless the Arroyo
government agreed to withdraw its 51 peacekeepers
fromIraq.® Inresponse, Arroyo agreed to withdraw the
force a month earlier than had been planned.* Many
reports, however, suggest that this was not enough
for the kidnappers, who turned down an offer of $1
million for the victim’s safe release before subsequently
accepting a much higher payment.®* According to
reports in a Filipino newspaper which were picked
up by conservative bloggers in the United States, the
release of Cruz was obtained with the payment of a $6
million ransom.®

The Malaysian government reportedly provided $5
million of this, with the other $1 million coming from
the Landbank of the Philippines.*” Though Malaysia
denied that such was the case, it appears that some
kind of large ransom was indeed paid.** One Iraqi
newspaper even suggested that in the de la Cruz case,
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the Arroyo government initially thought the issue
was the withdrawal of the Philippine contingent from
Iraq, only to find out later that the issue also included
money.* Specifically, the release of Angelo de la Cruz
probably required both a political concession and a
substantial ransom. As it turned out, such an approach
was not uncommon: “In many cases armed political
groups seem to have made the release of their victims
conditional on payment of money even when they
[made] political demands such as the withdrawal of
foreign troops.”® Thus for at least some kidnapping
groups, profits and politics were complementary to
one another rather than alternatives. Even if this were
not the case, there were benefits from making it appear
that the price of release went beyond inflating the
ransom. Such an approach maximized uncertainties,
keeping both the Iraq government and the occupying
forces off balance, and complicated the task of rescuing
the hostages. It also added an additional layer of cover
to the kidnapping organization, making it harder to
identify and apprehend. The downside was that by
mixing political and financial objectives, the kidnappers
were more likely to provoke involvement by coalition
forces.

Although the Philippine government was subject to
severe criticism from the United States and other coun-
tries for capitulating to the kidnappers (by agreeing to
remove its military forces), there is some suggestion
that Japan had earlier paid for the safe release of three
hostages captured and released in April 2004.”* During
the next 2 years, substantial ransom payments in the
millions of dollars were made by both governments and
companies. Some of them also agreed to stop operating
in Iraq, confirming that the line between political and
economic kidnapping was often crossed and that some
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groups combined financial and political demands. In
some instances, company payments were made as
a result of pressure from national governments. It is
also likely that in some cases, governments might have
made the payments while hiding behind the fiction
that the ransoms were coming from the companies. In
yet other cases, the families of the victims seem to have
paid ransoms with some assistance from the companies
for which the victims worked. A Cypriot, for example,
was released after 4 months in captivity following the
payment of $200,000 by his family and his employer,
Geto Trading, which supplied food rations for U.S.
forces.”

The United States and Britain continued their
traditional policy of refusing to pay ransoms and were
very critical of governments and companies that did
acquiesce to the kidnappers” demands. A spokesman
for the Interior Ministry in Iraq indeed claimed that
“the reason for the acceleration in kidnappings is
simply because ransoms are being paid.”* Perhaps
the most surprising aspect about the kidnapping of
foreigners is that it was both clustered and relatively
short-lived. In part, this is because the Internet videos
of beheadings proved counterproductive, which
was pointed out by Zawahiri to Zarqawi. Another
consideration is that after a spate of kidnappings,
foreigners tended to take greater precautions against
putting themselves in harm’s way.” The improvements
in the security situation, especially in the latter half of
2007, also restricted opportunities for kidnappers. In
addition, some foreigners who were part of the NGO
community simply left the country, thereby effectively
reducing the number of available targets. Even so, the
decline is somewhat surprising, given the large ransom
payments that were made. It suggests that in some
ways the capacity of kidnappers was limited.
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The Anatomy of Kidnappings.

The essence of kidnapping is selection of victim,
abduction, movement, captivity, negotiations (some-
times), and release of the victim on payment of a
ransom or deposit of the remains. The first stage in the
kidnapping process, identification of a potential victim
or victims, can be done in several ways. One approach
is territorial, involving what might be termed mobile
victims. Iraqi roads have become highly profitable
for kidnappers, who typically target truckers on the
Amman-Baghdad Highway (especially near Fallujah),
as well as the road between Syria and Mosul. Here,
a favorite target is foreign truck drivers, whose high
wages imply a lucrative payoff from their employers
or governments. Another approach is what might be
termed active searching for targets afoot, for example,
by cruising throughneighborhoodslooking for children
out alone or Christians exiting banks.

Yet another approach is careful selection of
individual targets, based on information about
their financial circumstances (pre-selection) or their
vulnerability to abduction (targets of opportunity).
Many Iraqgireports suggest that some targets are chosen
on the basis of wealth, while others are seized simply
because they are in the wrong place at the wrong time.
Target identification can be based on dress, especially a
well-dressed school child. In some cases, the abduction
will be preceded by a period of surveillance; in others,
identification of a potential victim and their physical
capture will be almost simultaneous. Indeed, there
are indications that some kidnapping gangs have
informants for the express propose of pointing out
potential targets. The ubiquity of the cell phone has
meant that informants can contact kidnappers who
then react quickly in abducting targets of opportunity.
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In the case of several foreign journalists in Iraq,
there are indications that they were set up, that is, they
had an appointment with an Iraqi politician or cleric
who failed to show. This was the case with journalist
Jill Carroll, who had come for an appointment with
Adnan al-Dulaimi, head of the Iraqi Accordance
Front. He did not make the meeting, and Carroll was
abducted from her car as she was leaving the location.
As she subsequently wrote, “Within minutes of my
capture, | had suspected Dulaimi. . . . The kidnappers
were waiting for us when we left his office. They must
have known about my appointment ahead of time.”*
The kidnapping of Italian journalist Sgrena was very
similar. She was going to interview an Islamic religious
leader and waited for over 3 hours near the al-Mustafa
mosque. This was a mistake: “A foreigner in a public
place for that long is vulnerable. All it takes is one
person with a mobile to phone a kidnap gang.”*

Although there is more uncertainty in the case of
French correspondent Florence Aubenas, it is quite
possible that she too was seized while awaiting a
meeting.” Where foreigners have bodyguards, usually
several cars converge on the victim. Bodyguards and
drivers are typically shot. In cases where they survived,
they were suspected of helping to plan the kidnapping
or at least pointing out the target. With Iraqi children
and adults, usually only one car is needed, and the
victim is either bundled into the trunk or pushed into
the car interior and covered up. This often occurs in
daylight and with many witnesses, most of whom
know that any interference would result in their
deaths. Another approach sometimes used is based
on theft of uniforms and vehicles from Iraqi police
or military and subsequent impersonation of these
officials. On occasion, kidnappers have even set up
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false check points to stop vehicles whose occupants are
then abducted.

Abduction is usually followed by the transfer of
the victim to a safe house where he or she is held in
captivity or killed. When obtaining money for the cause
is deemed more important than making a statement,
the victim has to be maintained in captivity until the
ransom is agreed upon and paid. For several women
hostages, including Jill Carroll, the conditions were
relatively good. Carroll, for example, was allowed to
mingle with some of the kidnappers” families, being
the only hostage. She was regularly moved among six
different locations during her period in captivity. For
some of the foreign men, in contrast, conditions were
deplorable, so much so that it was surprising they
survived. Some of the kidnapped Iragis who were
eventually freed note that other hostages were held in
the same place. In some cases, they heard some of their
fellow victims being beaten, tortured, or killed.”®

Unless the kidnapping is intended as a prelude
to beheading or political assassination or is part of
sectariancleansing, thenextstage of the processinvolves
contact, communication, and negotiation. When a
member of an Iraqi family is kidnapped, the family
typically posts its telephone number on the outside
of the house so that the kidnappers can make contact.
Initial contact is followed by an opening demand.
This is usually the beginning of a bargaining process
in which the family seeks to convince the kidnappers
that it is impossible to meet the demand. Sometimes
the negotiations are protracted as the kidnappers give
the family time to turn to relatives or tribal members to
round up the money for the payment. In many cases,
however, the kidnappers recognize that they will have
to settle for far less than the initial figure.
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Parents will often be too distraught to negotiate and
will pass the task on to another family member to act as
the intermediary. The intermediary sometimes has to
deliver the money and will be made to walk from one
place to another before finally dropping off the money.
An immediate money-for-hostage exchange is rare; it
is sometimes the next day or even a few days before
the victim is released close to home. In some cases,
ransoms have been paid when the hostage is already
dead or is killed after the money has been delivered.
The paying of ransoms took on a somewhat bizarre
quality in 2007 when, after several kidnappers were
captured while collecting the payments, others began
to drop homing pigeons outside family dwellings along
with instructions for attaching money to the pigeon’s
legs and then freeing it to return to its owner.”

The ransoming of foreigners has a much more
opaque bargaining process, the contacts between the
kidnappers and the family, government, or employer
of the victim often being indirect. These contacts and
the negotiations are facilitated by people who have
become almost professional intermediaries. These
intermediaries include the members of the Association
of Muslim Scholars, also known as the Muslim Ulema
Council. According to one Iraqi newspaper, the
Association became “the only door for contact with
the ghosts of the resistance concerning kidnapped
Arab and foreign nationals,” while the Umme-al-Qura
mosque became the focus of “world firms operating
in Iraq and foreign governments whose personnel
have been kidnapped, as well as the center for holding
talks, clinching deals, setting prices demanded by
kidnappers, and sending messages to them.”'®

Whether intermediaries are wusually bonafide
or are linked to—and even beneficiaries of—the
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kidnapping gangs is hard to determine. So too is the
degree of influence of the Association. In some cases,
such as that of Italian aid workers Simona Torretta
and Simona Pari, the Association’s public statements
and private entreaties seem to have had a positive
impact,'” although it was probably less important than
the ransom paid by the Italians, itself probably also
arranged through the Association. In other cases, when
the Association has been particularly vociferous, its
statements might have been counterproductive.'” The
head of the Association, Harith Al-Dhari, insists that
the Association has no special or illegal connections
with the kidnapping gangs. Rather, he claims, “We
address them and ask them to release the hostages. If
they are of groups that respect us, they would listen
and respond to us; if they are not, they would not.”'®
In one instance, a member of the Association received
a message about the location of freed detainees, who
were picked up and brought back to the Association’s
headquarters. In other instances, hostages were given
a note saying they were released at the Association’s
behest.'*

It is also necessary, of course, to distinguish be-
tween the Association and its individual members. It
is possible that in some cases the relationship between
a member and one or more kidnapping gangs was
closer than publicly acknowledged. Nor is it out of the
question that there was occasional collusion. Norman
Kember, the British aid worker who was eventually
rescued by British forces, for example, had just visited
the Association when he was abducted.'® The evidence
seems to point at Sheikh Abdel Salam al-Qubaisi, who
acted as intermediary in several cases involving Italian
citizens and became the conduit—and perhaps even
the recipient—of the ransom payments handed over
by Italian military intelligence and the Italian Red
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Cross.' Al-Qubaisi is believed to have been involved
in several abductions of Italians as well as British
aid worker Margaret Hassan.'” It is possible that his
dual role—part perpetrator, part intermediary —was
reenacted by other clerics.

At times, Iraqi politicians have also played the role
of intermediary. A good example is that of Sheikh
al-Dulaimi, leader of the Iraqi Accordance Party, the
largest Sunni party in Iraq’s parliament. In the case of
American journalist Jill Carroll, al-Dulaimi was both a
suspect—at least in the planning of the kidnap —and
possibly the engineer of her release. Reports suggested
thatal-Dulaimi met with the leader of the kidnappers at
least twice, and he has claimed that he paid $1.5 million
to her kidnappers for Carroll’s release —$500,000 the
day of her release and the rest a few months later.!®
If so, the money could well have been passed to the
kidnapping gang through Sheikh Sattam al-Gaood,
who not only claimed to have acted as a middleman
but also emphasized that he had refused demands for
“eight million dollars.”’® Whatever the truth of this
particular case, however, it is clear that intermediaries
have become a crucial part of the kidnapping and
ransoming process.

In the case of governments inclined to negotiate
with kidnappers, they designate teams to work on
the release of the hostages. These teams— generally
small —typically include a national official already
in Iraq and a representative of the country’s foreign
ministry or the intelligence agencies. Sometimes
contacts are established through the intermediaries
described above. Negotiations can then proceed, often
for widely varying periods.

The final stages, in at least some cases, are payment
and return. Although negotiations for the release
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of hostages are often obscured by secrecy, when
compared to the subterfuge and denials surrounding
ransom payments they appear almost transparent.
Indeed, ransom payments have become a major issue,
creating tensions and acrimony among the members
of the coalition in Iraq as well as among members of
the North Atlantic Treaty Organization (NATO) and
the European Union (EU). At root, however, ransom
payments are what most kidnappings in Iraq are really
about. As one commentary notes, “Kidnapping is very
much a business. Many of the kidnappings seem to have
been carried out by criminal gangs with no particular
ideological platform. Put simply, most kidnappers
seem to be in it for the money.”"° It is useful, therefore,
to examine the whole issue of ransoms and the amount
of money they generate.

Criminal Proceeds and Insurgent War Chests.

One of the problems with efforts to determine the
gross global proceeds of a particular generic crime is
that they are highly dependent on assumptions and
typically end up in the billions of dollars. For example,
the global annual drug trade was estimated for a
long time at $500 billion per year, while after 2001 the
criminal and terrorist global economies were estimated
to be about $1.5 trillion."! These are big numbers, and
the main problem with them is that their accuracy
depends critically upon too many assumptions that
enter the calculations. Making accurate estimates
at the micro-level (i.e., within a single nation such
as Iraq) while focusing on a specific set of criminal
activities such as kidnapping should therefore be
somewhat easier. Yet, even at this level there are many
imponderables and uncertainties. It is not clear, for
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example, how many Iraqgis are kidnapped each day,
and the figures that have emerged are crude estimates
at best. The bigger danger, however, is the tendency
to overestimate the monetary proceeds of kidnapping
activity. At the same time, there is also a danger that
the profits from kidnapping of foreigners in Iraq will
be underestimated since governments, very naturally,
are anxious to hide any ransom payments they might
make. It is also extremely difficult to determine what
percentage of the final figures is purely criminal
proceeds as opposed to funding for insurgency and
terror in Iraq.

Against this background, the most that can be
done is to establish the assumptions on which any
estimate is based, and where possible to offer a range
of possibilities within which the bottom line might
fall and then suggest why one option might be more
compelling than others. The initial figure for Iraq
kidnappings in 2004 of 10 a day (approximately 3,600
a year) is likely to be a considerable underestimate
given the degree of chaos, the lack of reporting, and
the failure of the occupation forces to recognize what
a pervasive phenomenon kidnapping had become.
To suggest that the average for the 5 years since the
United States moved into Iraq is 20 per day is not
inappropriate, given that U.S. estimates suggest that
by March 2006 it was up to between 30 and 40 per day,
with an average ransom payment of $20,000 to $30,000
per victim.

Realizing that not all kidnappings resulted in
successful ransoms, we reach a reasonable estimate
of about 6,000 victims ransomed each year. With a
low average of $15,000 per ransom, the profits from
domestic kidnapping (a business with minimal or
no investment costs) were at least $90 million. But if
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we take the high figure for 2006 of 40 a day (that is,
14,000 hostages during the year) and the high figure
for ransoms of $30,000 at the height of the kidnapping
epidemic, the proceeds could have reached as high as
$420 million in 1 year. We may conclude, therefore,
that the domestic kidnapping business (as opposed to
the kidnapping of foreigners) brought criminals and
insurgents somewhere between $100 million and $150
million per year. How this money was divided between
kidnapping gangs looking for self-serving cash and
insurgent and jihadi groups looking for funding for
their causes must remain uncertain.

One of the attractions of the kidnapping of Iraqis
was that it provided a steady flow of criminal proceeds.
The kidnapping of foreigners, in contrast, was far less
reliable but brought in spectacular profits in some
cases and little or nothing in others. Once again there
is a large area of uncertainty. Most governments
deny having paid anything to ransom their nationals.
Yet this is partly because to do otherwise would
be irresponsible. As one foreign diplomat in Iraq
acknowledged: “In theory we stand together in not
rewarding kidnappers, but in practice it seems some
administrations have parted with cash and so it p