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I N T R O D U C T I O N  

In September 2008, Mohamed ElBaradei, former director general of the International Atomic Energy 
Agency (IAEA), described nuclear terrorism as the number one threat to world security.1 Before then, El-
Baradei had repeatedly pointed out that terrorist organizations are seeking nuclear materials. “If they get it, 
they will use it,” he warned in 2006. Since then, the IAEA has released data from its Illicit Trafficking Data-
base, which confirmed at least fifteen cases of nuclear trafficking in 2008 alone—a statistic that might 
represent only the tip of the iceberg.2 The release of this information coincided with the official launch of 
nuclear energy programs in countries where governance is patchy, regulation is weak, and terrorists are 
known to operate.3  

The release of IAEA data also followed reports that blueprints for nuclear weapons may have been 
available on the black market; armed gunmen had broken into South Africa’s nuclear reactor at Pelindaba; 
and Taliban suicide bombers had attacked a facility that was producing components for Pakistan’s nuclear 
weapons program.4 More recently, news that illegal arms shipments have been intercepted in Southeast 
Asia and the Persian Gulf en route to Iran (and reportedly to terrorist groups in the Levant), have raised 
fears that future hauls could include nuclear materials.5 ElBaradei’s stark warnings and the international 
events that surrounded them have had a significant impact on the international community.  

In April 2009, President Barack Obama identified nuclear terrorism as the gravest threat to the United 
States and called for stringent international efforts to break the nuclear black market.6 In the same speech, 
he laid out a plan to improve nuclear security, which included convening a nuclear security summit in 
Washington, DC, in April 2010. Evidence that his speech did not fall on deaf ears abounds in the interna-
tional press, but perhaps the strongest evidence that his nuclear security agenda is being taken seriously can 
be found in UN Resolution 1887, which was unanimously adopted by the Security Council in September 
2009. The resolution expresses grave concerns about the threat of nuclear terrorism, recognizes the need 
for all states to prevent terrorists from obtaining nuclear resources, and calls upon states to secure all vul-
nerable nuclear materials within four years.7 

Debates in the main decision-making bodies in Vienna and New York reveal strong resistance to such 
measures. Too many states are unwilling to transfer power from the national to the international level be-
cause they are wary of new and burdensome obligations (especially when these are imposed by interna-
tional bodies that they consider to be dominated by Western security agendas). As a result, the nuclear se-
curity instruments that have been developed rely on voluntary buy-in from states and lack mechanisms for 
compliance and verification. The mandates of international oversight bodies remain similarly weak.   

A long-term strategy for dealing with this weakness in the evolving nuclear security regime is urgently 
needed. The strategy will hinge on the time-consuming but essential task of forging consensus to prioritize 
and coordinate international efforts to prevent what Graham Allison has called “the ultimate preventable 
catastrophe”—a nuclear terrorist attack.8 Where direct efforts to promote nuclear security via multilateral 
institutions are delayed or blocked due to a perceived lack of legitimacy, competing priorities, and ideologi-
cal divisions, states and international organizations should continue to improve bilateral and plurilateral9 
initiatives—and, where necessary, develop indirect strategies to secure high-risk materials. The United 
States has a crucial role to play in coordinating these near-term strategies, and in promoting international 
consensus on the need to strengthen the international bodies tasked with overseeing the nuclear terrorism 
regime as a whole.   
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T H E  E V O L V I N G  N U C L E A R  S E C U R I T Y  R E G I M E   

The IAEA defines “nuclear security” as the prevention and detection of (and response to) theft, sabotage, 
unauthorized access, and illegal transfer of or other malicious acts involving nuclear materials and other 
radioactive substances. The meaning of the term has evolved since 1945, when it was first used to describe 
efforts made by Cold War adversaries to ensure the arms race would not end in accidental nuclear disaster. 
Since the fall of the Soviet Union in the early 1990s, much has been done to address the challenges of se-
curing vulnerable fissile materials across the globe from thieves and smugglers. More than any other event, 
the terrorist attacks of September 11, 2001, highlighted the devastation that could be inflicted if nuclear 
materials were involved in an attack. Since then, the term “nuclear security” has become more closely asso-
ciated with the prevention of nuclear terrorism. 

Aware of these dangers, countries in the West have supported bilateral, plurilateral, and international 
activities to secure loose nuclear materials. However, these activities have been uneven, leading Kenneth N. 
Luongo to note in a recent Stanley Foundation report: “Significant challenges not only persist but also con-
tinue to spread.”10  

The critical challenge facing the international community is how to set effective global nuclear security 
standards and ensure that they are implemented. At present, there are serious weaknesses in the evolving 
regime. At the international level, there are flaws in the instruments that have been developed to address 
nuclear terrorism threats; at the national and regional levels, implementation of nuclear security measures 
is inconsistent. Despite all the talk of action, too often it does not translate into concrete measures.  

I M P O R T A N T  M U L T I L A T E R A L  N U C L E A R  S E C U R I T Y  I N S T R U M E N T S  

Six important multilateral instruments underpin the emerging nuclear security regime. They include: 
 
1. UN Security Council Resolution 1373; 
2. UN Security Council Resolution 1540; 
3. the International Convention for the Suppression of Acts of Nuclear Terrorism (known as the Nuclear 

Terrorism Convention);  
4. the Convention on the Physical Protection of Nuclear Material (CPPNM) and its amendment;  
5. the Physical Protection of Nuclear Material and Nuclear Facilities INFCIRC/225/Rev.4 (IN-

FCIRC/225); and  
6. the IAEA Code of Conduct on the Safety and Security of Radioactive Sources (known as the Code of 

Conduct). 
 

These six legal instruments share three common flaws: unclear obligations, many of which are voluntary 
and are not legally binding; insufficient monitoring of implementation; and poor use of existing multilater-
al tools. 

UN Security Council Resolution 1373  

UNSC Resolution 1373, adopted in 2001, calls for all states to become parties to the relevant international 
conventions and protocols relating to terrorism—of which the CPPNM is one—as soon as possible. The 



3 

 

resolution obliges states to criminalize assistance to terrorist activities, deny financial support and safe ha-
ven to terrorists, and exchange information for the prevention and prosecution of criminal acts. It also em-
phasizes the need to strengthen a global response to the challenge of illicit trafficking.11 Resolution 1373 is 
not focused on weapons of mass destruction (WMD) per se, but as Elizabeth Turpen notes: “WMD was 
already on the minds of the resolution’s drafters. Two paragraphs of the resolution—3 and 4—specifically 
address terrorist possession of WMD-related materials and trafficking in such materials.”12 

UN Security Council Resolution 1540 

UN Security Council resolutions 1373 and 1540 are the only universally binding instruments that impose 
nuclear security obligations on all states. Resolution 1540 goes further than its predecessor, in that it exclu-
sively addresses WMD security commitments, setting these out in a series of provisions. Under the resolu-
tion, adopted in 2004, all states are required to adopt and enforce “appropriate effective measures” to pro-
hibit any nonstate actor from manufacturing, acquiring, possessing, developing, transferring, or using nuc-
lear weapons, and to establish domestic controls to prevent their proliferation. That includes implementing 
accountancy and control measures; physical protection measures; border controls; measures to detect, de-
ter, and combat illicit trafficking; and import and export controls.13  

Resolution 1540 is the most important pillar of the evolving nuclear security regime, but its implemen-
tation has been slow and patchy. During the 2009 Comprehensive Review of the Status of Implementation 
of Resolution 1540, the Expert Group revealed particularly low levels of implementation in certain areas, 
especially in the physical protection of nuclear materials, in measures for border and export controls of 
nuclear-related materials, and in all aspects of state enforcement of national controls.14  

A number of factors are hindering the implementation of Resolution 1540. Some hinge on the reserva-
tions of some states over the legitimacy of the Security Council imposing mandatory obligations on all 
states.15 Others are due to state capacity problems and competing priorities. And still others are due to the 
weak mandate of the 1540 Committee, which does not have the resources or the authority to undertake an 
effective oversight role.16 The last factor stems in part from the way the resolution was passed—after Osa-
ma bin Laden said al-Qaeda had “a duty” to acquire nuclear weapons, the Security Council hastily pushed 
the resolution through (omitting vital verification and enforcement provisions in the process).17 From the 
onset, the hurried resolution triggered resentment among some UN member states, which questioned the 
Security Council’s decision to circumvent the traditional UN–treaty-making process and considered the 
resolution part of the U.S.-led counterterrorism agenda.18  

The Nuclear Terrorism Convention 

The Nuclear Terrorism Convention was adopted in 2005 under the auspices of the United Nations. It de-
tails offenses relating to unlawful possession and use of radioactive materials, and the use or damage of 
nuclear facilities. The convention requires parties to criminalize these offenses and to physically protect 
nuclear and radiological materials as recommended by the IAEA. In addition to these obligations, the con-
vention is significant because it requires states to cooperate with one another and with the IAEA in their 
efforts to prevent, detect, and respond to nuclear and radiological terrorism threats. The convention thus 
plays an important role in establishing nuclear security as an international norm and in legitimizing UN 
and IAEA authority in shaping and overseeing the nuclear security regime. The adoption and activation of 
this long-awaited (and highly contested) instrument signaled a turning point in the evolution of the global 
nuclear security regime. 
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But the Nuclear Terrorism Convention is not without its problems. Nearly five years have passed since 
the convention was adopted and three years since it entered into force; yet, it has only sixty-five parties. 
Important states that have not signed include Indonesia, Iran, Iraq, Myanmar, North Korea, Pakistan, and 
Vietnam. Moreover, of the nuclear weapon states, only Russia and the United Kingdom have currently rati-
fied it, which sends the wrong message to the international community. U.S. ratification has been delayed 
due to concerns over the information-sharing provisions and the legal restrictions that the convention 
could place on military strikes on foreign nuclear facilities, but the Senate has now consented to ratify the 
treaty.19 

The CPPNM and Amendment 

The Convention on the Physical Protection of Nuclear Material is the only international legally binding 
agreement on the physical protection of nuclear materials used for peaceful purposes.20 The CPPNM pro-
vides requirements for protection during international transport and establishes a framework for coopera-
tion in the protection, recovery, and return of stolen materials. The convention also lists offenses that states 
should make punishable, and for which extradition should be accommodated. Under the CPPNM, IAEA 
member states are only required to implement measures deemed necessary in accordance with their na-
tional security requirements.21 As of February 2010, the convention had 142 parties. It has not, however, 
been signed by important states that have nuclear research facilities and nuclear energy plans (such as 
Thailand and Vietnam), or—more significantly—by others that have suspected or confirmed nuclear wea-
pons programs (such as Iran and North Korea).  

The amendment to the CPPNM was passed in 2005 but will only enter into force after two-thirds of the 
current 134 parties to the CPPNM ratify it. The amendment will facilitate cooperation to recover nuclear 
materials, prevent (or mitigate) the consequences of radiological sabotage, establish new norms for the 
physical protection of nuclear materials, and encourage parties to criminalize offenses in their domestic 
law. It will also significantly extend the IAEA nuclear security mandate by conferring additional functions 
on the agency.  

But experts cite inherent problems in the CPPNM and its amendment.22 First, the physical protection 
measures mandated are unclear, and that ambiguous language could be used as an easy out for states that 
do not wish to prioritize nuclear security.23 Second, the CPPNM and its amendment allow states to eva-
luate their own nuclear security, so other states or organizations (such as the IAEA) cannot reasonably de-
mand that a member state strengthen its physical security. Third, neither the CPPNM nor the amendment 
requires periodic reporting to an international organization, or specifies peer reviews of an individual 
country’s physical protection measures.24 Fourth, some member states lack the financial means to ensure 
the physical security of their nuclear materials (such as developing countries that house research reactors 
fueled by highly enriched uranium). 

The Physical Protection of Nuclear Material and Nuclear Facilities 

The Physical Protection of Nuclear Material and Nuclear Facilities (INFCIRC/225) is a set of recommenda-
tions to establish effective physical protection measures. It is the closest thing the international community 
has to a set of guiding principles for securing loose nuclear materials and preventing nuclear terrorism. IN-
FCIRC/225 provides best practices from which countries can begin to develop their nuclear security sys-
tems. It originated from an IAEA document published in 1972; since then it has been revised four times. 
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INFCIRC/225/Rev.4 covers the physical protection of both peaceful and military nuclear materials in use, 
storage, and transport, whether domestic or international.25 

INFCIRC/225/Rev.4 is deficient on a number of levels. First, the recommendations are nonbinding on-
ly, meaning states have no obligation to implement them. States can therefore use these guidelines as a 
whole, in part, or not at all. Second, a number of measures that would have strengthened physical protec-
tion were weakened or dropped to get the revisions passed. As a diplomat noted recently, these guidelines 
are the lowest common denominator in accepted rules for physical protection (and most are not strong 
enough to ward off any potential thief or attacker).26 Of course, a state may seek assistance from the IAEA 
to clarify these recommendations and apply them to its particular security environment. Nonetheless, some 
experts are unhappy that appropriate security measures are not more clearly defined at the outset and that 
the bar is not set at a universally high level. 

Code of Conduct on the Safety and Security of Radioactive Sources  

The Code of Conduct is a nonbinding, international legal instrument that provides guidelines and sets 
standards for the control of civilian radioactive sources that may pose a safety and/or a security risk. It was 
originally developed by the IAEA Secretariat in the late 1990s—at the request of the Group of Eight 
(G8)—and was reviewed, revised, and strengthened following the terrorist attacks of 9/11. The text of the 
revised code was approved by the IAEA Board of Governors in September 2003 and “welcomed” by the 
general conference (although the nonbinding nature of the instrument was stressed). Subsequently, the 
IAEA Secretariat developed practical guidance on how to comply with the code, which it published in 
March 2005. It also set up a formal process of information exchange, which is intended to help the agency 
evaluate progress in implementation. 

Since the code was published in January 2004, most states27 have pledged their political commitment to 
it (some of the notable exceptions being Egypt, Iran, Malaysia, Myanmar, North Korea, Saudi Arabia, and 
Singapore). But few have completed the self-assessment questionnaire, which is intended to help the IAEA 
evaluate implementation of the guidelines.28 The status of national implementation is therefore difficult to 
gauge, although most of the indicators suggest that political commitment has been slow to translate into 
concrete action. Important states that have not been engaging fully in the process of information exchange 
over their use and control of radioactive sources include Argentina, Israel, Japan, Pakistan, Ukraine, and 
many countries in the European Union. In addition, China—alone among the nuclear weapon states—has 
not submitted a completed questionnaire to the IAEA. 

R E G I M E  O V E R S I G H T  A N D  A S S I S T A N C E  I N I T I A T I V E S  

A number of international bodies and initiatives are engaged in overseeing and strengthening the nuclear 
security regime. But their work is hampered by unclear and limited mandates, inconsistent support, and a 
lack of consensus on whether nuclear security should be an international priority.  

The two main multilateral bodies involved in this work are: the IAEA, which has a long-established and 
expanding nuclear security program that runs parallel to its safeguards, safety, and nuclear technology out-
reach, and the 1540 Committee, which reports to the UN Security Council and oversees implementation 
of Resolution 1540. Although both bodies have the potential to play strong oversight roles, their authority, 
mandates, and resources are limited, leaving serious gaps in the regime. Numerous bilateral and plurilateral 
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initiatives have been launched to fill these gaps (with some success), but they lack the comprehensive reach 
and perceived legitimacy of multilateral organizations that exist under the UN framework.  

Multilateral Oversight 

IAEA Nuclear Security Program 
The IAEA provides guidance and assistance to states on a wide range of nuclear security measures to im-
prove the physical protection of nuclear and other radioactive materials. The IAEA has undertaken efforts 
to coordinate and expand these activities, which the IAEA Department of Nuclear Safety and Security 
brought under the umbrella of a nuclear security program in 2002.29 Specific services provided under this 
program include missions to reduce inventories of high-risk materials (including highly enriched uranium) 
and to improve state capabilities in the following areas: implementing the guidelines set out in IN-
FCIRC/225/Rev.4; preventing, detecting, and responding to nuclear and radiological terrorism, illicit traf-
ficking, and nuclear and radiological emergencies; promoting nuclear security at major public events; and 
human resources for every area of nuclear security training.  

There are some significant strengths in the IAEA Nuclear Security Program. On the one hand, it is well 
established and—for the most part—well respected by member states. The program is supported by in-
house scientists and laboratories, and it is assisted by member states in its goal of securing vulnerable mate-
rials around the world. Some member states, for example, have provided extra-budgetary funding and con-
tributed experts and training.  

On the other hand, the work conducted under the IAEA nuclear security program suffers from a num-
ber of difficulties. Most problems stem from the agency’s lack of authority to assess or verify the nuclear 
security efforts of member states, the reluctance of states to grant it that authority, and the unwillingness of 
the IAEA Secretariat to promote or lobby for an expanded mandate. These handicaps have anchored the 
agency to its traditional assistance role—it may intervene only at the request of the state in question, and it 
may assess (and in some cases, implement) nuclear security measures only when invited to do so. 

1540 Committee and Expert Group 
The 1540 Committee was established to identify operational best practices and disseminate the expe-
riences of states working to implement Resolution 1540. But the committee’s role is severely restricted 
because it lacks the mandate to evaluate assistance needs and compliance. A logical role for the committee 
would be to match requests for support with offers from donor states, and yet this important task is not 
undertaken by the committee beyond keeping a record of requesting states and offers of assistance. The 
reasons are partly political—some states suspect the assistance clause in Resolution 1540 is a Western tool 
to dominate the global security agenda.30 To some extent, the Expert Group (eight handpicked nuclear se-
curity experts who advise the committee) tries to compensate for this weakness by helping gauge com-
pliance and assistance through research and consultations it undertakes for the committee. However, de-
bates in the UN Security Council show that some states—including Russia and China—are wary of the 
1540 experts too, and are keen to prevent any expansion of their role.31 

Plurilateral Initiatives  

Global Partnership 
At the Kananaskis Summit in 2002, members of the G8 launched the G8 Global Partnership Against the 
Spread of Weapons and Materials of Mass Destruction. Under the Global Partnership, leaders of the G8 
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countries committed to prevent terrorists (or those who would harbor them) from acquiring or developing 
WMD and related materials, equipment, and technology. The partnership is essentially an assistance pro-
gram to help countries—starting with Russia—address nonproliferation, disarmament, counterterrorism, 
and nuclear safety issues.32 Although the partnership started with G8 donors, contributions have gone well 
beyond those countries. The goal is to generate an additional $1 billion per year from international donors, 
beyond U.S. contributions.33 These funds are directed toward nuclear safety, dismantlement of Russian 
nuclear submarines, and the destruction of nonnuclear WMD stockpiles.34  

Recently, there has been debate among security experts over the wisdom of expanding the partnership’s 
mandate beyond the original focus on the former Soviet Union. Some believe that will shift the emphasis 
from the urgent role of securing fissile materials to the more protracted, long-term goal of building legal 
infrastructure for nuclear security.35 The concern is that this expanded mandate could dilute the partner-
ship’s important work, weighing it down with many of the same political divisions that hamper the IAEA 
Nuclear Security Program. One of the strengths of the Global Partnership has been its issue-specific re-
gional focus, which has allowed it to make major, concrete contributions to global nuclear security. 

Global Initiative to Combat Nuclear Terrorism (GICNT) 
In 2006, the United States and Russia created the Global Initiative to Combat Nuclear Terrorism 
(GICNT). In their joint statement, they called upon like-minded nations to expand and accelerate efforts to 
combat nuclear terrorism. Through their participation in the GICNT, countries voluntarily reinforce in-
ternational cooperation in combating this threat.36 The GICNT is intended to plug gaps in the existing 
nonproliferation and counterterrorism architecture—especially those created by the fact that the CPPNM 
amendment is not yet in force. Its emphasis is on securing civilian rather than military nuclear facilities, 
specifically on preventing terrorists from attacking nuclear reactors and nuclear power stations. For this 
reason, it draws its participants from both public and private sectors and tries to create partnerships be-
tween them. 

The GICNT appears to be most effective at sharing expertise for capacity building. According to the 
GICNT chair’s statement in June 2009, GICNT partners, “have conducted over thirty Global Initiative 
workshops, conferences, and exercises aimed to build capacity to prevent, detect, and respond to acts of 
nuclear terrorism.”37 In 2009, the partners also committed to increase their cooperation by developing and 
improving accounting, control, and physical protection systems for nuclear and other radioactive materials; 
enhancing security of civilian nuclear facilities; and strengthening operational detection and forensics ca-
pabilities. 

Although the GICNT is a relatively new initiative, certain challenges are becoming apparent. The 
development and use of nuclear detection technologies, for example, has been an important focus of recent 
GICNT meetings. But the challenge facing GICNT partners is to coordinate and harmonize their nuclear 
forensics activities, including in the areas of research, development, and individual state-led projects. That 
presents the initiative with significant difficulties, as its membership has rapidly expanded from its original 
thirteen members to its current membership of seventy-six. 

Proliferation Security Initiative (PSI) 
Like the GICNT, the Proliferation Security Initiative (PSI) is a voluntary, plurilateral initiative that was 
designed to plug gaps in the multilateral WMD regime.38 However, unlike GICNT, the focus of the PSI is 
not on preventing nuclear terrorism but on promoting counterproliferation cooperation among like-
minded states, and especially on curtailing North Korea’s nuclear-related trade.  

With over ninety members, the PSI could become an important part of the nuclear security regime if it is 
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used to intercept cargoes that are suspected of being destined for terrorist organizations. However, many 
states (including China) resist joining the initiative due to concerns over the legality of U.S.-led interdiction 
activities that operate outside the UN framework. Other states are reluctant to join officially because they 
view it as an unwelcome component of U.S. strategic dominance. Finally, some states are wary of steps that 
could be construed in Beijing as a political decision to strategically align with the United States against 
China.   

World Institute for Nuclear Security  
The World Institute for Nuclear Security (WINS) was launched in 2008 in Vienna to help secure nuclear 
and radioactive materials and facilities worldwide. Its goal is not to set regulatory standards, act politically, 
speak on behalf of the nuclear industry, or promote or discourage any part of the nuclear fuel cycle. Rather, 
it aims to provide an international forum for nuclear security professionals to meet, discuss, and decide 
how to implement best practices.39  

WINS is especially focused on ensuring that nuclear operating organizations take proper responsibility 
for security at all levels, and it encourages boards of governors to embrace nuclear security as an issue of 
corporate governance. Whether it will succeed in this goal depends to a large extent on how it is viewed by 
industry, and on whether the organization can build a sense of urgency around the need to create a nuclear 
security culture in the private sector. It is still too early to judge how successful this venture will be. It would 
be interesting to gauge how it is perceived by developing states, given that the organization was launched 
by Western states and is primarily staffed by Westerners. But WINS is clearly attempting to fill the impor-
tant private sector gap in the nuclear security regime. 

Bilateral Initiatives 

U.S. Nuclear Security Assistance  
Although U.S. participation in international nuclear security programs started before the 1990s, it was the 
demise of the Soviet Union that brought the threat of loose nuclear materials and expertise to the forefront. 
Current U.S. nuclear security efforts include programs managed by the departments of Energy, Defense, 
and State. In 1991, Congress initiated the Cooperative Threat Reduction (CTR) program to reduce U.S. 
vulnerability to WMD from the former Soviet Union. Often referred to as the Nunn-Lugar program, this 
congressional effort gave the Defense Department the authority and funding for the CTR program. 
Through the CTR program, the Defense Department provided assistance to the eligible states of the for-
mer Soviet Union to promote denuclearization and demilitarization. The CTR program has also been a 
major engine behind the launch of broader plurilateral nuclear security initiatives, including the G8 Global 
Partnership, GICNT, and WINS.  

As a leader in these initiatives, the United States has become the most important force in shaping the 
norms of the emerging nuclear security regime. Most states appreciate this as a major contribution to glob-
al security. But others resent it, especially in the global South, where a number of developing states regard 
U.S. nuclear security leadership as part of the unpopular war on terrorism or view it as a form of technolo-
gy denial. These attitudes help explain why U.S. offers of capacity-building assistance are not accepted by 
some countries that need it most, such as Indonesia, Malaysia, Pakistan, and South Africa. It also helps ex-
plain why, despite the assistance clause in Resolution 1540, the potential synergies between well-funded, 
state-led nuclear security outreach programs and multilateral initiatives are underexploited.  

This situation is unlikely to change unless the United States alters the perceptions of pivotal developing 
states regarding the motives that drive its bilateral and plurilateral nuclear security initiatives. Such steps 



9 

 

include more effective information sharing; expanded international debate over nuclear security risks and 
how to overcome them; and consistent demonstration of U.S. commitment to multilateral nuclear security 
instruments and the WMD regimes in general. The ideal vehicles for these diplomatic efforts are interna-
tional forums, such as the April 2010 Nuclear Security Summit in Washington, DC, and the May 2010 
Nuclear Nonproliferation Treaty (NPT) Review Conference in New York. 

European Union (EU) Assistance 
Like the United States, the European Union is taking a leadership role in the provision of bilateral assis-
tance. Following the breakup of the Soviet Union, the European Union created the Technical Assistance to 
the Commonwealth of Independent States (TACIS) program to address nuclear safety and security prob-
lems associated with that breakup. With regard to nuclear security, TACIS activities have mainly focused 
on analytical capabilities for characterizing nuclear materials intercepted from illicit trafficking.40  

Two thematic institutes in the EU Joint Research Center (JRC) deal with safeguards and nuclear securi-
ty. First, the Institute for the Protection and Security of the Citizen (IPSC) has expertise in containment, 
surveillance, process monitoring, near-real-time accountancy (which provides updates of nuclear material 
balances), and nuclear material accountancy and control (including technologies such as mass and volume 
measurements). Nuclear material accountancy comprises recording and reporting of stockpile weapons, 
components, and nuclear materials.  

Second, the Institute for Transuranium Elements (ITU) plays a significant role in detecting illicit traf-
ficking, and its expertise lies in the areas of radiometrical measurements techniques, material science, par-
ticle analysis, fuel cycle materials, and corresponding training. Since the 1990s, the JRC has used these and 
other institutes to develop a nuclear security strategy known as the Model Action Plan (working with the 
IAEA and Interpol), which aims to create a coherent and integrated approach to address illicit trafficking of 
nuclear weapons and materials through prevention, detection, and response.  

In addition to the programs outlined above, the European Union has other programs to address the ca-
pacity challenges associated with implementing the nuclear security obligations set out in Resolution 1540. 
As part of its proactive agenda, the European Union has supported the 1540 Committee and UN Office of 
Disarmament Affairs in their outreach activities in regions where 1540 implementation is low. At times, 
this outreach has been well targeted and effective; at others it has been less so, undermined by a lack of sen-
sitivity to the particular needs, concerns, and capabilities of developing states.41 

Other Bilateral Assistance Programs 
The United States and European Union may lead the field in their bilateral assistance programs and in their 
support for plurilateral and multilateral nuclear security initiatives, but other states are also playing impor-
tant roles, albeit more quietly. All are Western states. They share the sense of urgency around nuclear and 
radiological terrorism prevention, and many of their activities have provided crucial capacity-building as-
sistance. One example is New Zealand’s Pacific Security Fund, which has supplied equipment and training 
to help Pacific Island countries implement their UN Resolution1540 obligations. An advantage of this pro-
gram is that it is provided by a state that is familiar with the region, trusted by most regional actors, and 
considered relatively independent of external influence. One of its disadvantages is that its funding and re-
sources are limited and thus its opportunities to strengthen the nuclear security regime are not fully ex-
ploited.42  
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S U M M A R Y :  C U R R E N T  W E A K N E S S E S  I N  T H E  R E G I M E  

However comprehensive its tools, instruments, and institutions, the global nuclear security regime is fun-
damentally weak because implementation lies with individual states.  

Each year, more tools are added, more institutions created, and more initiatives launched at the bilateral, 
plurilateral, and multilateral levels. Bit by bit, the major gaps in the regime are being filled by states and or-
ganizations that regard nuclear security as a priority. The launch of WINS in 2008 is a good example of 
how, when a serious gap is identified (in this case, the need to engage the private sector in global nuclear 
security efforts), motivated states and individuals with the vision and the necessary expertise will come 
forward to try to close it.  

The problem, however, is that effective nuclear security depends on buy-in from all states. Most states 
accept this and are willing to address threats to the nuclear materials in use and transport on their territo-
ries. But other states—especially those in the developing world—do not regard it as a priority. They either 
consider it an unnecessary burden or, in extreme cases, part of a wider, unethical, Western-led security 
agenda that is reinforcing the North-South divide. These differences in perspective help explain why the 
regime lacks legally binding requirements for maintaining high levels of security, and operates without a 
multinational authority to evaluate the effectiveness of physical protection measures in each state.43  

S T R E N G T H E N I N G  T H E  N U C L E A R  S E C U R I T Y  R E G I M E  

Any regime is only as strong as its weakest link. There are too many weak links in the current nuclear secu-
rity regime to be confident that it can deal effectively with the threat of nuclear and radiological terrorism. 
That problem is widely recognized by the international community, and it has led to a number of national 
and international studies that have explored strategies for strengthening the regime. Most of these com-
prise “wish lists” because the analysis does not consider the reasons the regime has evolved in the way it has 
(that is, without verification and enforcement mechanisms). Thus, they fail to address the political ob-
stacles that stand in the way of change.  

Given the resistance to obligations that impinge on national sovereignty and the lack of an international 
consensus on the need to prioritize nuclear security, the regime relies heavily on a process of voluntary up-
take and consultation. The many international bodies that oversee the regime’s legal instruments have to 
coax states to cooperate and tread carefully around political sensitivities, for fear of undermining the 
goodwill on which implementation depends. 

What Is Needed: The Wish List 

Experts at international organizations, governments, nongovernmental organizations (NGOs), think 
tanks, and academic institutions around the world have generated a wish list of ideas for increasing nuclear 
security. Many of these proposals—or at least their seeds—were sown by Matthew Bunn and George Bunn 
before the terrorist attacks of 9/11 took place.44 The fact that so many of the proposals are still a distant 
dream in 2010, nearly ten years after much of the world woke up to the horrors posed by terrorism, speaks 
volumes about the practical and political hurdles that stand in the way of implementation. 
 
1. The IAEA as the Ultimate Nuclear Security Authority  

 



11 

 

Number one on the wish list will be the most difficult to achieve. The ideal scenario is that states would give 
an international body (preferably the IAEA) the authority to define, review, and monitor national nuclear 
security standards and to evaluate compliance.45 That would require states to negotiate—under the guid-
ance of the IAEA—binding agreements that set those standards, giving the IAEA a precise mandate to eva-
luate whether the standards are being met. The IAEA has worked to define standards over many years, but 
they are currently used as guidance rather than legal requirements.  

The standards set by the IAEA during this process would clarify the “appropriate effective” steps set out 
in Resolution 1540 and solidify commitments outlined in the CPPNM, its amendment, INFCIRC/225, and 
the Code of Conduct. Most importantly, it would establish the minimum threat against which all nuclear 
and radiological materials need to be defended. Once these standards are set, the IAEA would monitor 
compliance, becoming the verification body for all major nuclear security instruments, including Resolu-
tion 1540. The IAEA would conduct regular reviews of nuclear security measures and report any cases of 
noncompliance to the IAEA Board of Governors. If a state, having been warned of its noncompliance un-
der any of the binding agreements and given a deadline to rectify the situation, failed to do so, the matter 
would be reported to the UN Security Council for further action.  
 
2. National and Regional Cooperation 
 
Number two on the wish list comprises urgent steps that states and regional organizations can take to re-
duce vulnerability to nuclear terrorism through their own national and regional efforts. That includes re-
ducing the number of nuclear weapons; cutting stockpiles of highly enriched uranium and weapons-usable 
plutonium down to minimum levels (with the long-term goal of elimination); transitioning research reac-
tors that are fueled by highly enriched uranium to low-enriched uranium or shutting them down; repatriat-
ing highly enriched uranium to secure locations; and phasing out the civil use of highly enriched uranium 
altogether. 

It also includes urgent measures to secure the most dangerous radiological sources worldwide, ensuring 
that these materials—which could be used in a dirty bomb—cannot be acquired for malicious purposes. 
That step requires prioritizing nuclear security; signing, ratifying, implementing, and enforcing all of the 
current nuclear and radiological security instruments; and engaging in the highest levels of international 
cooperation to identify threats, foil terrorist plots, and prevent nuclear smuggling. Confidence building 
would be an important part of this dynamic—states would be as transparent as possible with one another 
and with regional and international bodies in their disclosure of their nuclear security arrangements. Such 
an approach would encourage states to regularly update their security systems as the threat environment 
changes, boosting confidence in the regime. Greater transparency would also facilitate the crucial task of 
identifying weak links in the chain, which is currently difficult to do because of a lack of information. 

To facilitate this process, states and regional organizations would set up national and regional centers, 
which would coordinate nuclear security efforts and serve as a common point of contact for the IAEA and 
WINS.46 These centers, which would be funded by states and by the private sector, would run workshops 
and training programs for government officials, nuclear operators, and managers; establish nuclear securi-
ty research programs in collaboration with international and national tertiary institutions; host nuclear se-
curity databases and reference materials; and arrange nuclear security symposiums. Through this interna-
tional network of centers, the public and private sectors could engage in information sharing and help edu-
cate a new generation that is well informed and forward thinking on nuclear security issues. 
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3. Private Sector and Civil Society Responsibility 
 
Number three on the wish list deals specifically with steps that the private sector and civil society could take 
to strengthen nuclear security arrangements. If the nuclear industry and civil society were fully engaged, the 
international community could be much more confident that standards set by international bodies and im-
plemented by governments ensured nuclear security.  

In the ideal scenario, the nuclear industry in every country would take urgent steps to create a strong 
nuclear security culture among regulators and private sector operators, under the guidance of the IAEA 
and WINS.47 All nuclear organizations would accept that nuclear security is a responsibility that has to be 
taken seriously at all levels, from the boardroom to the factory floor. Guidelines on best practices (devel-
oped by the IAEA and WINS) would be adopted and regularly reviewed by senior managers and boards of 
directors, who would work with national and international bodies (including intelligence agencies) to iden-
tify potential threats to their operations and implement Design Basis Threat (DBT) assessments—a me-
thodology developed by IAEA experts to help states and private sector managers and operators assess the 
potential insider and external threats that need to be taken into account when designing physical protection 
systems for specific nuclear materials and facilities.48  Lessons on how to build this security culture would 
be drawn from the efforts of the nuclear industry to establish a stronger safety culture following the nuc-
lear accident at Chernobyl.   

O B S T A C L E S  T O  S T R E N G T H E N I N G  T H E  R E G I M E  

Practical Difficulties 

There are obvious practical hurdles that stand in the way of converting these proposals from dream to real-
ity. One of the biggest is funding. The investment required to expand the nuclear security regime to the ex-
tent that is envisaged would be huge, and it is clear that the international bodies involved in oversight are 
already financially overstretched. Most of the current IAEA nuclear security budget comes from voluntary 
funding,49 and although the IAEA General Conference did approve a small budget in 2009, it will still need 
voluntary supplements to pay for the planned work. The amount pledged often differs from the amount 
that is actually received, making planning difficult. And donors place limitations on how voluntary funds 
are used, creating practical difficulties in nuclear security plan activities.  

Other obstacles exist too, from limited human resources to technological deficiencies. But perhaps the 
most important question is this: Would the international community provide the political support for the 
type of expansion of the nuclear security regime that would be required to make it effective? Much depends 
on whether states are willing to invest the necessary authority in the IAEA (or another appropriate interna-
tional body), and whether they are prepared to cede some of their sovereignty to the global level in the in-
terests of the greater good. If they are not willing to take this step, which is essential for coordination, veri-
fication, and enforcement, all the practical hurdles become irrelevant.  

Resistance to Expanding IAEA Authority 

The IAEA is the logical choice for coordinating and managing global nuclear security.  It already contri-
butes significantly to the international nuclear security regime by participating in the development and en-
hancement of the international body of instruments. Additionally, it is the only organization that regularly 
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visits member states and nuclear facilities. The agency has engineered a successful nuclear security program 
that benefits actors at the national, regional, and international levels. Moreover, within certain limits, IAEA 
nuclear security efforts are viewed as legitimate by most states because the agency has years of experience 
and an expert staff. Confidentiality practices further motivate states to participate in the Nuclear Security 
Program. Recently, IAEA nuclear security successes have prompted more national interest in its nuclear 
security assistance missions and led to more requests for advisory and evaluation services.50  

Despite these achievements, the IAEA remains handicapped. It has no standing authority to require 
states to establish nuclear security systems and assistance can be provided only upon request.51 Moreover, 
the IAEA does not have the authority to perform follow-up missions to verify the physical protection of 
nuclear materials in states.52 Although INCIRC/225/Rev.4 does require states to take all measures neces-
sary for the physical protection of nuclear materials and equipment, there are still gaps in this obligation 
and the IAEA is not authorized to require comprehensive nuclear security measures by all states.  

Of all the options available for strengthening the global nuclear security regime, expanding IAEA au-
thority would offer the most significant and immediate benefits, with the smallest practical hurdles to im-
plementation. Compared with any other body, it would be relatively easy (in practical terms) for IAEA in-
spectors to perform nuclear assessments and report their findings to the United Nations.  

The problem—which is never directly addressed in the official IAEA literature, missing from most ex-
ternal assessments of the IAEA nuclear security role, but recognized by any diplomat who has served in 
Vienna—is that IAEA members are deeply divided over the issue of priorities. Many resist efforts to ex-
pand the IAEA nuclear security mandate. That comes across strongly in committee debates, general confe-
rence and board of governors meetings, and working group discussions. Whereas most Western states are 
keen to expand the IAEA role and authority in the “3Ss” (safety, security, and safeguards), many develop-
ing states believe the IAEA is already doing enough in those areas, and that efforts to expand its role further 
undermine its core role: to assist states in the utilization of nuclear technology for peaceful purposes. Fur-
thermore, some developing states also hint at deeper concerns that Western states are using the IAEA to 
fulfill their own security agenda.53 

Divisive Diplomacy and the Legitimacy Problem  

Tensions between developed and developing states over the future of the IAEA are being exploited by 
states that believe it is in their interest to keep the agency divided. Statements by Iran at the 2009 IAEA 
General Conference show this strategy at work. Iranian vice president Ali Akbar Salehi stressed that inde-
pendence of the IAEA is being undermined “through undue interference and political pressure.”54 He went 
on to condemn a growing trend of “authoritarianism and arrogance,” which his country “courageously and 
almost single-handedly challenges.” While most states dismiss such statements and criticize Iran’s defiant 
nuclear diplomacy, there is sympathy for Iran’s position among developing states that regard standardiza-
tion of nuclear obligations and binding agreements as a constraint on development and a challenge to na-
tional sovereignty. Malaysia’s statement to the 2009 IAEA General Conference illustrates this clearly, cau-
tioning “against the disproportionate focus on perceived threats to nuclear security that could result in un-
justifiable denials [of nuclear technology].”55  

A number of developing states also sympathize with other aspects of Iran’s position. They see the U.S. 
position on nonproliferation and nuclear security as hypocritical. The fact that the United States—which 
possesses the biggest nuclear arsenal in the world—dominates the nuclear nonproliferation regime is con-
sidered illegitimate at best. States that take this view want to expand the membership of the IAEA Board of 
Governors so that Western states are less able to dictate IAEA decision-making.56  
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 The same states also want to limit IAEA nuclear security (and safeguards) mandates—an agenda that 
acts as a brake on the nuclear security regime.57 Many Western states are trying to release this brake by 
emphasizing the universal threat of nuclear terrorism, but they are failing to persuade others. As U.S. am-
bassador Gregory L. Schulte argued at an IAEA Board of Governors meeting in June 2009, some states 
“dismiss nuclear security as a special interest of a few countries,” and until that perception changes, the 
brake will remain in place.58 Opportunities for building this consensus are likely to be taken by the Obama 
administration, which is conscious of the legitimacy deficit that has been growing over the years, and has 
pledged a commitment to fulfill U.S. disarmament obligations while pursuing active nuclear nonprolifera-
tion agendas. The problem, however, is that such a consensus is going to take time to build, and the threat 
posed by nuclear terrorism is an urgent one.  

R E C O M M E N D A T I O N S :  W H A T  I S  D E S I R A B L E  A N D  P O S S I B L E ?  

Divisions in the IAEA and disagreements over its future role raise the question: What should and can be 
done to strengthen the nuclear security regime, absent an international consensus to dramatically increase 
IAEA authority?  

An alternative would be for the UN Security Council to develop a new organization based on the legal 
and administrative legitimacy of the 1540 Committee and the operational infrastructure of the IAEA. But 
this initiative would run into the same resistance that is limiting the IAEA nuclear security role. The crea-
tion of a formal, dedicated nuclear security body under the auspices of the UN Security Council would de-
pend on building the same consensus that is missing. It is therefore more realistic to treat these institution-
building initiatives as long-term goals, which would be facilitated by greater international acceptance of the 
nuclear security norm.  

In the meantime, short-term initiatives, which are less likely to be impeded by political obstacles, are al-
so needed to build that norm. These include efforts by proactive states to lead by example by going above 
and beyond expectations in their efforts to create effective national nuclear security systems; to improve 
and expand bilateral assistance and plurilateral collaboration, focusing on encouraging increased participa-
tion in these initiatives from the developing states; and to cooperate with states and international agencies 
to strengthen multilateral nuclear security instruments and bodies. 

Lead by Example Through National Implementation 

Some of the steps set out in numbers two and three on the wish list (national, regional, and private sector 
measures) are already being taken by states and organizations that are committed to strengthening the nuc-
lear security regime. But more needs to be done to demonstrate this commitment and firmly establish the 
nuclear security norm. If states that are the strongest advocates of nuclear security are transparent about 
their physical protection measures—and it is clear to all that they are going above and beyond their obliga-
tions—expectations of what constitutes appropriate behavior in the realm of nuclear security will grow 
(even if IAEA legal authority lags behind).  

Demonstration of commitment includes ratifying and implementing the major nuclear security instru-
ments (especially the CPPNM Amendment, Nuclear Terrorism Convention, INFCIRC/225/Rev.4, and the 
Code of Conduct) without delay, and reporting on steps taken under these agreements at every appropriate 
opportunity (for example, in the IAEA General Conference and Board of Governors, in the UN First 
Committee, and at NPT Review Conference and Preparatory Committee meetings). Initiatives to set up 
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national and regional nuclear security centers would also demonstrate commitment, as would good faith 
negotiations for the Fissile Material Cutoff Treaty (FMCT) and other national and bilateral efforts to re-
duce highly enriched uranium in civil use. At the substate level, annual reports by boards of directors in the 
nuclear industry on their nuclear security record would demonstrate that responsibility for establishing 
strong nuclear security systems is also being taken by the private sector. 

There are also indirect steps that states can take to strengthen the nuclear security regime. These include 
efforts to demonstrate a balanced approach to the 3Ss and to disarmament. A regime that lacks verification 
and enforcement tools relies on voluntary buy-in and goodwill, which is more likely to be forthcoming if 
states that are leading the call for stronger nuclear security measures demonstrate that they are meeting all 
of their nuclear obligations. States can help demonstrate this balanced commitment by reporting on the 
steps they have taken to fulfill their nonproliferation and disarmament obligations in appropriate interna-
tional forums, including in the May 2010 NPT Review Conference. That will weaken the arguments of 
states that claim that imbalance (and, at worst, hypocrisy and arrogance) lie at the heart of the nuclear secu-
rity regime. 

Improve and Expand Bilateral Assistance and Plurilateral Collaboration 

The United States, European Union, and other Western states already do a great deal to assist with nuclear 
security capacity building, both through bilateral assistance efforts and plurilateral initiatives. But there is 
more that could be done, and there are opportunities to make existing efforts more effective.  

For example, bilateral assistance could be improved by providing it at the appropriate technical level; by 
following through on training programs and equipment provision to ensure that it is being used correctly; 
and by investing more in nuclear forensics research, training, and assistance. States could also take steps to 
strengthen plurilateral nuclear security initiatives, including efforts to improve intelligence sharing with 
partner states to help secure vulnerabilities and counter threats. Consolidating support for the GICNT, 
Global Partnership, PSI, WINS, and other plurilateral initiatives would help in this endeavor, particularly if 
more developing states can be persuaded to join and engage in nuclear security collaboration with Western 
partners. Getting China on board with these initiatives—and encouraging it to take a leadership role on 
nuclear security capacity building in East Asia—would greatly facilitate that process.  

But engaging developing states (including China) in bilateral and plurilateral nuclear security initiatives 
is more difficult than it sounds. As Brian Finlay and Elizabeth Turpen recently noted, “Convincing [gov-
ernments in the Global South] to make greater investments in counterproliferation activities while their 
public education and health infrastructures suffer from neglect is not an easy—or even reasonable—
task.”59 Developing states have valid, legitimate concerns about the burden of mounting international secu-
rity obligations, and so the onus must be on the advanced governments of the North to take all possible 
steps to address these.  

One way they can do this is to search for synergies between nuclear security measures and national de-
velopment goals and, where possible, provide assistance that will facilitate both. The assistance clause in 
Resolution 1540 provides an opportunity for developed states to assist developing ones in strengthening 
their physical protection systems via technical, legal, and financial aid that can also contribute to civic, 
scientific, commercial, and governmental capacity building. That is beginning to happen in the Carib-
bean,60 Southeast Asia, and the South Pacific.61 But much more needs to go into ensuring that the “devel-
opment benefits” of nuclear security assistance are recognized by potential recipient states; that the evolv-
ing global nuclear security regime is not perceived to be based on technology denial. Ensuring that IAEA 
technical assistance programs continue unhindered and receive adequate funding is crucial in this respect, 
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as is the need to acknowledge and support the important role that “trusted partners” can play in bilateral 
capacity-building assistance. 

It is one thing for a developing state to accept assistance in the form of equipment and training, but it is 
another for the developing state to use that assistance effectively. To ensure that assistance efforts are not 
wasted, donor states need to do more to convince recipient states that the threat of nuclear terrorism is real 
and needs to be prioritized, and that strong nuclear security systems can facilitate (rather than impede) 
trade. Rather than simply stating that the threat exists and its consequences would be dire (the current ap-
proach of U.S. and EU officials), governments in the advanced states need to provide evidence and compel-
ling arguments that this is indeed the case. Studies, drawing as widely as possible on intelligence findings 
and on the analysis of scholars from around the world (not just the West), would greatly assist with this 
task, as would academic studies and media programs that explore the potential impact of a radiological or 
nuclear attack on a city in the developing world. 

Cooperate to Strengthen Nuclear Security Instruments and Bodies  

Proactive states, private sector representatives, international organizations, and NGOs need to support the 
IAEA’s expanding nuclear security role through information sharing, education initiatives, and where poss-
ible, generous contributions to IAEA programs. Giving the IAEA greater authority would be the best step 
toward a more secure nuclear environment, but given the political sensitivities surrounding such a move, 
the next best thing would be for international actors to boost the IAEA’s role by assisting with the imple-
mentation of the current nuclear security program and plan.  

As a part of its 2010–2013 plan, the IAEA is continuing to develop its 3Ss initiative, which aims to de-
velop a “one house” approach to the agency’s work. That would include finding synergies among the 3Ss to 
reduce costs, prevent duplication, increase efficiency, and, where possible, reduce the burden of mounting 
nonproliferation obligations.62 Other important elements of the plan that will expand the agency’s nuclear 
security role include enhancing IAEA information sharing; promoting the role of DBT assessments (and 
assisting with them); coordinating assistance requests and donations; improving IAEA monitoring of phys-
ical security measures (as required under the Nuclear Terrorism Convention); and facilitating entry into 
force of the CPPNM amendment.  

While supporting the IAEA Nuclear Security Program, states need to address the difficult issue of how 
to build consensus over expanding its authority. The fundamental question remains how to increase sup-
port for the IAEA nuclear security role—especially in the realm of monitoring and legally binding standard 
setting—among states that are resisting change. That goes to the heart of the evolving international system, 
to debates over national versus global governance, which have become mired in disagreements over human 
rights and human security and the notion of “cosmopolitan sovereignty.” Those backing more robust 
norms in the evolving nuclear security regime need to do more to understand the nature of these debates so 
they can successfully engage in consensus building. At times, they may have to adopt diplomatic strategies 
in international forums to facilitate this process (for example, by providing greater support for technical 
cooperation programs in “fence-sitter states,” those states that could be persuaded to support the expan-
sion of IAEA authority if given enough incentives and assurances).   
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C O N C L U S I O N  

As the world plans for the expansion of civil nuclear power, the task of ensuring that terrorist groups do 
not acquire nuclear and radiological materials has become even more urgent and difficult, requiring greater 
international cooperation to secure existing stocks of fissile material and deny illicit access to relevant 
equipment and expertise. The world needs a comprehensive nuclear security regime with a clear mandate, 
rigorous standards, and means for thorough implementation, verification, and enforcement.  

Ideally, the IAEA is the right organization to manage all the components of a strong nuclear security in-
frastructure. The agency has an established program that defines nuclear security standards and assists 
states in their endeavors to shore up vulnerabilities. It is unique in that it has both the technical and (for the 
most part) political bona fides to manage a global nuclear security regime. If given the authority, the IAEA 
could assess and coordinate the implementation of any actions that need to be taken, and verify the conti-
nuous level of nuclear security of the state. However, the agency does not have the authority to indepen-
dently evaluate states’ nuclear security. Developing states, in particular, are unwilling to cede protection of 
their nuclear facilities to the agency, and this has left the IAEA relegated to the role of an adviser. 

This problem of the IAEA’s limited authority is tied to fundamental debates in the international com-
munity over how to deal with threats in a globalized world. Many states have accepted that the complex, 
transnational nature of twenty-first century threats means that decision-making authority must shift from 
the national to the international level. Resources need to be pooled; expertise needs to be shared and cen-
tralized; and common standards need to be set, monitored, and enforced in the interests of a safer world. 
But not all states are convinced of this, and some are suspicious that states advocating global governance 
are using their power to dominate the global security agenda. Correcting these perceptions is a difficult and 
important task, as they have become deeply embedded in the nuclear nonproliferation regime and 
throughout the UN system.       

Proactive states could adopt a series of measures that would strengthen the regime despite these politi-
cal hurdles, but the important long-term goal of multilateral institution building remains. Beyond the short-
term fixes, the pivotal question confronting the international community is: How can states build consen-
sus on the need to prioritize nuclear security? A consensus began to develop after the Chernobyl accident 
vividly demonstrated the safety risks associated with nuclear energy. That raises a chilling question: Do we 
need a similarly dramatic event to generate a universal sense of urgency on nuclear security?  

One answer to the question of how to build consensus may lie in promoting comprehensive intelligence 
sharing at the regional and international levels, so political leaders everywhere are aware of the genuine 
nature of the threat. Another may lie in promoting awareness of the threat and its potentially catastrophic 
consequences at the grassroots level (especially in the developing world, where, despite Western concerns 
over vulnerabilities, most people believe nuclear and radiological attacks are very unlikely to occur on their 
territory. Film and new media may be the best vehicles to promote this awareness, via collaborative 
projects that could bring together universities and private sector organizations around the world to assist in 
nuclear security education. 

What else can the United States do, as the leader of the regime, to generate a spirit of global solidarity 
around bilateral, plurilateral, and multilateral nuclear security initiatives? Unfortunately, opportunities for 
the United States to build this type of solidarity following the attacks of 9/11 were not fully recognized, and 
the Obama administration must now work doubly hard to demonstrate that the U.S. commitment to nuc-
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lear security is not founded on a self-interested agenda of technology denial but on a desire to prevent the 
horrors of nuclear terrorism from occurring anywhere in the world.  

Steps that would assist this process include U.S. ratification, implementation, and enforcement of multi-
lateral nuclear security instruments; bilateral and plurilateral efforts to improve information sharing and 
capacity building (especially where they can be linked to development goals); and diplomatic leadership in 
international forums aimed at promoting balanced, well-informed discussion of all nuclear challenges, 
from nuclear security to disarmament. The upcoming Nuclear Security Summit and NPT Review Confe-
rence provide immediate opportunities for the Obama administration to do that and to begin building con-
sensus on the need to expand the authority and mandates of UN bodies tasked with overseeing the nuclear 
security regime.   
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