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Introduction

1. As Member States will recall, in 2004 the High-level Panel on Threats,
Challenges and Change recommended in its report (A/59/565) that | promote a
comprehensive global strategy against terrorism, one that would strengthen the
ability of responsible States to counter terrorism and promote the rule of law, all
while protecting human rights. In Madrid in March of the following year, on the
one-year anniversary of the train bombings that killed and maimed more than 1,600
innocent people, | took up the challenge and set out elements of such a strategy.
These consisted of five pillars: dissuading people from resorting to terrorism or
supporting it; denying terrorists the means to carry out an attack; deterring States
from supporting terrorism; developing State capacity to defeat terrorism; and
defending human rights. Later the same month, in my report, entitled “In larger
freedom: towards development, security, and human rights for all” (A/59/2005), |
urged Member States to adopt a strategy along those lines.

2. In the 2005 World Summit Outcome (General Assembly resolution 60/1),
Member States welcomed those elements of a strategy, and agreed to develop them
further. They requested that | submit proposals to strengthen the capacity of the
United Nations system to assist States in combating terrorism and to enhance the
coordination of United Nations activities in this regard. In December 2005, the
President of the General Assembly asked me for a report on capacity-building, as
well as for additional inputs of relevance for the forthcoming work of the General
Assembly on a counter-terrorism strategy.
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3. Inresponse to those requests, the present report contains recommendations for
a global counter-terrorism strategy, with an emphasis on specific proposals for
strengthening the capacity of the United Nations to combat terrorism. In formulating
these recommendations, | have been assisted by the Counter-Terrorism
Implementation Task Force, which | created in 2005 to bring together key actors in
the United Nations system and its partners dealing with counter-terrorism issues.
The Task Force is the first step in ensuring that United Nations departments, funds,
programmes, agencies and other related entities contribute fully to counter-terrorism
efforts, while maximizing synergies and avoiding duplication of work.

4.  Arreal strategy is more than simply a list of laudable goals or an observation of
the obvious. To say that we seek to prevent future acts of terrorism and that we seek
better responses in the event of a terrorist attack does not amount to a strategy. Only
when it guides us in the accomplishment of our goals is a strategy worthy of its
name. In order to unite against terrorism, we need an operational strategy that will
enable us to work together to counter terrorism. As laid out here, my
recommendations for a strategy seek to both guide and unite us by emphasizing
operational elements of dissuasion, denial, deterrence, development of State
capacity and defence of human rights. What is common to all of these elements is
the indispensability of the rule of law, nationally and internationally, in countering
the threat of terrorism.

5. Inherent to the rule of law is the defence of human rights — a core value of the
United Nations and a fundamental pillar of our work. Effective counter-terrorism
measures and the protection of human rights are not conflicting goals, but
complementary and mutually reinforcing ones. Accordingly, the defence of human
rights is essential to the fulfilment of all aspects of a counter-terrorism strategy. The
central role of human rights is therefore highlighted in every substantive section of
this report, in addition to a section on human rights per se.

6. Victims of terrorist acts are denied their most fundamental human rights.
Accordingly, a counter-terrorism strategy must emphasize the victims and promote
their rights. In addition, implementing a global strategy that relies in part on
dissuasion, is firmly grounded in human rights and the rule of law, and gives focus
to victims depends on the active participation and leadership of civil society.
Therefore, highlighted throughout this report is the role civil society can play in
promoting a truly global strategy against terrorism.

Dissuading groups from resorting to terrorism or
supporting it

7. In Madrid, | said that the United Nations, Member States and civil society
must join forces to dissuade disaffected groups from choosing or supporting
terrorism as a tactic. We must reinforce the inexcusability and unacceptability of
terrorism, while working to address the conditions that terrorists exploit. We know
that dwindling support from their constituencies has led several terrorist groups to
go “out of business”. We must therefore work to drive a wedge between terrorists
and their immediate constituencies. We must prevent moderates from becoming
militant extremists and militant extremists from becoming terrorists.
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8. There has been ongoing discussion among Member States about whether
terrorism can be traced to certain so-called “root causes”. For the purposes of
moving forward on an operational strategy to counter terrorism | hope that Member
States will recognize that terrorists acts do not occur in a social or political vacuum.
Let us agree, however, that there is no excuse for terrorism and that all terrorism is
unacceptable. But let us also agree that we must address conditions conducive to
exploitation by terrorists.

Terrorism is unacceptable

9.  The United Nations should project a clear, principled and immutable message
that terrorism is unacceptable. Terrorists must never be allowed to create a pretext
for their actions. Whatever the causes they claim to be advancing, whatever
grievances they claim to be responding to, terrorism cannot be justified. The United
Nations must maintain the moral high ground in this regard.

10. Groups use terrorist tactics because they think those tactics are effective, and
that large numbers of people, or at least those in whose name they claim to act, will
approve of them. Our key task, therefore, is to reduce the appeal of terrorism among
potential constituencies. In order to constrict the pool of those who may resort to
terrorism, we must make absolutely clear that no cause, no matter how just, can
excuse terrorism. This includes the legitimate struggle of peoples for self-
determination. Even this fundamental right defined in the Charter of the United
Nations does not excuse deliberately killing or maiming civilians and non-
combatants. At the 2005 World Summit, Member States united for the first time to
strongly condemn terrorism in all its forms and manifestations, committed by
whomever, wherever and for whatever purposes, as it constitutes one of the most
serious threats to international peace and security.

11. 1 urge political leaders to make more consistent use of the United Nations and
other forums, through a culture of genuine multilateralism, to reinforce the message
that terrorism can never be justified. The condemnation by the Security Council of
terrorist acts, including at the level of Heads of State and Government, will continue
to be crucial in this regard. Along the same lines, condemnations of terrorism by the
General Assembly, especially at the level of Heads of State and Government, are
particularly powerful as they carry the united message of all the world’s
Governments. | also urge regional organizations to use every opportunity to
condemn terrorism, including at regional summits.

12. | further call on all Member States to become parties to and implement the 13
universal instruments related to the prevention and suppression of international
terrorism, which, apart from their considerable practical significance, emphasize
that the international community does not tolerate terrorist activities and is prepared
to fight them. | also urge Member States to conclude, as soon as possible, a
comprehensive convention on international terrorism, which will send a strong
signal of international unity and strengthen the moral authority of the United
Nations. All Member States should also fully implement Security Council
resolutions on counter-terrorism, in particular resolution 1267 (1999) and its
successor resolutions, resolutions 1373 (2001) and 1540 (2004).
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13. One of the most powerful ways in which we can make clear that terrorism is
unacceptable is to focus our attention on its victims, and ensure that their voices are
heard. Our goal should be to reduce the appeal of terrorism by reclaiming the
sanctity of the civilian and according justice, dignity and compassion to victims.

14. The United Nations is especially conscious of this aspect, having lost beloved
colleagues to a terrorist attack in Baghdad three years ago. The Organization can and
should promote international solidarity in support of victims, including by exploring the
possibility of providing assistance to the victims of terrorist acts and their immediate
families. | urge States to put in place a system of assistance that would promote the
rights of victims and their families, by doing everything possible to reintegrate them
into society and to facilitate their transition back to a dignified and fruitful life.
Upon request, the relevant United Nations entities can help States to develop such a
system, including by assisting with draft legislation for consideration.

15. But we must remember that victims are not simply those directly affected by
terrorist attacks. Victims also include the many indirectly affected by political,
economic and social dislocation. The most vulnerable in our societies are
disproportionately affected by these dislocations, as they have no safety net. This is
especially true in developing countries.

16. Because terrorism affects us all, we all must be involved in countering it. In
this regard, civil society and religious leaders have a key role to play. Civil society
has conducted impressive campaigns against landmines, HIVV/AIDS, environmental
degradation, the recruitment of child soldiers and impunity for war crimes. | would
like to see an equally powerful global campaign against terrorism. | applaud the Club of
Madrid, the independent grouping of former Heads of State and Government dedicated
to strengthening democracy around the world, for organizing in 2005 an
international conference on the role of democracy in countering terrorism. I am also
heartened by new, transnational initiatives, such as the Citizens against Terror
network, which was born out of civil society participation in the International
Summit on Democracy, Terrorism and Security held at Madrid in March 2005.

17. Such a global campaign will need to be waged at the international, regional
and local levels, focusing on the plight of victims and stressing other concrete
negative impacts of terrorism, from the severe economic toll to the setback of
development efforts to the erosion of the rule of law. Mass media have a vital
contribution to make in drawing public attention to the consequences of terrorism
and its impact on victims and the assistance available to them, with due concern for
the right of privacy and taking into account the danger of re-traumatization.

18. A civil society campaign will need to work to convince those with genuine
grievances that there exist alternative, non-violent strategies, and that these have in
most cases proved more effective. Recent history offers numerous examples of non-
violent opposition movements leading to significant change. Such success stories
deserve to be highlighted more.

19. The United Nations can assist in the development of a civil society campaign,
for example through the “culture of peace” initiative of the United Nations
Educational, Scientific and Cultural Organization (UNESCO). | will also establish a
focal point within the Secretariat to support a coordinated effort among civil society
groups dealing with terrorism issues.
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We must address conditions conducive to exploitation by terrorists

20. Any comprehensive counter-terrorism strategy must include a long-term
component addressing conditions conducive to exploitation by terrorists to create or
increase their power base. Yet none of these conditions can excuse or justify
terrorist acts. Nor should such a long-term component distract us from the many
important short-term measures we can adopt to prevent and counter terrorism. Even
if these conditions remain constant, terrorist activity may escalate, decline or
disappear. | urge research institutions around the world to invest further work in the
study of the underlying dynamics of terrorism.

21. The United Nations and the international community should address the
following conditions which may be conducive to exploitation by terrorists:

Extremist ideologies and dehumanization of victims

22. Terrorism depends on the denial of the humanity of its victims. Extremist and
exclusionary ideologies that dismiss the worth and dignity of others, and portray
them as subhuman and worthy of extinction, are essential tools of mobilization and
recruitment. Such extremist ideologies fan a culture of violence and intolerance and
increase support for terrorist groups among constituencies.

23. The United Nations has well understood the danger of those who spread
extremist world views. Those who commit genocide and atrocities are also those
who deny the humanity of others. The Security Council has undertaken an important
effort with its resolution 1624 (2005), which aims, inter alia, at preventing the
subversion of educational, cultural and religious institutions by calling upon Member
States to prevent and criminalize within their territories the incitement of terrorist acts,
in accordance with respective obligations under international human rights law.

24. Here, too, civil society will need to play a prominent role, by countering
hypernationalistic and xenophobic messages that glorify mass murder and
martyrdom. Just as the media cycle is exploited by terrorists every day, we need to
take on the challenge to match their narrative of hate with the narrative of victims;
the narrative of communities divided and broken by terrorist acts; the narrative of
courage of those who risk their lives going about their daily business; the narrative
of the values for which the United Nations stands.

25. Mass media may also wish to study the experiences of those countries that
have adopted voluntary codes of conduct for journalists covering terrorism,
including, for example, bans on interviewing terrorists. The United Nations stands
ready to work with journalists’ associations and press freedom organizations on this
issue, including by convening an international conference to facilitate consideration
of this topic, if so desired. In turn, Member States must give due attention to the
need for measures to promote the safety and security of journalists.

26. The United Nations can also help to arrange highly visible constructive
dialogues between respected representatives from different religions to counter
terrorist groups’ portrayal of parts of the globe as being engaged in an epic struggle
between good and evil, and to reinforce the fact that the Killing of civilians is
antithetical to all religions. By the same token, we must be vigilant against the
defamation of religions. | am encouraged by the initiative on the Alliance of
Civilizations, and eagerly await its final report.
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27. Finally, the United Nations should promote religious and ethnic tolerance
through education, by helping States to provide all their citizens with an education
that encourages free thought, tolerance and enlightened moderation as an alternative
to militancy and extremism.

Violent conflict

28. Many terrorist groups have emerged in the context of local or regional violent
conflicts, some of which serve as a rallying cry for terrorist leaders in faraway
regions. Prolonged unresolved conflicts in particular often create conditions
conducive to exploitation by terrorists and as such must not be allowed to fester,
however intractable they might seem. In addition, suicide terrorism campaigns often
occur in the context of foreign occupation or perceived foreign occupation. It
follows that successful conflict resolution efforts and attention to issues arising in
the context of foreign occupation or perceived occupation can help to reduce the
prevalence of terrorism in the long term.

29. The United Nations has a long history of working to prevent and resolve
armed conflict. The Human Security Report 20051 identified a dramatic 40 per cent
reduction in armed conflicts since 1992 and attributed the achievement in part to
increased United Nations peacekeeping, prevention and peacebuilding activities.
Our peacekeeping resources are unique in the world and must be continually
strengthened. With regard to prevention, the Department of Political Affairs and the
United Nations Development Programme (UNDP), for example, have undertaken a
joint programme entitled “Building National Capacity for Conflict Prevention”. |
commend such joint initiatives, and urge the relevant United Nations entities to
continue to assist States in developing early warning systems and indicators of
possible outbreaks of local or regional violent conflict.

30. Similarly, the United Nations, through my good offices and supported by the
Department of Political Affairs, has built a strong record in mediating civil conflicts.
As the High-level Panel on Threats, Challenges and Change pointed out in its report,
there have been more negotiated settlements of civil wars in the last 15 years than in
the previous 200 years. But as the Panel also pointed out, both good offices
diplomacy and mediation by the United Nations can be improved and strengthened.
I therefore warmly welcome recent moves to strengthen the United Nations conflict
mediation capacity, including through the creation of a mediation support unit in the
Department of Political Affairs, which will help to identify best practices and
backstop mediation efforts in the field.

31. Once a peace agreement is concluded, we must ensure that it is implemented.
At present, nearly 50 per cent of countries that have emerged out of civil wars revert
to violence within five years. This is unacceptable, and led to the creation by
Member States of a Peacebuilding Commission with the task of ensuring sustainable
peace for societies emerging from conflict. 1 applaud this initiative and urge
Member States to follow through by approving and providing a solid financial and
organizational foundation for the Peacebuilding Support Office and the
Peacebuilding Fund.

1 Human Security Report 2005: War and Peace in the 21st Century, published for the Human
Security Centre, University of British Columbia, Canada (New York, Oxford University Press,
2005).
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Poor governance, lack of civil rights and human rights abuse

32. Terrorism often thrives in environments in which human rights are violated
and where political and civil rights are curtailed. Indeed, terrorists may exploit
human rights violations to gain support for their cause. Persecution and violent
government crackdowns often radicalize opposition movements. The absence of
non-violent channels to express discontent and pursue alternate policies may lead
some groups to resort to violent means and terrorism.

33. Past cases show that Governments that resort to excessive use of force and
indiscriminate repression when countering terrorism risk strengthening the support
base for terrorists among the general population. Such measures generally invite
counter-violence, undermine the legitimacy of counter-terrorism measures and play
into the hands of terrorists. | therefore call on Governments to avoid excessive use
of force and to comply with international human rights law.

34. The United Nations plays an important role in promoting good governance, the
rule of law and human rights. | urge UNDP to scale up the good governance
assistance it is already conducting to support economic and social development,
with a view to integrating concerns about terrorism into democratic governance
programming. | also applaud the decision taken by Member States at the World
Summit to create a Human Rights Council, and to increase the operational capacity
of the Office of the United Nations High Commissioner for Human Rights
(OHCHR). | urge Member States to support the High Commissioner’s efforts to
build human rights capacity throughout the world.

Religious and ethnic discrimination, political exclusion and
socio-economic marginalization

35. Exclusion or discrimination on the basis of ethnic origin or religious belief,
and the failure of many countries to integrate minorities or immigrants, create
grievances that can be conducive to the recruitment of terrorists, including feelings
of alienation and marginalization and an increased propensity to seek socialization
in extremist groups. This seems to be particularly true of young people, especially
second-generation immigrants, in some developed countries, who see themselves as
outsiders lacking equal opportunities. | urge countries with multicultural societies to
reflect on their policies of integration.

36. Exclusion based on ethnic origin, religion or national origin is often
compounded by political, as well as economic and social exclusion. On the social
and economic side, particular attention should be paid to youth unemployment.
Globally, young people are three times as likely to be unemployed as adults. In
some countries, youth unemployment rates remain entrenched and of worrying
proportions. Taken together these various types of exclusion can combine to produce
a volatile mix. Marginalization, alienation and the resulting sense of victimization
can propel extremism, which can in turn facilitate exploitation by terrorists.

37. The United Nations, through its development of norms and through its
increasing operational capacity to address development and humanitarian concerns
as well as security, political and human rights issues, can play a crucial role in
helping countries to address various types of exclusion. We must pursue our
development and social inclusion agendas for their own intrinsic importance, all the
while knowing that if we succeed at improving inclusion and opportunity for those
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marginalized, there can be a very positive side effect with respect to combating
terrorism.

Denying terrorists the means to carry out an attack

38. Terrorists require means to carry out their attacks. The ability to generate and
move finances, to acquire weapons, to recruit and train cadres, and to communicate,
particularly through use of the Internet, are all essential to terrorists. They seek easy
access to their intended targets and increasingly look for greater impact — both in
numbers killed and in media exposure. Denying them access to these means and
targets can help to prevent future attacks.

Denying financial support

39. Terrorists generate funds in many ways, with monies moved through both
formal and informal sectors. Whereas some terrorist groups may fund their activities
from drug cultivation and trafficking, terrorists operating through decentralized
networks that once raised and moved money through formal channels and otherwise
legitimate sources such as private business and charities are turning to methods that
are more difficult to monitor, such as the use of cash couriers. In addition, we
cannot overlook the fact that certain acts of terrorism require relatively minor
funding — “low-budget” terrorism. Efforts to suppress the latter should focus on
dissuading potential terrorists from choosing terrorism in the first place —
something already discussed in a previous section of this report. On the other hand,
the established approaches to anti-money-laundering and countering the financing of
terrorism could be more effective for dealing with drug-financed terrorism and
global networks.

40. Following the flow of money not only helps to prevent attacks, but can provide
information that is useful for further investigations. The Security Council in its
resolution 1373 (2001) requested all States to take the necessary measures to
eliminate the financing of terrorism. The Security Council has also urged all
Member States to implement the nine Special Recommendations of the Financial
Action Task Force on tackling terrorist financing, and | add my voice to that call.
These include important provisions about cooperating internationally and addressing
the ways in which terrorists abuse the charitable sector and informal ways of
moving money. | also urge all States that have not yet done so to become parties to
and implement the provisions of the United Nations Convention against
Transnational Organized Crime and its Protocols, which may have implications for
terrorist financing.

41. One instrument central to combating the financing of terrorism efforts, the
International Convention for the Suppression of the Financing of Terrorism, warrants
highlighting. As at 23 April 2006, there were 153 parties to the Convention. While this
represents an increase of 149 since the attacks of 11 September 2001, it is still 38
Member States too few. | urge all Member States that have not joined the
Convention to do so, and to implement fully its provisions, without exception.
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42. The United Nations financial sanctions system can be an important tool in
ensuring effective action against terrorist financing. The Security Council has long
since imposed an arms and travel ban and financial sanctions against members of
Al-Qaida and associated entities, and has monitored their implementation in
particular through the Security Council committee established pursuant to resolution
1267 (1999). More must be done to ensure that those sanctions target the right
people and are fully enforced, and to improve the accountability and transparency of
sanctions regimes. The fourth report of the Analytical Support and Sanctions
Monitoring Team of the Sanctions Committee contains proposals which | encourage
Member States to consider. In addition, we need to ensure that the regimes of the
Committee established pursuant to resolution 1267 (1999) and the Counter-
Terrorism Committee are mutually reinforcing.

Denying access to weapons, including weapons of mass destruction

43. Once a terrorist has money with which to plan an atrocity, he will next turn to
what practical means he can use — how to get hold of a weapon. While most
terrorist attacks so far have used conventional weapons, no one can disregard the
enormously destructive potential of terrorists using nuclear, biological, chemical or
radiological weapons. Several terrorist groups have professed a determination to
obtain weapons of mass destruction and some have even used them, fortunately
without catastrophic impact. Denying them access to these materials must be a
serious part of the international effort.

Conventional weapons

44. The Security Council has established an arms embargo against Al-Qaida, the
Taliban and their associates, most recently reiterated in resolution 1617 (2005), and
in resolution 1373 (2001) called on States to eliminate the supply of weapons to
terrorists. But gaps remain in the control of conventional weapons. Additional
efforts must be undertaken, including through creating new international
instruments regulating conventional weapons, and advocating greater adherence to
and fuller compliance with the existing instruments. We must promote accession to
the Protocol against the Illicit Manufacturing of and Trafficking in Firearms, Their
Parts and Components and Ammunition, and | urge Member States to step up
implementation of the Programme of Action to Prevent, Combat and Eradicate the
Illicit Trade in Small Arms and Light Weapons in All Its Aspects and the
International Instrument to Enable States to Identify and Trace, in a Timely and
Reliable Manner, Illicit Small Arms and Light Weapons. | also urge Member States
to promote the necessary legislative or other measures, including the use of
authenticated end-user certificates, to ensure effective control over the export and
transit of illicit small arms and light weapons.

45. Man-portable air defence systems have already been used by terrorists. It is in
the interests of all Member States to make it harder for terrorists to acquire those
systems and to prevent them from using such weaponry. | urge Member States to
support current international, regional and national efforts to combat and prevent the
illicit transfer of man-portable air defence systems and encourage them to enact or
improve legislation and procedures to ban transfers of such weapons to non-State
end-users and to ensure that such weapons are exported only to Governments or
agents authorized by Governments. | also urge greater participation in and more
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accurate reporting to United Nations-managed transparency instruments, especially
the United Nations Register of Conventional Arms, and | support efforts to enlarge
its scope to include small arms and light weapons.

46. The proliferation of small arms and light weapons in conflict-ridden and
conflict-prone countries and regions helps to feed the terrorist supply chain. In order
to prevent terrorists from acquiring weapons in conflict zones, it is critical to
establish more stringent control over small arms and ammunition and to put in place
more effective disarmament, demobilization and reintegration programmes. | urge
the Security Council to consider a more rigorous and expeditious use of arms
embargoes.

Nuclear, biological, chemical or radiological weapons

47. A nuclear, biological, chemical or radiological terrorist attack would have a
devastatingly far-reaching impact. In addition to causing widespread death and
destruction, it could deal a crippling blow to the world economy and drive millions
of people into dire poverty. An ensuing effect on infant mortality could unleash a
second wave of deaths throughout the developing world.

48. Our common goal must be to secure, and wherever possible eliminate, nuclear,
biological, chemical or radiological weapons and implement effective domestic and
export controls on dual-use materials related to weapons of mass destruction.
Although there exist distinct challenges for controlling the peaceful use of each type
of hazardous material, United Nations organizations like the International Atomic
Energy Agency (IAEA) and the Organization for the Prohibition of Chemical
Weapons have been working with Member States to address these challenges. That
vital work must be strengthened.

49. Equally, States should reinforce existing non-proliferation mechanisms and
create effective tools to prevent the proliferation of weapons of mass destruction and
missiles, consistent with relevant international treaties. As stressed, inter alia, in the
Riyadh Declaration adopted at the Counter-Terrorism International Conference held
in February 2005, there is, inter alia, a need to strengthen international measures to
prevent terrorists from acquiring weapons of mass destruction and to support the
role of the United Nations in this respect. States must fully implement Security
Council resolution 1540 (2004) by enacting and enforcing effective national legal
and regulatory measures to prevent non-State actors from acquiring weapons of
mass destruction. | also urge Member States to take steps specified in General
Assembly resolution 60/78 on measures to prevent terrorists from acquiring
weapons of mass destruction and resolution 60/73 on preventing the risk of
radiological terrorism.

50. A majority of States have reported to the Security Council Committee
established pursuant to resolution 1540 (2004) on the status of their planned steps in
fulfilling the resolution’s requirements, including those pertaining to domestic and
export controls and contributions to international cooperation. Yet, as at 19 April
2006, 62 States had not yet reported to the Committee. | urge them to do so without
delay. Those reports help to identify and close gaps in the system that terrorists
might exploit.

51. The recent adoption of the International Convention for the Suppression of
Acts of Nuclear Terrorism, which aims to assist States in thwarting terrorist groups
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possessing nuclear material and in post-crisis situations by rendering the nuclear
material safe in accordance with safeguards provided by IAEA, is a major advance
in multilateral efforts to prevent nuclear terrorism. | call on all States to become
parties to it and implement it fully. The same applies to the amended Convention on
the Physical Protection of Nuclear Material. | also commend the Global Threat
Reduction Initiative and the beneficial work that it has brought about.

The challenge of biological terrorism

52. The most important under-addressed threat relating to terrorism, and one
which acutely requires new thinking on the part of the international community, is
that of terrorists using a biological weapon. Biotechnology, like computer
technology, has developed exponentially. Such advances herald promising
breakthroughs and are one of the key battlefronts in our attempts to eliminate the
infectious diseases that kill upwards of 14 million people every year. They can,
however, also bring incalculable harm if put to destructive use by those who seek to
develop designer diseases and pathogens.

53. We find ourselves now at a point akin to the period in the 1950s, when
farsighted citizens, scientists, diplomats and international civil servants recognized
the enormous potential impact, both good and bad, of nuclear power. The challenge
then was to harness the power of nuclear energy for civilian purposes, and to
minimize its use and spread in nuclear weapons. The result was the creation of
IAEA and, eventually, the Treaty on the Non-Proliferation of Nuclear Weapons. The
answer to biotechnology’s dual-use dilemma will look very different. But the
approach to developing it must be equally ambitious.

54. Preventing bioterrorism requires innovative solutions specific to the nature of
the threat. Biotechnology is not like nuclear technology. Soon, tens of thousands of
laboratories worldwide will be operating in a multi-billion-dollar industry. Even
students working in small laboratories will be able to carry out gene manipulation.
The approach to fighting the abuse of biotechnology for terrorist purposes will have
more in common with measures against cybercrime than with the work to control
nuclear proliferation.

55. Many Member States see biological weapons as a State-sponsored threat, for
which the proper antidote is the Biological Weapons Convention. Indeed, the
Convention does need strengthening and | hope that progress is made at the
forthcoming Sixth Review Conference. Nonetheless, we need additional measures to
address the problem of non-State actors.

56. International dialogue has begun through the follow-up process to the
Biological Weapons Convention, while civil society has made novel efforts to
address the dual-use issue. The International Committee of the Red Cross has sought
to bring attention to the problem among Governments, industry and scientific
communities. The International Centre for Genetic Engineering and Biotechnology,
working together with various national academies of science, has drafted a code of
conduct for scientists working in the biotechnology field.

57. These efforts are to be applauded but, unless they are brought together, their
effects will be diffuse. What we need now is a forum that will bring together the
various stakeholders — Governments, industry, science, public health, security, the
public writ large — into a common programme, built from the bottom up, to ensure

11



A/60/825

12

that biotechnology’s advances are used for the public good and that the benefits are
shared equitably around the world. Such an effort must ensure that nothing is done
to impede the potential positive benefits from this technology. The United Nations is
well placed to coordinate and facilitate such a forum, and to bring to the table a
wide range of relevant actors. | urge Member States to consider this proposal in the
near future.

Denying access to recruits and communication by countering
terrorist use of the Internet

58. Terrorist networks rely on communication to build support and recruit
members. We must deny them this access, particularly by countering their use of the
Internet — a rapidly growing vehicle for terrorist recruitment and dissemination of
information and propaganda. In 1998, there were fewer than 20 terrorist websites.
By 2005, that number was estimated by experts to have surged into the thousands.
Indeed it seems that some major recent attacks drew support from content on the
Internet.

59. The Internet is a prime example of how terrorists can behave in a truly
transnational way; in response, States need to think and function in an equally
transnational manner. Those intent on using cyberspace for terrorist purposes can do
so from virtually anywhere in the world. Terrorists take advantage of differences in
national responses — if blocked from operating in one State, they can simply
relocate to another. In this way, the Internet can become a virtual safe haven that
defies national borders.

60. States are beginning to recognize and formulate potential responses to the
problem. The Tunis Agenda adopted in 2005 by the World Summit on the
Information Society underlines the importance of countering terrorism in all its
forms and manifestations on the Internet, while respecting human rights and in
compliance with other obligations under international law.

61. Security Council resolution 1624 (2005) provides a basis for the
criminalization of incitement to terrorist acts and recruitment, including through the
Internet. Member States must now report to the Counter-Terrorism Committee on
steps taken to implement the resolution. The Committee should continue to assist
Governments to build capacity in this area, including by coordinating the
identification of best practices and assessing priorities based on individual need.
Member States that have not already done so should take the necessary steps to
impede the use of information and communications technologies for promoting and
carrying out terrorist activities. The United Nations can provide technical assistance
to help States develop appropriate legislation and build legal capacity in this regard,
as well as work with Member States to explore other possible actions to counter
terrorist use of the Internet.

Denying terrorists access to travel

62. Much of international terrorist activity still relies on physical movement —
using regular transportation to reach another country in order to promote their
message, recruit new members, and provide explosives training or transfer money.
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We need to do more to address loopholes in transport security, and to assist States in
developing tools to tackle identity theft and fraudulent travel documents. In
accordance with Security Council resolution 1373 (2001), the Counter-Terrorism
Committee is working with States on their adoption of legislation and administrative
measures to deny terrorists access to travel, and this work should be continued.

63. The international community must tackle the criminal trade in illegal
documents that acts as an enabler to the terrorists’ goals. The assistance project
recently launched by the International Civil Aviation Organization (ICAO) aimed at
bringing the passports of approximately 70 States up to the security baseline was a
step in the right direction. The database of the International Criminal Police
Organization (Interpol) on stolen and lost travel documents is also an effective tool
in this regard, particularly as it concerns intercepting terrorists when attempting to
cross borders. | urge Interpol to enhance its work on the database and likewise urge
Member States to make full use of this tool, in particular by sharing relevant
information with each other through the database and granting access to its law
enforcement officials in the field, including at border crossings.

64. Equally, we must strengthen the effectiveness of the travel ban under the
sanctions regime against Al-Qaida and the Taliban, as it appears not to have been as
effective as had been hoped. The Interpol-United Nations Special Notices
concerning people subject to the sanctions imposed by the Security Council regime
against the Taliban, Al-Qaida and their associates are a welcome development and
Member States should distribute them widely to raise awareness and increase the
effectiveness of the travel ban. | encourage the Security Council, and all Member
States, to take necessary steps to further strengthen the travel ban.

65. We must also work to strengthen border control, in particular in developing
countries with long, poorly defined and often mountainous frontiers. Parts of the
United Nations system, including the World Bank, have been working to support the
reform and modernization of border management systems, facilities and institutions,
at the national, regional and international levels. | urge further work in this area and
highlight the need for political support within relevant countries to implement
improved border management practices.

Denying terrorists access to their targets and the desired impact
of their attacks

66. One of the most pernicious aspects of modern terrorism is the intent to cause
mass casualties in public places, including those related to tourism and recreational
facilities. There are, however, several examples of terrorists abandoning a planned
target because it was considered too difficult to achieve their goal. Accordingly, we
must work to improve the protection of soft targets as well as the security and safety
of civilians affected by their attacks. In addition, we must not forget the importance
of ensuring the safety of peacetime security personnel from similar attacks.

67. We also need to ensure that, in the event of an attack, the most professional
life-saving responses are utilized, especially when dealing with simultaneous or
repeat attacks. We need to respond in a way that denies terrorists their goal of
spreading fear — when we respond we need to be clearly in control. We also must
make the public aware of the real impact of that attack on the innocent people and
communities affected.
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V.

68. Building State capacity to both improve the protection of soft targets and
ensure the most up-to-date response is crucial, and | highlight specific initiatives in
this regard in later sections of this report. Complementary to State endeavours is a
range of initiatives which can be pursued in partnerships with communities and the
private sector to mitigate risk.

Deterring States from supporting terrorist groups

69. The 2005 World Summit Outcome reiterated the call upon States to refrain
from organizing, financing, encouraging, providing training for or otherwise
supporting terrorist activities and to take appropriate measures to ensure that their
territories are not used for such activities. This call would be met if Member States
were to fulfil their obligations regarding decisions adopted by the Security Council,
as stipulated in Article 25 of the Charter of the United Nations. The Security
Council, for its part, should closely monitor the implementation of its resolutions
and ensure that all States act in accordance with international law in order to find,
deny safe haven to and bring to justice any person who facilitates or participates in
the financing, planning or commission of terrorist acts.

70. The international community has taken a number of important steps to provide
a solid legal basis for common actions against the spread of terrorism, including by
the adoption of 13 universal instruments related to the prevention and suppression of
international terrorism, as well as of Security Council resolutions 1267 (1999), 1373
(2001), 1540 (2004), 1566 (2004) and 1624 (2005). To strengthen the Security
Council’s authority and role in this area, Council bodies dealing with terrorism
should develop standards of accountability and compliance against which efforts of
individual States can be measured, with a view to differentiating between those that
are deemed able but unwilling and those that are unable to implement their
obligations.

71. All States must prevent terrorist groups from operating training centres on
their territory, where potential recruits are exposed to dangerous ideologies and even
more dangerous skills. Where countries lack the capacity to do this, they should
work with the international community to develop such capacity and promote a
functioning rule of law. That also means that States must ensure that refugee status
is not abused by terrorists, and that claims of political motivation are not recognized
as grounds for refusing requests for the extradition of accused terrorists. It is
imperative to ensure, however, that counter-terrorism efforts do not impinge on the
rights of genuine asylum-seekers and refugees.

72. The Security Council has applied sanctions against a number of States found to
be harbouring and assisting terrorists. Such sanctions have been crucial in
dissuading several States from continued sponsorship of terrorism. This firm line
must be maintained and strengthened.

73. The United Nations has from time to time been asked to conduct investigations
of terrorist acts, especially when there is a suspicion of possible involvement of
third parties. If States request such investigations in the future, Member States
should give due consideration to the best mechanisms to resource and support such
activities. The Security Council should act promptly to take the necessary decisions,
including — on a case-by-case basis — under Chapter VII of the Charter, against
those States or their nationals who incite or help to commit terrorist acts.
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Developing State capacity to prevent terrorism

74. Terrorists exploit weaknesses in both developing and developed States to fund,
organize, equip and train their recruits, carry out their attacks, and hide from arrest.
Building capacity in all States must therefore be the cornerstone of the global
counter-terrorism effort. Other parts of this report touch on a number of important
initiatives in this area. This section focuses specifically on identifying practical
means by which States can increase their capacity to prevent terrorism, and
corresponding methods through which the United Nations can employ its
comparative advantages in helping States to do so.

75. Regional and subregional initiatives have proved a valuable forum for sharing
best practices and lessons learned in capacity-building, and for facilitating regional
contributions to the international community’s efforts. | urge States that face similar
challenges to work together to strengthen capacity, including by drawing on the
benefits of South-South cooperation.

76. In all areas of capacity-building, it is crucial that the assistance providers work
together to maximize the impact of the overall international effort. States must also
do their part to take assistance and use it to make a real difference in
implementation. | urge all entities to adequately follow up to the assistance they
provide, possibly by developing and enhancing existing mentorship programmes in
the field.

Priority areas

Promoting the rule of law, respect for human rights, and effective criminal
justice systems

77. The fundamental basis for our common fight against terrorism is respect for
human rights and the rule of law. Strengthening the international legal architecture
within which we strive to prevent and combat terrorism must therefore be a priority.
The Security Council in resolution 1373 (2001) contributed to this end by deciding
that all States should ensure that any person who participates in the financing,
planning, preparation or perpetration of terrorist acts or in support of terrorist acts is
brought to justice, and that such terrorist acts are established as serious criminal
offences in domestic laws and regulations. States need to be able to implement and
enforce these laws and bring perpetrators to justice, with due respect for human
rights.

78. The United Nations can contribute significantly to helping States to develop
and maintain an effective and rule of law-based criminal justice system that can
fulfil these functions. For instance, the United Nations Office on Drugs and Crime
has accumulated valuable experience in providing legislative and other assistance to
facilitate drug control, combat transnational organized crime, money-laundering,
terrorism and corruption, and enhance international cooperation, especially in
extradition and mutual assistance in criminal matters. The Office’s ability to do so is
enhanced through the use of its 22 field offices, which play a unique role in
facilitating and enhancing the provision of technical assistance to States, upon
request, regarding the wuniversal instruments related to the prevention and
suppression of international terrorism. In particular, the Terrorism Prevention
Branch of the Office has established itself as a provider of technical assistance in
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legislative drafting and international cooperation, as well as training of criminal
justice officials. Considerable work remains to be done on legislation per se, and on
strengthening States’ institutional structures and mechanisms to implement it. | urge
the United Nations Office on Drugs and Crime to continue its much-needed work in
this regard.

79. As noted earlier in this strategy, UNDP, with an unparalleled field presence in
166 countries, has a vital role to play in promoting good governance. It can integrate
counter-terrorism aspects into its programmes by working for the ratification and
implementation of international standards for combating terrorism, by supporting
and enhancing the capacity of justice and law enforcement systems, and by
providing a strong focus on adherence to international human rights law. In addition,
the Department of Peacekeeping Operations has been and continues to be uniquely
positioned to provide training to national police on criminal matters including
kidnapping, hostage-taking, and the investigation of assassinations, murders and
bombings, and | urge it to continue its work in strengthening national police
capacity. At the same time we must ensure that all police forces understand the
implications of human rights work. OHCHR should therefore continue to employ
tools to increase awareness of international human rights law, especially in the
context of terrorism and counter-terrorism.

Promoting quality education and religious and cultural tolerance

80. UNESCO has a lead role to play in the vital area of education and promotion
of tolerance, including through inter-faith and intra-faith dialogue. It should scale up
existing programmes for strengthening the capacity of educational systems
worldwide to integrate human rights education, internationally shared values,
mutual understanding, conflict prevention and critical thinking into every aspect of
States’ educational systems, including through the development of curriculum
standards, the training of teachers, and the approval of school textbooks.

Countering the financing of terrorism

81. \Various United Nations organizations and their partners, in particular the
International Monetary Fund (IMF), the World Bank, the United Nations Office on
Drugs and Crime, and Interpol, already work to ensure that States have in place the
laws and institutions to comply fully with international norms and obligations to
combat money-laundering and financing of terrorism.

82. | encourage an increase in the training of relevant criminal justice personnel,
as well as technical assistance that takes into account the level of development of
the financial sectors and the specific risks that apply to each individual country. |
also urge further development of joint initiatives, such as the working group
established by the United Nations Office on Drugs and Crime and Interpol for the
delivery of technical assistance for anti-money-laundering and combating the
financing of terrorism technical assistance, as well as the expansion of relevant
databases.

Ensuring transport security

83. Terrorist groups have long displayed a particular interest in carrying out
attacks against critical infrastructure, including transport systems and the transport
of passengers and goods by sea and air. Several transport-related entities in the
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United Nations system, in particular the International Maritime Organization (IMO),
the World Customs Organization (WCO), and ICAO already play a critical role in
strengthening Member States’ capacity to protect themselves in areas ranging from
container security to protection against the use of man-portable air defence systems.
I welcome in particular the adoption in 2004 of a strengthened International Ship
and Port Facility Security Code, enforced by IMO.

84. | urge the IMO, WCO and ICAO to continue to strengthen their cooperation,
and to work to identify any areas of transport security that are neglected by States. |
also support the expansion of each organization’s technical assistance programmes,
and urge States to make use of them to ensure that international standards are
implemented. All States should implement the updated ICAO standards of
November 2005 and the WCO Framework of Standards to Secure and Facilitate
Global Trade of June 2005. In addition, | encourage the Counter-Terrorism
Committee Executive Directorate to continue to develop its work, through country
visits and in close cooperation with IMO and ICAOQ, to identify the needs of States,
including the protection of critical infrastructure. The Executive Directorate should
also explore ways to facilitate the dissemination of best practices, with due regard to
confidentiality.

Harnessing the power of the Internet to counter terrorism

85. Previous sections of this report have highlighted the pressing need for the
international community to counter terrorist use of the Internet. Conversely, all
States must fully harness the power of the Internet as a means to counter terrorism.
In this sense, we can turn one of the terrorists’ favourite tools against them. The
Internet is a powerful and unparalleled tool for countering the spread of the
ideologies of terrorism, focusing on the plight of victims, linking communities and
educational establishments in different countries, and gathering and sharing
information on terrorist suspects. States should work together to maximize the
impact of the Internet in all of these areas, with due respect to confidentiality.

Improving the protection of soft targets and the response to attacks on them

86. The capacity to protect soft targets and respond to attacks on them is highly
uneven among Member States, and regrettably may be weakest where it is needed
most. | urge Member States to review the existing United Nations mandates related
to assistance for building the capacity to prevent terrorist attacks on the general
population. The United Nations system should also identify and strengthen ways to
broker the exchange of best practices between Member States in this area. | urge
Interpol to work with the Secretariat, in particular the Department of Safety and
Security, which is situated to engage with Member States in the field, to that end. As
many targets of terrorists, such as infrastructure, shops and restaurants, are in
private ownership, more attention should be paid to developing public-private
partnerships. 1 also urge the United Nations Office on Drugs and Crime, in
collaboration with the United Nations Interregional Crime and Justice Research
Institute, to continue its work to facilitate protection against terrorist attacks on
large-scale events and gatherings.
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Strengthening State capacity to prevent terrorists from acquiring nuclear,
biological, chemical, or radiological materials, and ensuring better
preparedness for an attack with such materials

87. The International Atomic Energy Agency and the Organization for the
Prohibition of Chemical Weapons have been active in helping States to build
capacity to prevent terrorists from accessing nuclear, biological, chemical or
radiological materials, and to respond effectively in the event of an attack using
such materials. | urge them to work together to identify and address any gaps in this
area.

88. In addition, | suggest that Member States examine the possibility of asking the
Security Council to promote facilitation of technical assistance to counter terrorist
development, acquisition, and use of weapons of mass destruction, through the
Counter-Terrorism Committee Executive Directorate and the group of experts who
assist the Committee established pursuant to resolution 1540 (2004). In addition, the
General Assembly and the Security Council may wish to consider adopting a
resolution calling on all States to provide the necessary cooperation and assistance
in the event of a terrorist attack using weapons of mass destruction. It may also be
necessary to develop or review guidelines for Member States on their response to
such an attack, in particular steps to report it and to request international assistance.

89. To prevent terrorists from acquiring chemical materials, States should ensure
that security at chemical plants is kept to the highest standard, and | urge the
relevant United Nations entities to provide assistance where needed. A mechanism
should also be developed to allow the Organization for the Prohibition of Chemical
Weapons, in cooperation with other relevant United Nations actors, to provide
necessary assistance and coordinate the response and relief operations in case of a
chemical weapon attack or the release of chemical agents.

90. To help prevent and ensure preparedness for a biological attack, a major
initiative is needed to strengthen States’ public health systems. Improving the
world’s health systems will have multiple positive impacts, including reducing the
number of people that die each year of infectious disease. The same measures can
deny those terrorists tempted to use pathogens for nefarious purposes both their
targets and their desired impact. The World Health Organization (WHQ) has done
good work in providing technical assistance to help States to improve their public
health systems, but efforts must be stepped up dramatically. Support from Member
States — in the form of resources, political will and cooperation — is vital. In
addition, the United Nations should work to develop a single comprehensive
database on biological incidents and promote information-sharing to facilitate threat
and risk assessment and support criminal investigation. Updating the roster of
biological experts and laboratories at the disposal of the Secretary-General is also
necessary.

91. Overall, the United Nations must improve coordination in planning a response
to a terrorist attack using weapons of mass destruction. In particular, it will be
necessary to review and improve the effectiveness of the existing inter-agency
coordination mechanism for assistance delivery and relief operations, including risk
assessment, emergency response and crisis management, and victim support, as well
as emergency recovery plans, so that all States can receive adequate assistance. The
United Nations humanitarian response mechanisms are available in case terrorist
attacks have major humanitarian implications and international assistance is
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required. Several reform initiatives are already under way that would strengthen the
ability of the humanitarian community to respond rapidly and effectively to
humanitarian emergencies in general.

Providing proper resources to counter terrorism

92. Demands by Member States on United Nations entities to provide technical
assistance have increased dramatically in recent years. This unprecedented growth
in demand has not been matched by the required increase in resources, however.
Moreover, much of the United Nations technical assistance delivery in the area of
counter-terrorism is financed through voluntary funding, which tends to be volatile
and prevents entities from engaging in long-term planning. | call on Member States
to explore additional and more reliable sources of funding.

93. For example, it is estimated that the demand for, and delivery of, the technical
assistance services of the Terrorism Prevention Branch of the United Nations Office
on Drugs and Crime has increased at least threefold since 2003, in terms of the
substantive content and the quantity of required activities. At the same time, the
core resource allocation for the Branch — for providing the specialized expertise
and carrying out the core backstopping functions — has remained the same since
2003, making it necessary for resource requirements to be met through voluntary
assistance, which has significant operational drawbacks. Member States should
therefore consider additional regular budget funding for these types of activities.

Promoting United Nations system-wide coherence in
countering terrorism

94. A remarkably wide array of organizations, departments, agencies, units and
groups in the United Nations system and among its partners are actively involved in
building State capacity to prevent terrorism. Indeed, the Counter-Terrorism
Implementation Task Force counts members representing 23 different entities. Many
of them are independent organizations and specialized agencies with their own
governing arrangements. Annex | to the present report presents an overview of their
wide-ranging activities.

95. This organizational fragmentation emphasizes the breadth of activities
undertaken by the United Nations system in this area. It also reflects the need for
specialized and multifaceted responses to tackle the complex threat of terrorism. At
the same time, it requires us to ensure that the work of the United Nations is
coherent and that scarce resources are not wasted through inadequate sharing of
information and duplication of work. Only by means of a strong push to improve
cooperation and coordination can the United Nations realize its full potential in
assisting States to build their capacity to counter terrorism.

96. The Counter-Terrorism Committee, established pursuant to Security Council
resolution 1373 (2001), is at the core of our efforts to improve the coherence and
efficiency of technical assistance delivery. Resolution 1373 (2001) mandates the
Committee not only to monitor compliance but also to facilitate the provision of
technical assistance to States that would enhance their capacities to implement their
counter-terrorism obligations. The Committee’s initial request for States to report on
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their efforts to implement resolution 1373 (2001) produced an overwhelmingly
positive response. As of the time of writing, all 191 Member States have sent at least
one report to the Committee. Many have submitted two, three or more reports.
Through these reports, the world has gained, for the first time, a global overview of
the laws and institutional arrangements that are in place in Member States and the
ability to identify where shortfalls exist.

97. To reinforce the Counter-Terrorism Committee’s efforts towards more
effective collaboration and State capacity-building, the Committee established the
Counter-Terrorism Committee Executive Directorate, which became fully
operational late in 2005. Through the Executive Directorate’s on-site visits to
capitals, and dialogue with States and with relevant international, regional and
subregional organizations, the Committee has moved beyond its focus on written
reports and improved its ability to monitor and assess what actions States are
actually taking to combat terrorism. The Executive Directorate also enhances the
Committee’s capacity to identify and prioritize the technical assistance needs of
Member States.

98. The Counter-Terrorism Committee Executive Directorate has carried out 7 on-
site visits so far, and plans to complete 10 more by the end of 2006. | applaud the
fact that the Executive Directorate was joined on the visits by representatives of
other entities of the United Nations system and on occasion even by regional
organizations. | urge relevant organizations to build further on such synergies
among various entities. Once assessments are carried out, available human and
financial resources for the provision of technical assistance should be matched to
the need.

99. | also welcome development of a new assessment tool which allows the
Counter-Terrorism Committee Executive Directorate to assess, in a systematic and
transparent manner, to what degree States have implemented the obligations laid
down in Security Council resolution 1373 (2001). This will allow the Executive
Directorate to establish priority areas within countries. Technical assistance
providers, including bilateral donors, should be forthcoming, with due respect to
confidentiality, in sharing information on the technical assistance projects that are
under way or completed. | urge the Executive Directorate to work closely with all
technical assistance providers and share information that might be helpful for them
in their assistance programmes.

Improving information-sharing

100. Given the wide range of United Nations entities working on counter-terrorism
issues, it is crucial that the coordination and sharing of information is enhanced to
the fullest degree possible. To this end, I recommend the creation of an informal
group, to include United Nations technical assistance providers, as well as donors
and recipients, which could meet once or twice per year to exchange information.

101. Such coordination will also need to include better sharing of information in the
field. Several innovative mechanisms could be adopted to that end.

102. First, | will ensure that information on all available United Nations counter-
terrorism resources will be made available in one place — in the form of an online
handbook. This is needed both by States and by United Nations country teams. It
should contain, inter alia, contact details of focal points for United Nations bodies
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and assistance providers. It should also make clear where to look for relevant
resources, including best practices available in key areas and frequently asked
questions. | ask the Counter-Terrorism Implementation Task Force to work with the
relevant entities to create such a handbook as soon as possible.

103. Second, technical assistance delivery activities need to be better coordinated
and reinforced at the country level. We need to make the best use of existing United
Nations country offices. We should have United Nations system-wide focal points
and a natural flow of information around the system, in particular to and from the
field, as work goes forward on counter-terrorism, to make sure it is done in the
context of the United Nations overall approach in any country. Resident
coordinators and other senior officials in the field are in a prime position to detect
signs of popular sympathy for terrorist groups or ideologies, extremist recruitment
and hate media. By bringing this to the attention of the United Nations system and
the international community, they can help to promote early action.

104. Third, synergies among international, regional and subregional organizations
should be enhanced. We need to reinforce and maximize existing arrangements and
mechanisms and establish new channels of cooperation, with due respect to
confidentiality. The United Nations, in particular the United Nations Office on
Drugs and Crime and the Counter-Terrorism Committee Executive Directorate, can
be instrumental in helping to establish regional counter-terrorism mechanisms and
centres. Full flow of information is critical; shared analysis and assessment by all
actors in a particular country is a priority. We should strive for shared assessment
visits between organizations to help to reduce the burden on States.

Streamlining reporting mechanisms

105. Excessively burdensome reporting obligations are a problem throughout the
United Nations system, as emphasized in my recently released report entitled
“Mandating and delivering: analysis and recommendations to facilitate the review of
mandates” (A/60/733). With regard to reporting mechanisms related to counter-
terrorism, a number of practical steps can help to alleviate the problem.

106. First, an assessment should be made of the extent to which lack of energy and
interest, lack of will, or lack of capacity has led to a fall-off in reporting to the
Security Council as called for in resolutions 1267 (1999) and its successors,
resolutions 1373 (2001) and 1540 (2004).

107. Second, as the majority of States that have not reported to all three
Committees are in specific regions, the Committees could examine a regional
approach to raising awareness of the issues. Without undermining the principle that
each State must submit a separate report, the Council could identify a mechanism or
a relevant Member State that could offer help and advice to States of a region.

108. Third, the Committees should make every effort to coordinate requests for
information, both among themselves and with other international organizations, to
ensure that they are aware of information already submitted and to avoid separate
requests for similar information. The 2005 World Summit Outcome encouraged the
Security Council to consider ways to consolidate State reporting requirements,
taking into account and respecting the different mandates of its counter-terrorism
subsidiary bodies. | hope that the Security Council can consider and take action on
the recommendations already made by the expert groups that support its counter-
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VI.

terrorism committees. In addition, requests for information should be tailored to the
recipient State. The period between requests should be long enough to allow States
time to implement or review relevant national legislation or procedures so as to
avoid multiple reports which provide little new information.

Institutionalizing the Counter-Terrorism Implementation Task Force

109. The Counter-Terrorism Implementation Task Force, based in my Office, is an
important mechanism with the potential for ensuring overall coordination and
coherence in the United Nations system’s counter-terrorism efforts. Given its
success so far, not only in helping me to develop recommendations for a counter-
terrorism strategy but also in promoting cooperation among relevant United Nations
entities, 1 am taking steps to institutionalize the Task Force within the Secretariat.
This will include creating a small support function within my Office to coordinate
and develop its activities, in particular implementing the outcomes of the
deliberations of Member States on the recommendations contained throughout this
report.

Defending human rights in the context of terrorism and
counter-terrorism

110. As | stated at the beginning of this report, inherent and essential to any
counter-terrorism strategy is ensuring the defence of human rights. Proposals for
safeguarding human rights have been highlighted throughout the sections on
dissuasion, denial, deterrence and development of State capacity. To underline other
important human rights considerations that must be fully taken into account and
incorporated when countering terrorism, 1 focus on human rights in its own section
here.

111. In General Assembly resolution 54/164, Member States reiterated their
unequivocal condemnation of the methods and practices of terrorism, in all its forms
and manifestations, as activities aimed at the destruction of human rights,
fundamental freedoms and democracy. In that resolution, Member States moreover
once again recognized that such acts threaten the territorial integrity and security of
States, destabilize legitimately constituted Governments, undermine pluralistic civil
society, and have adverse consequences for the economic and social development of
States. No end justifies intentionally attacking civilians and non-combatants.
Terrorist acts are violations of the right to life, liberty, security, well-being and
freedom from fear. Therefore, adopting and implementing effective counter-
terrorism measures is also a human rights obligation for States.

112. At the same time, in the fight against terrorism, we must never sacrifice our
values and lower our standards to those of the terrorists. International cooperation to
fight terrorism must be conducted in full conformity with international law,
including the Charter of the United Nations and relevant international conventions
and protocols. It is an obligation of States to ensure that any measures taken to
combat terrorism comply with their obligations under international law, in particular
human rights law, refugee law and international humanitarian law.

113. Only by placing counter-terrorism within a rule-of-law framework can we
safeguard the internationally valued standard that outlaws terrorism, reduce the



A/60/825

conditions that may generate cycles of terrorist violence, and address grievances and
resentment that may be conducive to terrorist recruitment. To compromise on the
protection of human rights would hand terrorists a victory they cannot achieve on
their own. And when human rights are abused as part of a campaign against
terrorism, terrorists exploit the abuse to mobilize recruits and seek to further justify
their actions. To this end, States should ratify and implement the core international
human rights instruments and accept the competence of international and national
human rights monitoring bodies, including those entrusted with monitoring all
places where people are deprived of their liberty.

114. International human rights experts continue to express concern that many
counter-terrorism measures infringe on human rights and fundamental freedoms.
Pursuant to General Assembly resolutions 57/219, 58/187 and 59/191, | have
submitted reports on protecting human rights and fundamental freedoms while
countering terrorism. The Office of the United Nations High Commissioner for
Human Rights should continue to play a lead role in examining this question, make
general recommendations on the obligation of States, and provide them with
assistance and advice should they request it.

115. In July 2005, the Commission on Human Rights appointed a Special
Rapporteur on the protection and promotion of human rights and fundamental
freedoms while countering terrorism. This was a step forward in ensuring the
compatibility of counter-terrorism measures with international human rights law. By
corresponding with Governments, making country visits, liaising with the United
Nations and regional organizations, and reporting on these issues, the Special
Rapporteur supports and offers concrete advice to States. The establishment of the
new Human Rights Council offers another opportunity to incorporate human rights
into our counter-terrorism efforts and, as it takes shape, the Council should bear in
mind the reality of terrorism.

116. Earlier in this strategy, | applauded Security Council resolution 1624 (2005),
which attempts to address incitement to terrorist acts. | also urged States, working
closely with the Counter-Terrorism Committee, to take the necessary steps to
impede the use of information and communications technologies for promoting and
carrying out terrorist activities. We must be vigilant, however, to the risk of abusive
Governments invoking measures against incitement to terrorism for their own
purposes, perhaps to target peaceful political opponents. Nonetheless, addressing the
issue of incitement is vital. | urge further work in this area, in full compliance with
international human rights standards and with due regard to the Council of Europe
Convention on the Prevention of Terrorism.

117. Another highly important issue relates to the topic of due process and listing.
In paragraph 109 of the 2005 World Summit Outcome, the Security Council is called
upon, with my support, to ensure that fair and clear procedures exist for placing
individuals and entities on sanctions list and removing them, as well as for granting
humanitarian exemptions. Pursuant to that mandate, and in accordance with
paragraph 20 of the report on the implementation of decisions from the 2005 World
Summit Outcome for action by the Secretary-General (A/60/430), | have asked the
Office of Legal Affairs of the Secretariat to begin an interdepartmental process, in
close cooperation with the Department of Political Affairs and OHCHR, to develop
proposals and guidelines that would be available for consideration by the Security
Council. In the meantime, the Committee established pursuant to resolution 1267
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(1999) has approved a partial revision of its Guidelines and is urged to continue its
discussions of listing and de-listing, including those recommendations from the
reports of the Analytical Support and Sanctions Monitoring Team of the Committee,
which has consistently pointed to the need to address these issues.

118. Upholding and defending human rights — not only of those suspected of
terrorism, but also of those victimized by terrorism and those affected by the
consequences of terrorism — is essential to all components of an effective counter-
terrorism strategy. Only by honouring and strengthening the human rights of all can
the international community succeed in its efforts to fight this scourge.

The road ahead

119. Member States now have an historic opportunity to take up the challenge
issued by world leaders in September 2005, and reach universal agreement on a
counter-terrorism strategy. Such a step would not only demonstrate the resolve of
the international community to deal definitively with the scourge of terrorism; it
would also create a basis for a truly global response. All States, in every region,
large or small, strong or weak, are vulnerable to terrorism and its consequences.
They all stand to benefit from a strategy to counter it. They all have a role to play in
shaping such a strategy and translating it into reality.

120. Agreement on a strategy, therefore, will be only the beginning. Member States
will need to ensure that it is a living strategy, one that is regularly updated to
respond to evolving challenges. Even more important, they will need to ensure its
full implementation. | hope that, as Member States agree to an initial strategy, they
will also agree to review it regularly and to ensure accountability through follow-up.

121. The various institutions of the United Nations system have an important role to
play in that follow-up, and | will ask the Counter-Terrorism Implementation Task
Force to provide support and facilitate coordination. This is a task we must all own
if we are to unite against terrorism and ensure that our children inherit a safer, more
secure world.
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Inventory of United Nations counter-terrorism activities

Objectives

Activities

Dissuading people from
resorting to terrorism or
supporting it

Denying terrorists the
means to carry out an
attack

The United Nations Educational, Scientific and Cultural Organization
promotes dialogue among civilizations, cultures and peoples, supports inter-
religious and inter-faith dialogue, and fosters quality education through
strengthening transboundary cooperation and training in science. The UNESCO
Culture of Peace programme assists civil society organizations in denouncing
terrorist acts as inexcusable.

The Special Representatives and Envoys of the Secretary-General, in
providing mediation support and backstopping the Department of Political
Affairs, have helped to facilitate peace agreements in 13 conflicts around the
world since 2001. The creation of a mediation support unit in the Department
and the Peacebuilding Support Office will further enhance the United Nations
peacemaking and peacebuilding capacity.

The United Nations Development Programme supports Member States in
constructive engagement with disaffected groups prone to violence and promotes
their political inclusion as a means of addressing grievances. UNDP has
organized dialogue forums and activities such as “Democratic Dialogue” by the
Regional Bureau for Latin America and the Caribbean and the “African Futures”
initiatives by the Regional Bureau for Africa.

The Department of Public Information works with media, educational
institutions, non-governmental organizations and civil society to promote
respect, tolerance and cultural diversity. The Department organizes a series of
seminars entitled “Unlearning intolerance” that focuses on combating anti-
Semitism, Islamophobia, and hate media.

Denying terrorists financial support

e Under the Al-Qaida and Taliban sanctions regime, 34 States have frozen at
least $93.4 million in assets as of January 2006 of individuals and groups
whose names appear on the consolidated list of the Committee established
pursuant to resolution 1267 (1999).

e The Counter-Terrorism Committee and the Counter-Terrorism
Committee Executive Directorate have assessed the relevant financial
legislation of all 191 Member States and provided recommendations for
improvements.

Denying terrorists access to deadly weapons, including weapons of
mass destruction

e The International Atomic Energy Agency implemented a Plan of Activities
to Protect against Nuclear Terrorism (2002-2005) and has approved a Nuclear
Security Plan for 2006-2009. More than 100 evaluation missions have been
conducted for assessment, and as a result 38 high-activity radioactive sources
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were identified and secured in newly independent States and nearly 70
sources with radioactivity totalling 1,000 terabecquerels were recovered from
States and repatriated to their supplier.

The Organization for the Prohibition of Chemical Weapons has
inventoried and inspected 70,000 tons of chemical agent. So far, more than
half of the former chemical weapons production facilities in the world have
been either completely destroyed or converted for peaceful purposes.

The Department for Disarmament Affairs facilitates the greater
participation of Member States in transparency instruments such as the
United Nations Register of Conventional Arms and provides support to
Member States implementing the Programme of Action on Small Arms and
the International Instrument to Enable States to Identify and Trace, in a
Timely and Reliable Manner, Illicit Small Arms and Light Weapons.

The Committee established pursuant to resolution 1540 (2004) and its
experts have examined reports from 127 States and one organization (the
European Union) on their efforts to meet the requirements of Security
Council resolution 1540 (2004). They have worked to identify deficiencies
and suggest improvements in preventing access by non-State actors to
weapons of mass destruction and their components.

Denying terrorists access to travel

Interpol facilitates cross-border police cooperation and supports and assists
all organizations, authorities and services whose mission is to prevent or
combat international crime. It also maintains a global database that tracks lost
and stolen travel documents.

The International Maritime Organization provides an internationally
agreed and implemented regulatory regime for ship and port facilities and is
expecting to commence consideration of the Framework of Standards to
Secure and Facilitate Global Trade. IMO is developing a mandatory
mechanism for the global long-range identification and tracking of ships.

Denying terrorists access to their targets and their desired impact

Military and civilian police components of United Nations peacekeeping
operations have provided a more secure environment in 16 conflict zones all
over the world in the last five years. This has helped to deny terrorists
opportunities to recruit and to conduct their operations.

Interpol has issued several Orange Notices to warn police, public bodies and
international organizations of possible threats from hidden weapons, parcel
bombs and other dangerous materials.
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Deterring States from
supporting terrorist groups

Developing State capacity
to prevent terrorism

The United Nations Security Council has imposed travel bans and financial
sanctions against members of Al-Qaida and associated entities. The Al-Qaida
and Taliban Monitoring Team has submitted four major reports and other
documentation to the Committee established pursuant to resolution 1267 (1999)
regarding the implementation of sanctions by Member States, as mandated under
Security Council resolution 1617 (2005).

Thirteen universal instruments have been developed and adopted at the United
Nations that have criminalized specific acts of terrorism including hijacking,
hostage-taking and nuclear terrorism. Together with the Security Council
resolutions 1267 (1999), 1373 (2001), 1540 (2004), 1566 (2004) and 1624
(2005), those conventions provide a legal framework for multilateral actions
against terrorism.

The Counter-Terrorism Committee Executive Directorate has received more
than 630 reports from Member States on the implementation of Security Council
resolution 1373 (2001); identified the technical assistance needs of 90 Member
States and conducted numerous field visits; and created a Directory of Assistance
on standards, practices and sources of counter-terrorism assistance.

Promoting the rule of law and effective criminal justice systems

e The United Nations Office on Drugs and Crime has assisted 112 countries
in becoming parties to and implementing the universal instruments related to
the prevention and suppression of international terrorism, and provided
legislative advice on counter-terrorism to 67 countries. It has also developed
or is in the process of developing nine technical assistance tools aimed at
assisting countries in strengthening their legal regimes against terrorism

e With its field presence in 166 countries, the United Nations Development
Programme undertakes numerous activities to promote the rule of law,
including programmes to support the implementation of anti-money-
laundering legislation, the strengthening of judiciary systems, and the
developing of institutional capacity in prosecutors’ offices.

e The Department of Peacekeeping Operations provides training to national
police on criminal matters including kidnapping, information-gathering,
hostage-taking, close protection, and the investigation of assassinations,
murders and bombings.

e The Office of Legal Affairs prepares publications such as National Laws and
Regulations on the Prevention and Suppression of International Terrorism,
and has organized six annual treaty events which facilitated the entry into
force of treaties. During the 2005 treaty event, 82 States signed the
International Convention for the Suppression of Acts of Nuclear Terrorism.

Promoting quality education and religious and cultural tolerance

e The United Nations Educational, Scientific and Cultural Organization
provides learning materials and curricula to promote inclusive pedagogies
and diversified content, and has promoted inter-university solidarity and
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dialogue through the network of 550 UNESCO Chairs and the UNITWIN
programme, which provides opportunities for young people in all regions.
UNESCO has also prepared a code of conduct for scientists to help deter the
use of scientific work for terrorist purposes.

Countering the financing of terrorism

The International Monetary Fund has conducted 40 country assessments on
anti-money-laundering and combating the financing of terrorism capacity,
and undertaken over 200 bilateral technical assistance missions since 2001 to
assist in legislative drafting and in the establishment and strengthening of
financial sector supervision.

The World Bank has assessed measures of compliance with international
anti-money-laundering and counter-terrorism financing standards in 26
countries, and has delivered technical assistance to countries in all developing
regions.

The United Nations Office on Drugs and Crime continues to deploy
professional expertise in the field to train relevant authorities and build
institutions to improve anti-money-laundering and combat the financing of
terrorism capacity. In addition the Office maintains a database on anti-money-
laundering legislation.

Ensuring transport security

The International Civil Aviation Organization assesses the level of
implementation by States of security-related standards as contained in

annex 17 to the Convention on International Civil Aviation. ICAOQ also assists
States in protecting aircraft against attacks by man-portable air defence
systems, and has worked to enhance the security of the passports of
approximately 70 States.

The World Customs Organization adopted a Framework of Standards to
Secure and Facilitate Global Trade in March 2006 and will complete 51
capacity-building missions to 51 countries by June 2007.

Through the Global Programme on Maritime Security, the International
Maritime Organization has conducted 32 country advisory missions and
trained approximately 3,800 people on methods for ensuring maritime
security.
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Defending human rights in
the context of terrorism and
counter-terrorism

Preventing terrorists from acquiring nuclear, biological, chemical or
radiological materials, and ensuring better preparedness for an attack with
such materials

e The World Health Organization supports the implementation of the
International Health Regulations (2005), which ensures rapid reporting of
disease outbreaks. WHO has detected over 1,000 epidemics of international
importance and provided field support for more than 100 of those outbreaks.
In addition, WHO has developed a global laboratory network that aggregates
the laboratory capacity to respond to outbreaks and biological threats.

e The International Atomic Energy Agency has held training and education
activities reaching 1,500 participants to enhance Member States’ capacity to
address nuclear security issues, and has been working on assisting States in
establishing an effective regulatory infrastructure, improving physical
protection at facilities with nuclear and other radioactive materials,
strengthening capabilities at borders to detect and respond to illicit nuclear
trafficking, and establishing preparedness to respond to acts of nuclear or
radiological terrorism.

Improving the defence of soft targets and the response to their attack

e The Department of Safety and Security is developing counter-terrorism
expertise and has undertaken security support operations in 150 States. The
Department, Interpol and the Office for the Coordination of Humanitarian
Affairs are also working together to develop emergency response capacity for
security threats, including terrorism.

Promoting United Nations system-wide coherence in countering terrorism

The Counter-Terrorism Implementation Task Force, established in 2005 by
the Secretary-General, works to ensure overall coordination and coherence
among 23 entities throughout the United Nations system involved in counter-
terrorism efforts.

The Office of the United Nations High Commissioner for Human Rights
provides assistance and advice to Member States, upon their request, on the
protection of human rights and fundamental freedoms while countering
terrorism, including the review and development of anti-terrorism legislation.
OHCHR provides training for law enforcement and security officials, in order to
build the necessary skills to implement international human rights instruments.
OHCHR has worked with the Department of Public Information to produce
reports and tools to increase awareness of international human rights law in the
context of terrorism and counter-terrorism, including the publication of the
Digest of Jurisprudence of the United Nations and Regional Organizations on
the Protection of Human Rights while Countering Terrorism.
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The Special Rapporteur on the promotion and protection of human rights
while countering terrorism works to identify, exchange and promote best
practices on measures to counter terrorism that respect human rights and
fundamental freedoms. The Special Rapporteur also provides, at the request of
Member States, advisory services and technical assistance.

The Office of Legal Affairs, in collaboration with the Department of Political
Affairs and the Office of the High Commissioner for Human Rights, is
developing proposals and guidelines for Member States on fair and clear
procedures for placing and removing individuals and entities on United Nations
sanctions lists.
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Status of universal instruments related to the prevention and
suppression of international terrorism™

1. Convention on Offences and Certain Other Acts Committed on Board
Aircraft.

Signed at Tokyo on 14 September 1963; entered into force on 4 December 1969;
180 parties.

2. Convention for the Suppression of Unlawful Seizure of Aircraft.

Signed at The Hague on 16 December 1970; entered into force on 14 October 1971;
181 parties.

3. Convention for the Suppression of Unlawful Acts against the Safety of
Civil Aviation.

Signed at Montreal on 23 September 1971; entered into force on 26 January 1973;
183 parties.

4.  Protocol for the Suppression of Unlawful Acts of Violence at Airports
Serving International Civil Aviation, supplementary to the Convention for the
Suppression of Unlawful Acts against the Safety of Civil Aviation.

Signed at Montreal on 24 February 1988; entered into force on 6 August 1989;
156 parties.

5. Convention on the Prevention and Punishment of Crimes against
Internationally Protected Persons, including Diplomatic Agents.

Adopted by the General Assembly of the United Nations on 14 December 1973;
entered into force on 20 February 1977; 161 parties.

6. International Convention against the Taking of Hostages.

Adopted by the General Assembly of the United Nations on 17 December 1979;
entered into force on 3 June 1983; 153 parties.

7.  Convention on the Physical Protection of Nuclear Material.2

Signed at Vienna on 3 March 1980; entered into force on 8 February 1987,
116 parties.

8. Convention for the Suppression of Unlawful Acts against the Safety of
Maritime Navigation.b

Done at Rome on 10 March 1988; entered into force on 1 March 1992; 135 parties.

* Status as at 25 April 2006. The status reflects information provided by the depositaries or

information that is available on their respective websites. It does not take into account any treaty
action that was undergoing processing at the time of writing of the present report.

a On 8 July 2005, the Amendment to the Convention on the Physical Protection of Nuclear
Material was adopted by the Conference to Consider Proposed Amendments to the Convention
on the Physical Protection of Nuclear Material.

b On 14 October 2005, the Protocol of 2005 to the Convention for the Suppression of Unlawful
Acts against the Safety of Maritime Navigation was adopted by the Diplomatic Conference on
the Revision of the SUA Treaties.
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9.  Protocol for the Suppression of Unlawful Acts against the Safety of Fixed
Platforms Located on the Continental Shelf.c

Done at Rome on 10 March 1988; entered into force on 1 March 1992; 124 parties.

10. Convention on the Marking of Plastic Explosives for the Purpose of
Detection.

Signed at Montreal on 1 March 1991; entered into force on 21 June 1998;
125 parties.

11. International Convention for the Suppression of Terrorist Bombings.

Adopted by the General Assembly of the United Nations on 15 December 1997;
entered into force on 23 May 2001; 146 parties.

12. International Convention for the Suppression of the Financing of
Terrorism.

Adopted by the General Assembly of the United Nations on 9 December 1999;
entered into force on 10 April 2002; 153 parties.

13. International Convention for the Suppression of Acts of Nuclear
Terrorism.

Adopted by the General Assembly of the United Nations on 13 April 2005; not yet
entered into force; 2 parties.

¢ On 14 October 2005, the Protocol of 2005 to the Protocol for the Suppression of Unlawful Acts
against the Safety of Fixed Platforms Located on the Continental Shelf was adopted by the
Conference on the Revision of the SUA Treaties.



