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Abstract

This paper examines the challenges that the Intelligence Community is facing in the
post Cold War era. The argument for an intelligence reform has always been popular,
but gained greater momentum after 9/11. In order to define the argument for a
Revolution in Intelligence Affairs, the paper examines several aspects that relate to
intelligence reform, like the impact of information technology on the culture of
intelligence, the open source solution, the problems regarding information overload
and the politicization of the intelligence product. The purpose is to identify the
dilemmas that reformers face and conclude on whether a new paradigm in intelligence
affairs is about to emerge.
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A (R)EVOLUTION IN INTELLIGENCE AFFAIRS?
IN SEARCH OF A NEW PARADIGM

1. Introduction

Recent developments like the 9/11 terrorist attacks and the politicization of
intelligence in the case of the war in Irag, have placed intelligence and its (mis)use by
politicians, at the heart of the political debate. In the dawn of the twenty-first century,
the international environment has been transformed and is more complex compared to
the one that shaped the intelligence services during the second half of the twentieth
century. In particular, whereas the Cold War provided a reasonably predictable and
linear framework for the intelligence community, that can not be argued for the
security environment at the beginning of the twenty-first century. Requirements for
providing intelligence support have changed greatly. There is greater complexity and
variety of enemies and threats. The linear understanding that characterized most of the
intelligence issues during the Cold War is long gone. In the post 9/11 security
environment there is a great need to re-examine the way intelligence is collected and
translated into policy.

A number of intelligence scholars refer to the emergence of a new paradigm in
intelligence affairs. The claims for openness and transparency of the intelligence
process have been increased in the post 9/11 period and some scholars question
whether intelligence reflects the needs and norms of the current open and post-modern
western societies. [1] Others stress the importance of Open Source Information and
examine the application of a new organisational paradigm that drives its inspiration
from the business sector. [2] Piled together, they question the traditional way in which
intelligence used to perform until the end of the Cold War and highlight certain
aspects of a new and revolutionary intelligence model that is about to emerge. [3]

As a result, a provocative set of questions has been raised from the relevant literature.
Is there a Revolution in Intelligence Affairs (RIA) already under way or is it just the
latest catchphrase? How will the Intelligence Community adapt to the changes that
globalisation, postmodernism and risk society brought about? Have certain aspects,
like Open Source Intelligence (OSINT) or Human Intelligence (HUMINT), been
overlooked by reformers? What are the advantages and disadvantages of outsourcing

intelligence to the private sector?



2. The Argument for a Paradigm Shift in Intelligence Affairs

2. 1 Information Revolution and Intelligence

The Information Revolution challenges every bureaucratic institution and the
intelligence services can not escape from this reality. The Information Revolution
affects every step of the intelligence cycle; it adds new issues in the intelligence
agenda, alters old ones and brings profound organisational and cultural changes in the
art of intelligence. [4] The numerous proposals to reform and reorganise the
intelligence community reflect the need to move from a hierarchical, stove-piped and
inflexible system towards a new system. This new intelligence model will have to
make the best of the available information means (information technology, open
source intelligence), adopt new analytical tools and manage information overload in
order to gain flexibility and provide sound analysis and timely ‘early warning’
indicators. A clear sign of the problems that the traditional, Cold War intelligence
model had in adjusting to its new mission, is the tendency since the late 1990’s to
establish ad hoc task forces and intelligence centres. For example the U.S Intelligence
Community has created new intelligence centres and organisations like the National
Counterterrorism Center (NCTC), the National Counterproliferation Center (NCPC),
the Terrorist Threat Integration Center (TTIC) and the Open Source Center (OSC),
not to mention the establishment of the Department of Homeland Security (DHS), or
created new posts for better coordination like the National Intelligence Director (NID)
and the Undersecretary of Defense for Intelligence (USDI).

Information Technology has brought about new capabilities in the field of
decentralization, tailored systems and networking. Instead of having a large number of
users depend on a small number of centralized sensors or data processing systems,
low cost, high capability sensors and microcomputers make it possible for many users
to have access to their own data systems and tailor the equipment to the specific need
of each user. In addition, communication links and software provide through Internet
the necessary interconnectivity, so that individual users can share and exchange data.
[5] Electronic dissemination has replaced the ‘push’ architecture, where the analysts
select from a vast quantity of data, the information they believe the users need to
know and then send this information to the users they believe need to have it, with the
‘pull’ architecture, where the users will draw the information they believe they need

from the vast amount of data. [6]



Nevertheless, Information Revolution has also brought new vulnerabilities in the
practice of intelligence. The growing dependence on information systems makes the
information infrastructure vulnerable to information attacks. The defence and
intelligence agencies are heavily dependent on commercial information infrastructure.
It is not only that governments lack the resources and means to handle the plethora of
information and have turned to commercial providers, but also that in certain cases
(like satellite intelligence), the same information can be accessed by various users.
The free flow of classified technologies and expertise to the private sector on the one
hand and the use of commercial off-the-shelf technologies and expertise by the
intelligence community on the other hand, seem to blur the boundaries between the
national and commercial use of intelligence. [7] The fact that governments have lost
the monopoly in the area of Information Technology means that they can not control
the pace of technological developments in the commercial sector and thereby
sophisticated Information Technology can be utilized by anyone. Adding to the above,
since intelligence agencies are not the sole providers of information, they have to
compete with academic institutions, think-tanks and private organizations.

The changes brought about by the Information Revolution exceed the hardware and
software and also affects the organization and culture of the intelligence community.
The modern intelligence community that evolved during the Cold War has acquired
all the characteristics of large Weberian bureaucracies. [8] The intelligence agencies
that emerged from the Cold War were hierarchical, stove-piped, secretive and
resembled ‘information industries’. This model has proven inflexible and ineffective
in the post Cold War era. The information and communication technologies call for
the adoption of flatter, networked and task-oriented structures. Horizontal knowledge
networks undermine existing structures that privilege compartmentalization, vertical
integration, and classification. [9]

Finally, Information Technology has also altered the way intelligence consumers
interact with information. In the recent past, information was scarce (often the product
of clandestine operations), expensive and considered authoritative. On the contrary,
information nowadays is relatively accessible, cheap and more tangible. As a result,
intelligence consumers tend to function as their own analysts. They collect and
evaluate information themselves and are reluctant to accept wisdom from authority.
[10]



2. 2 The “‘Open Source Intelligence’ Promise

One of the most important developments in the field of intelligence is the qualitative
improvements and volume growth in Open Source Intelligence/Information. Open
Source Intelligence is a relatively cost-effective way of taking full advantage of the
available expertise in any area of concern and due to its non-restrictive nature can be
easily tailored and disseminated. OSINT makes up 70-80 percent of the intelligence
data base. [11]

Robert Steele, a widely recognised advocate, argues that intelligence in the
Information Age needs to be reinvented on the basis of Open Source Intelligence.
OSINT is more than just information and can be much more than a valuable
contributor to all-source intelligence. Open sources and cooperation with non-
governmental sources of information point away from a small group of secret
government bureaucracies and toward a virtual intelligence community. If properly
integrated in national intelligence, OSINT can serve as an intelligence multiplier and
cost saver and transform the intelligence process. [12] Stephen Mercado, a CIA
analyst, praises the importance of OSINT and argues that OSINT should be treated as
seriously as the other traditional sources of intelligence (imagery, signals, human etc)
and even brings up for discussion the creation of a national OSINT centre. [13] A
central issue regarding the utilisation of OSINT is whether the latter should be
developed mainly in the private sector or incorporated within the national intelligence
system. [14] In both cases OSINT has to overcome bureaucratic obstacles, fight for its
share of the budget and also outfight institutional rivalries deriving from the other
well established and already institutionalised intelligence disciplines (Signal
Intelligence, Imagery Intelligence etc).

However, OSINT has also its limitations. Information overload, the spread of
unreliable information and disinformation by media sources, as well as the security
implications of privatizing parts of the intelligence production are among these
limitations. In particular, one of the major disadvantages that Information Revolution
brings about is information overload. The drawback of OSINT is that it threatens to
weigh down the intelligence process and diminish the gains from technical
improvements in intelligence collection and dissemination. Intelligence agencies are
struggling to overcome this problem by turning to the private sector. [15] Although
the private sector companies may assist in sorting out and characterising (putting in

context) an immense amount of raw data, they may not be equally successful in
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discerning between information and disinformation. As the amount of available
information (and misinformation) continues to increase, isolating information with
intelligence value that is relevant, timely, and accurate may become even more
difficult. The spread of unreliable information is not a new issue, but due to the
growth of media sources and the global reach of the Web, the amount of
disinformation and propaganda has inevitable been increased. [16]

The ‘privatization of intelligence’, entrusting part of the intelligence process to the
private sector is another point of criticism. Outsourcing certain ‘non-core’ functions
would perhaps enable intelligence analysts to spend more time mastering the ‘core
functions’, their core competencies. [17] Nevertheless, OSINT provided by the private
sector varies tremendously in quality and reliability. OSINT is primarily driven by
commercial considerations and thereby tends to focus on aspects which may be
ephemeral rather than fundamental. Underlying trends or subjects, vital to national
intelligence planning, that are considered to be too technical or arcane are less likely
to merit commercial attention and investment. [18]

The intelligence community and corporations have similarities in the way they
operate, but they have also profound differences. William Lahneman identifies two
critical ones. [19] First, corporations struggle to maximize profit, while the
intelligence agencies seek to maximize performance (identifying threats, early
warning etc). Therefore, corporations can adopt policies that deliberately permit a
certain percentage of failures. For example, if a failure is defined as an unfilled order,
a company might maximize profit by allowing a certain percentage of orders to go
unfilled as this policy lowers inventory costs. This is obviously not an option for the
intelligence community. Intelligence agencies try to achieve a ‘zero defects’
performance record, since a defect could lead to an intelligence failure, which is
clearly unacceptable.

Second, businesses have the option to exit markets in which they have become non-
competitive, and enter some new market where they might achieve greater
profitability. The same does not apply in the intelligence agencies. There is no
intelligence agency that can simply neglect one issue of national security and focus on
another, simply because the production of intelligence on the latter is an easier or
more productive task. [20]

Apart from the above, intelligence from the private sector is available to almost

anyone and therefore the number of potential threats can be increased. Bearing in



11

mind the developments in satellite technology, commercial imagery can be provided
to a number of actors, including rogue states and terrorist groups. [21] It is possible,
that less technical-developed nations or terrorist groups that are unable to conduct
massive technical research will take the shortcut and turn to open sources.

Finally and despite its utility, OSINT may not be able to surpass preconceptions and
tendencies, which are inherent in the culture of intelligence. Intelligence consumers
(policy-makers) usually want to receive information unavailable from their own
reading or viewing of the media. They want intelligence from secret agents and
technical sources. There is also the danger that analysts might spice up their product,
in order to add something “secret’ and gain the attention of their consumers. [22]

2. 3 Openness and the culture of secrecy

The above developments are inarguably important in shaping intelligence in the
twenty-first century, but there is one element that has been neglected, the place of
intelligence in society. Intelligence services have to be accountable, open, and
function in ways compatible with the cultural norms, tradition and laws that
characterize the information society. The emergence of a post-modern society and the
challenges of globalization have made the world more complex, interdependent and
dominated by risk. [23] The twentieth century has been described as the ‘secret
intelligence’ era, where the primary goal was the protection and stealing of secrets.
Although that remains one of the primary missions of intelligence, both the means of
collecting part of the necessary intelligence and the (western) societies within which
intelligence operates have been transformed. Becoming more open or remaining
secretive is an important dilemma for intelligence services operating in democracies.
[24]

Secrecy is after all a virtue and a necessity in the practice of intelligence. The sources
of information and the methods by which information is gathered must remain
unknown to the targets of intelligence. But at the same time intelligence services
require public support and need to earn public trust. Without such support and trust,
the services will lack legitimacy and credibility and their judgments will be
questioned by the intelligence consumers, the policymakers. Advocates of openness
argue that declassification and greater transparency will ‘rationalise’ certain
operations (clandestine operations) in the eyes of the public and even counter the
enemy’s propaganda since the information released by the intelligence services will
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offer their side of the story and influence the public and world opinion. [25] Critics of
the openness argument contrast the difficulties, costs and risks in revealing secrets and
claim that despite its problems the ‘culture of secrecy’ has served the intelligence
community well. [26]

Wesley Wark takes the openness argument a step further and argues that the twenty-
first century may prove the age of ‘public intelligence’. For example both Britain and
the United States, felt compelled in the aftermath of 9/11 to publicize some of their
intelligence, to offer evidence and arguments in support of decisions on war. The
release by the British government of the Joint Intelligence Committee assessment of
the threat posed by Iraqg’s WMD Programmes in September 2002, the release of a
declassified version of the CIA’s National Intelligence Estimate (NIE) on Iraq’s
WMD on October 2002 and the televised presentation made to the UN Security
Council by Secretary of State Colin Powell in February 2003, all reflected the need to
rationalise in both ethical and legal terms the decision to declare war. [27]

The use of intelligence in the public domain in order to influence domestic and global
public opinion is a crucial, but also controversial element. Before the decision to
invade Iraq, speeches given by senior officers did not describe in detail the disparate
sources or the complex analytical reasoning that lay behind the intelligence judgments
that were cited. Some observers believe that intelligence was simplified to the point of
distortion in order to shape the public debate. Others defend the use of accurate, if
summarized, intelligence judgements on issues such as Iraqi WMD efforts and ties to
terrorists, noting that full disclosure of analytical caveats is impossible. The
implications of the above in the practice of intelligence are profound. Providing
intelligence for public consumption requires different criteria and methods than
intelligence delivered to traditional consumers. [28] In the end, supporters of a more
transparent and accountable intelligence system have to take under consideration the
benefits that the culture of secrecy brings in the practice of intelligence, and make

sure that openness will not have a boomerang effect.

3. Challenging the Revolutionary Argument in Intelligence Affairs

Truly, Information Revolution has changed the way intelligence functions. The means

of collection and dissemination have been transformed and new organizational

principles are being applied. The conflict spectrum that intelligence officers have to
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cover has been broadened and the expectations by both the public and the policy
makers have been raised. Nevertheless, suggesting that all the above changes simply
constitute a revolution in intelligence affairs is premature. There are certain issues that
should be taken under consideration in any effort to revolutionize the intelligence
process. These issues are not only principles, truths that are inherent in the practice of
intelligence and its pathology and will inevitably appear in any new-alternative
intelligence model, but also case specific ones that are related to the application of an

IT-driven and network oriented alternative model in intelligence affairs.

3.1 Intelligence Failure

It is fair to argue that failure is an inevitable aspect of any human activity and thereby
intelligence failure is an inescapable truth that everybody in the intelligence
community has to live with. [29] This is not to ‘rationalize’ intelligence failure or to
claim that no revolutionary approach or reform can reduce the possibilities of strategic
surprise, but rather not to raise any unreasonable expectations of what intelligence can
offer. In the best case scenario, the utilization of information technology, open source
information and alternative methods of analysis, will clear some of the fog and the
noise that is inherent in the intelligence practice, but will not prevent all the cases of
surprise and failure. Preconceptions, ethno-centrism, mirror-imaging, group-thinking,

politicization, luck and a culture of secrecy are always in play.

3.2 Politicization of Intelligence

Intelligence analysis must take policy needs into consideration in order to be relevant
and useful. There is a fine line between being relevant and being overly supportive.
When analysts are taking a purely neutral stance toward the existing policy
(independent objectivity), the intelligence estimates are largely ignored by the policy-
makers. When on the other hand, analysts are providing dangerously inaccurate
intelligence in order to support a certain policy, then intelligence is actually
jeopardizing not only its credibility, but also the national security policy. No reform,
however drastic will overcome this paradox. In contrast to the traditional model,
which limited interaction between intelligence producers and consumers, in order to
ensure objectivity and avoid politicization, the alternative model aims to bring the

analyst closer to the consumer in order to gain flexibility. Reformers and in extension
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intelligence analysts and consumers must be aware of this limitation and balance

between flexibility and politicization.

3.3 Information Technology is just a tool

The importance of Information Technology should not be overstated. Technology has
always affected intelligence (Signal Intelligence, Imagery Intelligence), but has never
transformed the nature of intelligence. Technology can be a powerful tool to
overcome secrets and penetrate what is hidden, but it might also complicate the
practice of intelligence by increasing the volume of available information and raise
security concerns due to its dependence on technological means. Technology will
always be a driver of change, but not the only one. [30] Apart from technology, there
must also be a willingness to consider and adopt new operational and organisational
changes that require increased transparency, improved training and better
coordination. For example sharing intelligence rapidly across many agencies was
difficult until the recent past, due to technological constraints. Although these
constraints have been surpassed nowadays, the notion of ‘data ownership’ still exists.
Achieving a real all-source analysis is not only a matter of technology, but mainly a

matter of culture.

3.4 Information Overload

More information/intelligence does not mean better information/intelligence. More
information might actually produce more disinformation and propaganda. Information
overload was always a problem for intelligence systems, but what has changed from
the recent past is the sheer volume of both signals and noise. As the mass of raw
intelligence grows, it spawns worrisome problems for intelligence warning, analytical
failures, and politicisation and manipulation of data and assessments by decision-
makers. Open source information and widely interconnected networks have a lot to
offer in every stage of the intelligence cycle, but unless the information is properly
managed and coordinated, the system might fail. The traditional intelligence model,
which was characterized by centralized planning, a hierarchical chain of command
and formal procedures failed to deal successfully with information overload. Whether
fluid and decentralized networks are the proper organizational paradigm to ensure
adequate accountability and prevent incidents of micro and macro-management of

information, as its proponents claim, deserves closer attention. [31]
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3.5 If it works in the Business Sector, it will also work in the IC

It is true that certain lessons from the business sector can be applied in the intelligence
sector (virtual corporation, information sharing, flat structures and knowledge
management). [32] For example, the business sector appears to be significantly ahead
of government in acting to reduce stovepiping, and can serve as a valuable resource
for the intelligence community. [33] But there are also great differences between the
two communities. The business sector defines cost and profit in a different manner
than is the case in the intelligence industry and the latter can not simply shift its
priorities to a new profitable area. In the business sector the information flows freely
through the networks. In the intelligence sector, very often networks are destroyed,
information flows are discontinued and sensors are deceived. In the business world,
information networks compete, whereas in the military world, they might also be
destroyed. As a result, information superiority in the market does not necessary

translate into information superiority in the intelligence community.

3.6 Outsourcing of Intelligence

Entrusting part of the intelligence production to private organization, has both
advantages and disadvantages. Intelligence provided by the private sector is important
in order to manage information overload and provide timely and sound intelligence.
On the other hand, the quality of the intelligence produced might vary. The private
sector might be unaware (for reasons that have to do with national security) or unable
to understand, what an intelligence consumer is looking for. In addition the private
sector is concentrating on providing short term analysis and not long term
assessments. Furthermore, Open Source Intelligence abolishes the monopoly that
intelligence agencies had in the ‘knowledge’ industry. Whether this atypical form of
antagonism will benefit the intelligence services or whether the latter will fight turf
wars to defend their preferential status or even their existence, is hard to say for the

time being.

3.7 The Producer-Consumer Relationship

The fact that policy-makers have the ability to select and download material from the
same raw and finished intelligence product that is available to the intelligence analyst,
has major implications for the producer-consumer relationship. This new pull

architecture should theoretically improve the ability of consumers to identify the
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necessary material and have access to more than one view. In this process, decision-
makers initially tend to bypass middle-level managers and access the data on their
own or speak directly with the field specialist. This tendency reinforces the
development of flatter management structures. One major risk of the new pull
architecture is that consumers with direct access to a comprehensive intelligence
database may take it upon themselves to act as their own intelligence analysts, either
through hubris, dissatisfaction with the existing service or because of time constraints.
[34]

4. Conclusions

To conclude, a paradigm shift in intelligence affairs has not occurred. The Intelligence
Community is just starting to adapt to the technological, organizational and cultural
challenges that Information Revolution brings about. Revolutionary enthusiasts have
to come to terms with the nature of Intelligence. Failure and politicization are inherent
in the nature of intelligence and ambitious proposals will at best minimize such
effects. Outsourcing intelligence and open source information seem to be double-
edged sword and reformers must be careful not to jeopardize the product of
intelligence or create unreasonable expectations for the public and the policy-makers.
Finally, attention should also be devoted to the most important asset, the human
element and the need to balance between the art and science of analysis, between
human instincts and scientific judgments.

Strictly speaking, intelligence is in a phase of transition, but it is too early to conclude
whether this transition will result in a revolution or will end up being just an
evolutionary development. The conflict spectrum is widened compared to the
traditional Cold War threats and the mission of intelligence in the uncertain
international environment is definitely broadened, but not transformed. New
technological assets have been added to the analyst’s toolkit and new organizational
concepts have been applied in the intelligence cycle, but the craft of intelligence
remains fundamentally the same. Redefining the role of intelligence, readdressing the
relationship between analysts and consumers, making the best of open source
information, using alternative methods of analysis, managing information overload,
making intelligence available to the public and minimizing politicization, are some of

the challenges that intelligence is facing in the twenty-first century. Although some of
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the above are not new, they still pose great risk to the practice of intelligence and by
extension to national and international security.

Any effort to reform the intelligence community, to apply a revolutionary model has
to take under serious consideration various aspects. Information Revolution has
redefined the way in which intelligence is used and conceived. The old demarcation
lines between and intelligence and information, operations and intelligence,
consumers and providers, national and private intelligence has become blurred.
Change, of a revolutionary magnitude or not, requires more than just rewiring the
organizational charts of the Intelligence Community. Any effort to reform intelligence
must adopt a holistic approach and not rely solely on the advantages that information
and communication technologies bring about. In sharp contrast to what politicians and
reformers with a political agenda believe, such an effort will require significant time
to come to fruition and it can not be a quick fix. The decision to reform the

community might be revolutionary, but the implementation is always incremental.
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