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PREFACE

The nature of risks and vulnerabilities in modern societies is becoming more
and more transnational today. An open, non-hierarchical dialog on newly rec-
ognized vulnerabilities at the physical, virtual, and psychological levels is needed
to create new knowledge and a better understanding of new risks and of their
causes, interactions, probabilities, and costs.

It was on the basis of these premises that the “Crisis and Risk Network”
(CRN; www.crn.ethz.ch) was launched in the year 2000 as a joint Swiss-Swedish
initiative. CRN is an initiative for international dialog on security risks and
vulnerabilities, risk analysis and management, emergency preparedness, and crisis
management. Through the interchange of views, the CRN helps to promote a
better understanding of the complex challenges and opportunities confronting
the risk community today and serves to establish a collaborative relationship
and exchange among experts.

The International Critical Information Infrastructure Protection (CIIP)
Handbook is the product of a joint effort within the CRN partner network. The
first edition of the CIIP Handbook, published in 2002, provided an inventory
of national protection policies in eight countries: Australia, Canada, Germany,
the Netherlands, Norway, Sweden, Switzerland, and the United States. The 2002
Handbook proved to be such a success that it had to be reprinted soon after first
publication. The 2004 edition offered updates on the existing country surveys,
six new country studies (Austria, Finland, France, Great Britain, Italy,and New
Zealand), overview chapters on international protection efforts, legal issues,
and current trends in research and development, as well as a more profound
methodological section and more in-depth analysis in general. The expert base
and the number of staff working on the Handbook were both expanded. The
2006 edition continued the tradition of the past two editions and went beyond
it at the same time: it not only further expanded the country survey section by
including India, Japan, Korea, Malaysia, Singapore, and Russia, but it was also

accompanied by a second volume with in-depth analysis of key issues related to
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CIIP.The 2008 edition includes another five countries: Brazil, Estonia, Hungary,
Poland and Spain.

'The editors would like to thank Elgin Brunner and Manuel Suter, researchers
at the Center for Security Studies (CSS) at ETH Zurich for their efforts and
their high-quality contribution to this important topic. Additionally, the editors
would like to thank all the partners involved, in particular the national experts
who generously shared their experience and knowledge with us. We also thank
the following for their help in the completion of this project: Christopher Findlay,
Frank Haydon, Carolin Hilpert, and Fraser McArthur.

Zurich, July 2008

Prof. Dr. Andreas Wenger Dr. Victor Mauer

Director Deputy Director

Center for Security Studies, Center for Security Studies,
ETH Zurich ETH Zurich

Dr. Myriam Dunn Cavelty
CRN Coordinator

Center for Security Studies,
ETH Zurich
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ACIS:
ACMA:
ACSI 33:

ADAE:
AETIC:

AFP:
AG KRITIS:

AGD:
AGIMO:

AglO:
AHG:
AHTCC:
ATPA:
AIIC:

AIVD:
AKSIS:

AMSD:
Anatel:

APCERT:
AP-CIRT:
APEC:
APSIRC-WG:

APWG:
AS/NZS:

ASIO:

ABBREVIATIONS

Advisory Committee for Information Security (Finland)
Australian Communications and Media Authority (Australia)

Australian Communications-Electronic Security Instruction 33

(Australia)

Agency for the Development of Electronic Administration
(France)

Spanish electronics, information technology and telecommuni-
cations industries association (Spain)

Australian Federal Police (Australia)

Interministerielle Arbeitsgruppe Kritische Infrastrukturen
(Germany)

Attorney General’s Department (Australia)
Australian Government Information Management Office

(Australia)

Cabinet Office Workgroup on Information Operations (Sweden)
Ad Hoc Group (NATO)

Australian High Tech Crime Centre (Australia)

Authority for IT in the Public Administration (Italy)

Association of Italian Experts for Critical Infrastructures/ Associ-
azione Italiana Esperti in Infrastrutture Critiche (Italy)

Algemene Inlichtingen- en Veiligheidsdienst/ General Intelli-
gence and Security Service (The Netherlands)

Arbeitskreis Schutz Kritischer Infrastrukturen/Working Group
on Infrastructure Protection (Germany)

Accompanying Measure System Dependability (EU)

Agéncia Nacional de Telecomunicagdes/ Federal telecommunica-
tions regulatory body (Brazil)

Asia Pacific Computer Emergency Response Team

Asia Pacific Security Incident Response Coordination
Asia-Pacific Economic Cooperation

Asia Pacific Security Incident Response Coordination Working
Group (Singapore)

Anti-Phishing Working Group

Australian and New Zealand Standard for Risk Management
(Australia/New Zealand)

Australian Security Intelligence Organisation (Australia)



A-SIT:
ATIA:
AusCERT:
BAKOM:

BAS:
BBK:

BCS:
BERR:
BfV:

BIS:
BIT:
BITKOM:

BITS:
BKA:

BMBEF:
BMI:
BMJ:
BMVg:

BMVIT:
BMWA:

BMWi:

BND:
BPOL:
BSI:

BVA:
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Abbreviations

Center for Secure Information Technology Austria (Austria)
Access to Information Act (Canada)

Australian Computer Emergency Response Team (Austra-

lia/New Zealand)

Bundesamt fiir Kommunikation/Federal Office for Communica-
tion (Switzerland)

Protection of Society (Norway)

Bundesamt fiir Bevolkerungsschutz und Katastrophenhilfe/Fed-
eral Office of Civil Protection and Disaster Response (Germany)
British Computer Society (United Kingdom)

Business, Enterprise and Regulatory Reform (United Kingdom)

Bundesamt fiir Verfassungsschutz/ Federal Office for the Protec-
tion of the Constitution (Germany)

Bureau of Indian Standards (India)

Bundesamt fiir Informatik und Telekommunikation/Federal Of-
fice of Information Technology, Systems, and Telecommunication
(Switzerland)

Bundesverband fiir Informationswirtschaft, Telekommunikation
und Neue Medien (Germany)

Banking Industry Technology Secretariat (Korea)
Bundeskriminalamt/ Federal Office of Criminal Investigation
(Germany)

Bundesministerium fir Bildung und Forschung/Federal Ministry
for Education and Research (Germany)

Bundesministerium des Inneren/Federal Ministry of the Interior
(Austria; Germany)

Bundesministerium der Justiz/ Federal Ministry of Justice (Ger-
many)

Bundesministerium der Verteidigung/Federal Ministry of De-
fense (Germany)

Ministry for Traffic, Infrastructure and Technology (Austria)

Bundesministerium fiir Wirtschaft und Arbeit/Federal Ministry
of Economics and Labour (Germany)

Bundesministerium fiir Wirtschaft and Technologie/ Federal
Ministry of Economics and Technology (Germany)

Bundesnachrichtendienst/ Federal Intelligence Service (Germany)
Federal Police (Germany)

Bundesamt fiir Sicherheit in der Informationstechnik/Federal
Office for Information Security (Germany)
Bundesverwaltungsamt/ Federal Office of Administration
(Germany)



BVT:

BZK:

CAIS:

CanCERT:
CAPC:
CART:
CAS:
CATA:

CATS:
CBA:
CCA:
CCIP:
CCIPS:

CCIRC:
CCPC:
CCS:

CEA:

CEN:
CenPRA:
CENTR:
CEP:

CEP:
CEPTOAR:

CERT:
CERTA:
CERT.at:
CERT-Bund:

CERT.br:
CERT/CC:
CERT-CNN:

CERT-Difesa:

Abbreviations

Federal Agency for State Protection and Counter-Terrorism
(Austria)

Ministry of the Interior and Kingdom Relations (The Nether-
lands)

Centro de Atendimento a Incidentes de Seguranga/ Security
Incidents Attendance Center (Brazil)

Canadian Computer Emergency Response Team (Canada)
Civil Aviation Planning Committee (NATO)

Computer Analysis and Response Team (United States)
Complex Adaptive Systems

Antivirus Early Warning Center/ Centro De Alerta Temprana
Antivirus (Spain)

Center for Asymmetric Threat Studies (Sweden)

Canadian Bankers Association (Canada)

Controller of Certifying Authorities (India)

Centre for Critical Infrastructure Protection (New Zealand)

Computer Crime and Intellectual Property Section (United
States)

Canadian Cyber Incident Response Centre (Canada)
Civil Communication Planning Committee (NATO)
Civil Contingencies Secretariat (United Kingdom)
Canadian Electricity Association (Canada)

European Committee for Standardization

Centro de Pesquisas Renato Archer (Brazil)

Council of European Top Level Domain Registries
Civil Emergency Planning (NATO)

Corporate Executive Programme (FIRST)

Capabilities for Engineering of Protection, Technical Operations,

Analyses, and Response (Japan)

Computer Emergency Response Team

Computer Emergency Response Team (France)
Computer Emergency Response Team Austria (Austria)

German Computer Emergency Response Team for Federal Au-

thorities (Germany)
Computer Emergency Response Team Brazil (Brazil)
Computer Emergency Response Team Coordination Center

Computer Emergency Response Team of the National Crypto-

logy Center/Equipo de Respuesta ante Incidentes de Seguridad
Informitica de Centro Criptolégico Nacional de Espafia (Spain)

Computer Emergency Response Team of the Ministry of De-
fense (Italy)
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CERT-FI:
CERT GOV PL:

CERT-Hungary:
CERT-In:
CERT-IST:

CERT-IT:
CERT-NL:

CERT-PA:

CERT Polska:

CERT-RENATER:

CERT-RO:

CESG:
CESS:
CESSSI:

CESTIL:
CETIC.br:

CFAA:
CFSSI:
CGI:

CGSI:

CHO:

CL:
CI2RCO:
CIAC:
CIAO:
CIDDAC:
CIF:

CII:

CI:

CID:
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Abbreviations

Computer Emergency Response Team Finland (Finland)

Polish Government’s Computer Incident Response Team

(Poland)
Computer Emergency Response Team Hungary (Hungary)
Computer Emergency Response Team India (India)

Computer Emergency Response Team Industry, Services, and
Trade (France)

Italian Computer Emergency Response Team (Italy)

Computer Emergency Response Team of the Netherlands (The
Netherlands)

Computer Emergency Response Team for the Public Central Ad-
ministration (Italy)

Polish Computer Emergency and Response Team (Poland)
Computer Emergency Response Team (France)

Computer Ermengency Response Team for Government Depart-

ments (The Netherlands)
Communications-Electronics Security Group (United Kingdom)
Central Electronic Service System (Hungary)

Centre for Training and Advanced Studies on Information Sys-
tems Security (France)

Information Technology Security Evaluation Center (France)

Centro de Estudo sobre as Tecnologias da Informagio e da
Comunicagio/ Center of Studies on Information and Communi-
cation Technologies (Brazil)

Computer Fraud and Abuse Act (United States)
Information Systems Security Training Center (France)

Brazilian Internet Steering Committee/ Comité Gestor da Inter-
net no Brasil (Brazil)

Federal Government’s Security Committee/ Comité Gestor de
Seguranca da Informagio (Brazil)

Chief Headquarter of Defense (Norway)

Critical Infrastructure

Critical Information Infrastructure Research Coordination (EU)
Critical Infrastructure Advisory Council (Australia)

Critical Infrastructure Assurance Office (United States)

Cyber Incident Detection Analysis Centre (United States)
Consultative Industry Forum (Australia)

Confederation of Indian Industry (India)

Critical Infrastructure

Criminal Investigation Department of the Police Force (Singa-
pore)



CII:
CIIP:
CII-SA:
CIO:
CIOS:
CIP:
CIPG:
CIPTF:
CIRCA:
CIRT:
CIS:
CISI:
CISSI:

CISU:
CIWG:
CIWIN:
CLUSIF:
CLUSIS

CMA
CMA:
CMT:
CNAIPIC:

CNES:
CNI:
CNIPA:

CNPIC:

COBIT:
COBR:
COMSEC:
COSSI:
CPC:
CRC:

Abbreviations

Critical Information Infrastructure

Critical Information Infrastructure Protection

Critical Infocomm Infrastructure Surety Assessment (Singapore)
Chief Information Officer

National Center for IO/ CIP Studies (Sweden)

Critical Infrastructure Protection

Critical Infrastructure Protection Group (Australia)

Critical Infrastructure Protection Task Force (Canada)
Computer Incident Response Coordination Austria (Austria)
Computer Incident Response Team

Center for International Studies (Switzerland)
Inter-Ministerial Committee for Information Society (France)

Commission Interministérielle pour la Sécurité des Systemes
d’Information/Inter-Ministerial Commission for the Security of
Information Systems (Fance)

Critical Infrastructure Studies Unit (Sweden)

Critical Infrastructure Working Group (United States)

Critical Infrastructure Warning Information Network (EU)

Club de la Sécurité des Systemes d’Information Frangais (France)
Club de la Sécurité des Systemes d’Information Suisse (Switzer-

land)

Communications and Multimedia Act (Malaysia)
Computer Misure Act (Singapore)

Federal Crisis Management Training (Switzerland)

National Center for Anticriminal Information for Infrastructure
Protection/Centro Nazionale Anticrimine Informatico per la
Protezione delle Infrastrutture Critiche (Italy)

French Space Agency (France)

Critical National Infrastructure

National Center for Informatics in the Public Administration
(Italy)

National Centre for the Protection of the Critical Infrastruc-
tures/ Centro Nacional de Proteccién de Infraestructuras Criticas
(Spain)

Control Objectives for Information Technology (United States)
Cabinet Office Briefing Room (United Kingdom)
Communications Security (Finland)

Information System Security Operation Center (France)

Civil Protection Committee (NATO)

Communications Research Centre (Canada)

7



CPNI:

CRIEPI:
CRN:

CRS:
CS&C:
CSCs:

CSCSWG :

CSD:
CSE:
CSEC:
CSIA:
CSIAAG:

CSIRT:

CSIRTUK:

CSIS:
CSS:
CSTARC:

CSTD:

CSTI:
CTIR:

CSTO:
CT:
CTEPA:

CTIL:
CTOSE:
CTSA:
CYCO:
CYTEX:
DBCDE

DCITA:

DCSSI:
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Abbreviations

Centre for the Protection of the National Infrastructure (United
Kingdom)
Central Research Institute of the Electric Power Industry (Japan)

Comprehensive Risk Analysis and Management Network (Swit-
zerland)

Congressional Research Service (United States)

Office of Cybersecurity and Communications (United States)
Common Services Centres (India)

Cross Sector Cyber Security Working Group (United States)
Computer Security Division at NIST (United States)
Communications Security Establishment (Canada)

Swedish Certification Body for IT Security (Sweden)

Central Sponsor for Information Assurance (United Kingdom)

Communications Sector Infrastructure Assurance Advisory
Group (Australia)

Computer Security Incident Response Team

Combined Security Incident Response Team (United Kingdom)
Canadian Security Intelligence Service (Canada)

Center for Security Studies, ETH Zurich (Switzerland)

Cyber Security Tracking, Analysis and Response Center (United
States)

Commission on Science and Technology for Development
(WSIS)
Strategic Advisory Board on Information Technologies (France)

Computer Security and Incident Response Team/Centro de
Tratamento de Incidentes de Seguranga em Redes de Computa-
dores da Administragdo Publica Federal (Brazil)

Collective Security Treaty Organization
Counter-terrorism

Canadian Telecommunications Emergency Preparedness Associa-
tion (Canada)

Commission for Technology and Innovation (Switzerland)
Cyber Tools On-Line Search for Evidence (EU)

Counter Terrorism Security Adviser (CTSA)

Swiss Coordination Unit for Cybercrime Control (Switzerland)
Cyber Terror Exercise (Germany)

Department of Broadband, Communications and the Digital
Economy (Australia)

Department of Communications, Information Technology & the

Arts (Australia)

Directorate for Security of Information Systems (France)



DdoS:
DDPS:

DDSI:
deNIS:

DESG:
DESS:
DEFS:
DGDSI:

DG INFSO:
DGTP:
DGTTI:

DHS:
DIA:
DIB:
DICO:

DIT:
DIT:
DoD:
DoE:
DoS:
DPSEPA:

DSB:

DSD:
DSG:
DsiN:

DSK:

DSO:
DSR:
DSTL:
DSTA:

Abbreviations

Distributed Denial of Service

Swiss Federal Department of Defense, Civil Protection, and
Sports (Switzerland)

Dependability Development Support Initiative (EU)

German Emergency Preparedness Information System (Ger-
many)

Domestic and External Security Group (New Zealand)
Domestic and External Security Secretariat (New Zealand)
Swedish Information Processing Society (Sweden)

General Directorate for the Development of the Information

Society/Direccién General para el Desarrollo de la Sociedad de

la Informacién (Spain)
Information and Media Directorate-General (EU)
Telecom and Post Directorate (The Netherlands)

General Directorate of Telecommunications and Information
Technologies/ Direcciéon General de Telecomunicaciones y Tecno-
logia de la Informacién (Spain)

Department of Homeland Security (United States)
Defense Intelligence Agency (United States)
Defense Industrial Base (United States)

Dipartimento di Informatica e Comunicazione/Department of
Informatics and Communications (Italy)

Department for Innovation and Technologies (Italy)
Department of Information Technology (India)
Department of Defense (United States)
Department of Energy (United States)

Denial of Service

Department of Public Safety and Emergency Preparedness Act
(Canada)

Directorate for Civil Protection and Emergency Planning (Nor-
way)

Defence Signals Directorate (Australia)

Datenschutzgesetz/ Data Security Law (Austria)

Deutschland sicher im Netz/Germany Secure in the Web (Ger-

many)

Datenschutzkommission/ Commission on Data Protection (Aus-
tria)

Departmental Security Officer (New Zealand)

Datenschutzrat/ Council for Data Protection (Austria)

Defence Research Centre (United Kingdom)

Defence Science and Technology Agency (Singapore)

9



DSTL:
DSTO:
DTI:
EAPC:
EBIOS:

ECIL:
ECP.NL:

EDS:
EFD:

EIA:
EJPD:

ELAK:
EMA:
EMP:
ENFSI:

ENISA:
EO:
EPA:
EPCIP:

ERA:
ESCG:
E-SCIE:
ESPAc
ESRAB:
ESRP:
ETA:
ETH:

ETRI:

ETSI:
EU:

EUCIWIN:

EVD:
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Abbreviations

Defence Science and Technology Laboratory (United Kingdom)
Defence Science and Technology Organisation (Australia)
Department of Trade and Industry (United Kingdom)
Euro-Atlantic Partnership Council

Expression of the Needs and Identification of Security Objects
(France)

EU Ceritical Infrastructures (EU)

Electronic Commerce Platform in the Netherlands (The Nether-
lands)

Electronic Digital Signature (Russia)

Eidgenossisches Finanzdepartement/ Swiss Federal Department
of Finance (Switzerland)

Electronic Industries Alliance (United States)

Eidgenossisches Justiz- und Polizeidepartement/Federal Depart-
ment of Justice and Police (Switzerland)

Electronical File (Austria)
Emergency Management Act (Canada)
Electromagnetic Pulse

European Network of Forensic Science Institute on Computer
Crime (Austria)

European Network and Information Security Agency (EU)
Executive Order (United States)

Environmental Protection Agency (United States)
European Program for the Protection of Critical Infrastructure
(EU)

European Research Area (EU)

E-Security Coordination Group (Australia)

European Control Systems Information Exchange (EU)
E-Security Policy and Coordination (Australia)

European Security Research Advisory Board (EU)
European Security Research Programme (EU)

Electronic Transactions Act (Singapore)

Eidgendossische Technische Hochschule/ Swiss Federal Institute
of Technology, ETH Zurich (Switzerland)

Electronics and Telecommunications Research Institute (Republic

of Korea)

European Telecommunications Standards Institute (EU)
European Union

Critical Infrastructure Warning and Information Network (EU)
Eidgenossisches Volkswirtschaftsdepartement/Federal Depart-

ment of Economic Affairs (Switzerland)



EXYSTENCE:

EZ:
EZB:
FACA:
FAPC:
FAPSI:

FBI:
FDCA:
FDF:
FedCIRC:
fedpol:
FEPC:
FERC:
FFI:
FICORA:
FIRST:
FMV:
FOCP:

FOI:
FOIA:
FOITT:

FOKUS:

FP:
FRA:
FS/ISAC:

FSB:
FSUIT:

FTC:
G2B:
G2C:
G2G:
Gs:
GAO:

Abbreviations

Complex Systems Network of Excellence (EU)

Ministry of Economic Affairs (The Netherlands)
Einsatzzentrale Basisraum (Austria)

Federal Advisory Committee Act (United States)

Food and Agriculture Planning Committee (NATO)
Federal Agency for Government Communications and Informa-
tion (Russia)

Federal Bureau of Investigation (United States)

Finnish Data Communication Association (Finland)

Swiss Federal Department of Finance (Switzerland)

Federal Computer Incident Response Center (United States)
Federal Office of Police (Switzerland)

Federation of Electric Power Companies (Japan)

Federal Energy Regulatory Commission (United States)
Norwegian Defense Research Establishment (Norway)
Finnish Communications Regulatory Authority (Finland)
Forum of Incident and Security Response Teams

Swedish Defense Material Administration (Sweden)

Federal Office for Civil Protection/Bundesamt fiir Bevolker-
ungsschutz (Schweiz)

Swedish Defense Research Agency (Sweden)
Freedom of Information Act (United States)

Federal Office of Information Technology and Telecommunica-
tions (Switzerland)

Fraunhofer Institute for Open Communications/ Frauenhofer
Institut fir offene Kommunikationssysteme (Germany)

Framework Program (EU)
Swedish National Defense Radio Establishment (Sweden)

Financial Services Information Sharing and Analysis Center

(United States)
Federal Security Service of the Russian Federation (Russia)

Swiss Federal Strategy Unit for Information Technology/Infor-
matikstrategicorgan Bund (ISB) (Switzerland)

Federal Trade Commission (United States)

government to business

government to citizen

government to govern

Group of Eight

General Accounting Office (United States
g
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GARR-CERT:

GCA:
GCERT:
GCHQ:
GCSB:
GCSG:
GdIN:
GEA:
GICT:

GIP RENATER:
GMLZ
GSI:

GOC:
GolL:
GovCERT.au

GovCERT.ch

GovCERT.it
GOVCERT.NL:

HERT:
HHS:
HLEG:
HSPD:
HTCSG:
HTCTD:
I3P:

IA:
TAAC:
TAAGs:
IABG:
IAG:
IAIP:
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Abbreviations

Gestione Ampliamento Rete Ricerca/Academic and Research
Network -Computer Emergency Response Team (Italy)

Global Cybersecurity Agenda (United Nations)

Government Computer Emergency Response Team (Malaysia)
Government Communications Headquarters (United Kingdom)
Government Communications Security Bureau (New Zealand)
Communications-Electronics Security Group (United Kingdom)
Gruppo di Interesse Nazionale (Italy)

Swedish Alliance for Electronic Commerce (Sweden)

Global Information and Communication Technologies Depart-

ment (World Bank Group)

National Network of Telecommunications for Technology, Edu-
cation, and Research (France)

Gemeinsames Melde- und Lagezentrum/Joint Reporting and
Situation Center (Germany)

Gabinete de Seguranga Institucional/Institutional Security Cabi-
net (Brazil)

Government Operations Centre (Canada)
Government-on-Line (Canada)
Australian Government Computer Emergency Response Team

(Australia)

Swiss Government’s Computer Emergency Response Team
(Switzerland)

Italian Government Computer Emergency Response Team (Italy)

Government-wide Computer Emergency Response Team (The
Netherlands)

Hacking Emergency Response Team (The Netherlands)
Department of Health and Human Services (United States)
High Level Expert Group (United Nations)

Homeland Security Presidential Directive (United States)
High-Tech Crime Subgroup (G8)

High-Tech Crime Technology Division (Japan)

Institute for Information Infrastructure Protection (United
States)

Information Assurance

The Information Assurance Advisory Council (United Kingdom)
Infrastructure Assurance Advisory Groups (Australia)
Industrieanlagen-Betriebsgesellschaft (Germany)

Infrastructure Analysis Group

Directorate for Information Analysis and Infrastructure Protec-
tion (United States)



ICCP:

ICD:
ICI:
ICIC:
ICS:

ICT:
ICT-I:
IDA:
IDC:

IDS:
IIPC:
1IPG:
IISI:
IMPACT:

INFOSEC:
10:
IOWG:
IPA:
TPAM:
IPC:

IPs:

IPSC:
IRIS:

IRItaly:
IRTs:
ISAC:
ISCG:
ISCOM:

ISD:

ISDF:
iSec:
ISF:
ISI:

Abbreviations

Committee for Information, Computer, and Communications
Policy (OECD)

Infrastructure Coordination Division (United States)

Istanbul Cooperation Initiative (NATO)

Internet Crime Investigation Center (Korea)

Secretary of the Interdepartmental Committee on Security (New

Zealand)

Information and Communication Technologies
ICT Infrastructure Unit (Switzerland)
Infocomm Development Authority of Singapore

Interdepartmental Committee on the Protection of the National
Information Infrastructure (Australia)

Intrusion Detection System

Information Infrastructure Protection Centre (India)
Information Infrastructure Protection Group (Australia)
Institute Information Security Issues (Russia)

International Multilateral Partnership Against Cyber-Terrorism
(Malaysia)

Information Systems Security (Australia, New Zealand)
Information Operations

Information Operations Working Group

Information Technology Promotion Agency (Japan)

Institute of Public Administration and Management (Singapore)
Industrial Planning Committee (NATO)

Infrastructure Profiles

Institute for the Protection and Security of Citizen

Interconnection of Computer Resources/Interconexién de los
Recursos Informaticos (Spain)

Incident Response Italy (Italy)

Incident Response Teams (Singapore)

Information Sharing and Analysis Center

Information Society Coordination Group (Switzerland)

Institute for Information and Communication Technolo-
gies/Istituto superiore delle comunicazioni e delle tecnologie
dell'informazione (Italy)

Internal Security Department of the Ministry of Home Affairs
(Singapore)

French Dependability Institute (France)

IDA’s Infocomm Security Division (Singapore)

Information Sharing Forum (Malaysia)

Information Security Inspectorate (Hungary)
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ISIDRAS:

ISIT:
ISN:
ISP:
ISPA:
ISPC:
ISSE:
IST:

IST:
ISTDC:
ISZT:
IT:
ITAA:
ITAC:
ITSC:
ITSEAG:
ITSEC:
ITSEC:
ITU:
TuKDG:

IWWN:
JIIRP:

JPCERT/CC:

KBN:
KCC:
KFTC:

KF-ISAC:

KIG:
KIS:
KISA:
KISC:
KISEC:
KISIA:
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Abbreviations

Information Security Incident Detection Reporting and Analysis

(Australia)

Inter-Ministerial Board for Security (Germany)

International Relations and Security Network (Switzerland)
Internet Service Provider

Federation of the Austrian Internet Service Providers (Austria)
Information Security Policy Council (Japan)

Information Security Solutions Europe

Institute for Signal Intelligence and Technical Information (Swe-

den)

Information Society Technologies (EU)

Information Security Technology Development Council (India)
Council of Hungarian Internet Service Providers (Hungary)
Information Technology

Information Technology Association of America (United States)
Integrated Threat Assessment Centre (Canada)

Information Technology Standards Committee (Singapore)

IT Security Expert Advisory Group (Australia)

Information Technology Security Evaluation Criteria (France)
IT Security (Norway)

International Telecommunication Union

Information and Telecommunications Services Act/Informations-
und Kommunikationsdienste-Gesetz (Germany)

International Watch and Warning Network Conference

Joint Infrastructures Interdependencies Research Program (Cana-
da)

Japan Computer Emergency Response Coordination Center
(Japan)

State Committee for Scientific Research (Poland)

Korea Communications Commission (Republic of Korea)

Korean Financial Telecommunication and Clearings Institute
(Republic of Korea)

Korea Financial Information Sharing and Analysis Center (Re-
public of Korea)

Coordination Group for Information Society (Switzerland)
National Information Security Co-ordination Council (Norway)
Korean Information Security Agency (Republic of Korea)

Korea Internet Security Center (Republic of Korea)

Korea IT Security Evaluation Center (Republic of Korea)

Korea Information Security Industry Association (Republic of
Korea)



KISIS:

KLPD:

KR:
KrCERT/CC:

KS-ISAC:

KSRC:
KWINT:

MAMPU:

MBG:
MCDA:
MCMC:

MD:
MEAC:
MELANI:

METTI:
MEWC:
MHA:
MIBA:

MIBETS:

MIBIK:
MIC:
MIC:
MICA:

MIT:
MMS:
MOC:

Mol:

MoD:

Abbreviations

Korea Information Security Industry Support Center (Republic
of Korea)

Korps Landelijke Politiediensten (Cyber Crime Unit of the
Dutch Police) (The Netherlands)

Key Resources

Korea Computer Emergency Response Team Coordination Cen-
ter (Korea)

Korean Security Information Sharing and Analysis Center (Re-
public of Korea)

Korea Spam Response Center (Republic of Korea)
Kwetsbaarheid op Internet — Samen werken aan meer veiligheid

en betrouwbaarheid (The Netherlands)

Malaysian Administrative Modernization and Management Plan-
ning Unit (Malaysia)

Militarbefugnisgesetz/ Military Competence Law (Austria)
Multi-Criteria Decision Approach

Malaysian Communications and Multimedia Commission (IMa-
laysia)

Mediterrean Dialogue (NATO)

Ministry of Economic Affairs and Communication (Estonia)

Reporting and Analysis Center for Information Assurance (Swit-
zerland)

Ministry of Economy, Trade and Industry (Japan)
Ministry of Energy, Water and Communications (Malaysia)
Ministry of Home Affairs (Singapore)

Hungarian Information Security Evaluation and Certification
Scheme (MIBETS) and Information Security Management
Framework (MIBIK) jointly (Hungary)

Hungarian Information Security Evaluation and Certification
Scheme (Hungary)

Information Security Management Framework (Hungary)
Ministry of Information and Communication (Korea)
Ministry of Internal Affairs and Communications (Japan)
Ministry of Information, Communications, and the Arts (Singa-
pore)

Ministry for Innovation and Technologies (Italy)

Multimedia Messaging Service

Ministry of Communications and Information Technology
(India)

Ministry of the Interior and Kingdom Relations (The Nether-
lands)

Ministry of Defense
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MODCERT:

MOPAS:

MOSTTI:

MTA SZAKI:

MTP:
MyCERT:
MyMIS:

NACOTEL:

NaCTSO:
NAS:
NASK:

NASSCOM:
NATO:
NAVI:

NAZ:

NBED:
NCA:
NCMC:
NCB:
NCC:
NCC:
NCI:
NCIA:
NCIAP:
NCIPP:
NCO-T:

NCMC:
NCPG:
NCS:
NCSA:
NCSC:
NCSD:
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Abbreviations

Ministry of Defence Computer Emergency Response Team
(United Kingdom)

Ministry of Public Administration and Security (Republic of
Korea)

Ministry of Science, Technology and Innovation (Malaysia)

Computer and Automation Research Institute of the Hungarian
Academy of Sciences (Hungary)

Multi-annual Thematic Programmes (EU)
Malaysian Computer Emergency Response Team (Malaysia)

Malaysian Public Sector Management of Information and Com-
munications Technology Security Handbook (Malaysia)

National Continuity Plan for Telecommunications (The Nether-
lands)

National Counter Terrorism Security Office (United Kingdom)
National Alert Service (Hungary)

Research and Academic Computer Network/Data networks op-
erator (Poland)

National Association of Software and Service Companies (India)
North Atlantic Treaty Organisation

Dutch Nationaal Adviescentrum Vitale Infrastructuur/National
Advisory Centre Critical Infrastructures (The Netherlands)

Nationale Alarm Zentrale/National Emergency Operations Cen-
ter Agency (Switzerland)

National Board of Economic Defense (Finland)

National Communications Authority (Hungary)

National Cyberthreat Monitoring Centre (Singapore)
National Computer Board (Singapore)

National Crisis Center (The Netherlands)

National Coordinating Center (United States)

National Critical Infrastructures

National Critical Infrastructures Assurance Program (Singapore)
National Critical Infrastructure Assurance Program (Canada)
National Critical Infrastructure Protection Program (Canada)
National Continuity Forum Telecommunications (The Nether-

lands)

National Cyberthereat Monitoring Centre (Singapore)
National Contingency Planning Group (Canada)
National Communications System (United States)
National Cyber Security Alliance (United States)
National Cyber Security Center (Korea)

National Cyber Security Division (United States)



NCSP:
NCTC:
NCThb:

NCTP:
NDMS:
NeGP:
NERC:
NERS:
NES:

NESA:
NESC:
NEST:
NGO:
NHTCC:
NHTCU:
NIAC:
NIB:
NIC:
NIC.br:
NICC:
NIFF:

NIIF-CSIRT:

NII:
NIIP:
NIPC:
NIPP:
NIRA:
NIRT:
NIS:
NISA:
NISC:
NISC:
NISCC:
NISCC:

Abbreviations

National Cyber Security Partnership (United States)
National Counter-Terrorism Committee (Australia)

Dutch National Coordinator for Counterterrorism (The Nether-
lands)

National Counter-Terrorism Plan (Australia)

National Disaster Mitigation Strategy (Canada)

National e-Governance Action Plan (India)

North American Electricity Reliability Council (United States)
National Emergency Response System (Canada)

Federal Office for National Economic Supply/Bundesamt fiir
Wirtschaftliche Landesversorgung (BWL) (Switzerland)

National Emergency Supply Agency (Finland)

National Emergency Supply Council (Finland)

National Emergency System (Singapore)

Non-Governmental Organization

National High Tech Crime Center (The Netherlands)
National Hi-Tech Crime Unit (United Kingdom)

National Infrastructure Advisory Council (United States)
National Information Board (India)

National Informatics Centre (India)

Network Information Centre (Brazil)

National Infrastructure against Cybercrime (The Netherlands)
National Information Infrastructure Development Program
(Hungary)

Computer Security Incidents Response Team of the National In-
formation Infrastructure Development Program (Hungary)
National Information Infrastructure

National Information Infrastructure Protection (New Zealand)
National Infrastructure Protection Center (United States)
National Infrastructure Protection Plan (United States)
National Infrastructure Risk Assessment (Canada)

National Incident Response Team (Japan)

National Intelligence Service (Republic of Korea)

National Information Security Alliance (Korea)

National Infocomm Security Committee (Singapore)
National Information Security Center (Japan)

National Information Security Coordination Cell (India)

National Infrastructure Security Co-ordination Centre (United
Kingdom)
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NISER:

NISRI:
NIST:
NITA:
NITAS:
NITC:
NLIP:

NOC:
NorCERT:
NorSIS:
NPA:
NPB:
NPSI:

NPT:
NRC:
NSA:
NSAC:
NSCS:
NSD:
NSM:
NSRI:
NSSC:
NSSO:
NUS:
NZCS SigSec:

NZSA:
NZSIS:
NZSIT:

OASD/NII:
OCIIP:
OCIPEP:

OCSI:
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Abbreviations

National ICT Security and Emergency Response Centre (Malay-
sia)

National Security Research Institute (Korea)

National Institute of Standards and Technology (United States)
National IT Agenda (Malaysia)

National Information Technology Alert Service (Australia)
National Information Technology Council (Malaysia)

Branchevereniging van Nederlandse Internet Providers/ Consor-
tium of Dutch Internet Providers (The Netherlands)

Network Operation Centre (Russia)

Norwegian Computer Emergency Response Team (Norway)
Norwegian Center for Information Security (Norway)
National Police Agency (Japan)

Swedish National Police Board (Sweden)

National Plan for Information Infrastructure Protection (Ger-
many)

Norwegian Post and Telecommunications Authority (Norway)
Canadian National Research Council (Canada)

National Security Agency (United States)

National Security Advice Centre (United Kingdom)

National Security Council Secretariat (India)

Industry Security Delegation (Sweden)

Norwegian National Security Authority (Norway)

National Security Research Institute (Korea)

National Strategy to Secure Cyberspace (United States)
National Security Supervision Office (Hungary)

National University of Singapore (Singapore)

Computer Society Special Interest Group on Security (New Zea-
land)

New Zealand Security Association (New Zealand)
New Zealand Security Intelligence Service (New Zealand)

New Zealand Security of Information Technology (New Zea-
land)

Office of the Assistant Secretary of Defense for Networks and
Information Integration (United States)

Office of Computer Investigations and Infrastructure Protection

(United States)

Office of Critical Infrastructure Protection and Emergency Pre-
paredness (Canada)

Organismo die Certificazione della Sicurezza Informatica (Italy)



ODESC:

OEA:
OEC:
OECD:
OFCOM:
OGIT:
OGO:
OIP:

OKOKRIM:

OST:
PAGSI:
PB&C:
PBIST:
PBOS:
PCCIP:

PCIIP:

PCIS:
PDD:
PKI:
PPO:
PSB:
PSC:
PSD:
PSEPC:
PSS:
PSYOP:
PTS:
R&D:
RAKEL:
RANS:
RBNET:
RCMP:
RegTP:

RIPE :
RIPN:

Abbreviations

Officials Committee for Domestic and External Security Co-
ordination (New Zealand)

Office of Energy Assurance (United States)

Office of Emergency Communications (United States)
Organisation for Economic Co-operation and Development
Federal Office for Communication (Switzerland)

Office of Government Information Technology (Australia)
Office for Government On-line (Australia)

Office of Infrastructure Protection (United States)

National Authority for Investigation and Prosecution of Eco-
nomic and Environmental Crime (Norway)

Office of Science and Technology (Uniteg Kingdom)
Government Action Program for an Information Society (France)
Planning Board and Committee (NATO)

Planning Board for Inland Surface Transportation (NATO)
Planning Board for Ocean Shipping (NATO)

Presidential Commission on Critical Infrastructure Protection

(United States)

Protected Critical Infrastructure Information Programm (United
States)

Partnership for Critical Infrastructure Security (United States)
Presidential Decision Directives (United States)

Public Key Infrastructure

Planning and Partnerships Office (PPO)

Productivity and Standards Board (Singapore)

Public Safety Canada

Protective Services Divison (United States)

Public Safety and Emergency Preparedness Canada (Canada)
Public Safety and Security (Sweden)

Psychological Operations

Swedish National Post and Telecom Agency (Sweden)
Research and Development

Radio Communication for Efficient Command (Sweden)
Russian Association of Networks and Services (Russia)
Russian Backbone Network

Royal Canadian Mounted Police (Canada)

Regulatory Authority for Telecommunications and Posts (Ger-
many)

European IP Networks/Réseaux IP Européens

Russian Institute of Public Networks
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RIA:
RISO:
RMA:
RNP:

RU-CERT:
S&T:
SAI:

SAPO:
SBA:
SCADA:
SCC:
SCCA:
SCEPC:
SCNS:
SCO:
SCOs:
SCSSI:

SEI:
SEMA:
SERPRO:

SERTIT:
SFU:

SGDN:
SIG:
SigG:
SIGINT:
SII:
SingCERT:
SIS:

SIS:
SITIC:
SLT:
SMEs:
SMS:
SNZ:
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Abbreviations

Estonian Informatics Centre (Estonia)

Department of State Information System (Estonia)
Revolution in Military Affairs

National Education and Research Network/Rede Nacional de

Ensino e Pesquisa (Brazil)
Computer Emergency Response Team of Russia (Russia)
Science and Technology (United States)

Centro Virtuale di Simulazione e Analisi delle Interdipendenze/
Interdependencies Simulation and Analysis Center (Italy)

Swedish Security Service (Sweden)

Vulnerability Assessment/ SarBarhetsAnalys (Sweden)
Supervisory Control and Data Acquisition

Sector Coordinating Council (United States)

Swedish Civil Contingencies Agency (Sweden)

Senior Civil Emergency Planning Committee (NATO)
Secretaries’ Committee on National Security (Australia)
Shanghai Cooperation Organization (SCO

Sectoral Cyber Security Officers (India)

Service Central de la Sécurité des Systéemes d’Information
(France)

Software Engineering Institute (United States)
Swedish Emergency Management Agency (Sweden)

Servi¢o Federal de Processamento de Dados/ Federal Data Pro-
cessing Service (Brazil)

Certification Authority for IT Security in Norway (Norway)

Strategische Fiihrungsiibung/ Strategic Leadership Exercise
(Switzerland)

General Secretariat of National Defense (France)
Special Interest Group (FIRST)

Electronic Signature Law (Austria)

Signals Intelligence

Strategic Infrastructure Initiative (Canada)
Singapore Computer Emergency Response Team (Singapore)
Center for Information Security (Norway)
Schengen Information System

Swedish IT Incident Centre (Sweden)

Strategic Leadership Training (Switzerland)
Small and Medium Enterprises

Short Message Service

Standards New Zealand (New Zealand)



SOCA:
SONIA:

SOVI:

SPF:
SPF:
SPF:
SPG:
SRSA:
SSI:
SSITAD:

SSP:
StGB:
StPO:
STQC:
SWANS:
SWITCH:
TAS:
TCD:
TDDSG:
Tekes:

Telecom-ISAC:

TERENA:

TESTA:
TIEKE:
TISN:

TKG:
TMG:

TNO:

TSA:
TSWG:
UN:

UN ECOSOC:

Abbreviations

Serious Organised Crime Agency (United Kingdom)

Sonderstab Information Assurance/Special Task Force on Infor-
mation Assurance (Switzerland)

Strategic Board for CIP/Strategisch Overleg Vitale Infrastruc-
tuur (The Netherlands)

National Board of Psychological Defence (Sweden)
Singapore Police Force (Singapore)

National Board of Psychological Defense (Sweden)
Security Police Law/ Sicherheitspolizeigesetz (Austria)
Swedish Rescue Services Agency (Sweden)

Security of Information Systems (France)

Technical Committee for the Security of Information Systems
and Personal Data Processing/Comité Técnico de Seguridad de
los Sistemas de Informacién y Tratamiento Automatizado de
Datos Personales (Spain)

Sector-Specific Plans (United States)

Austrian Penal Code (Austria)

Strafprozessordnung/Penal Procedure (Austria)

Standardization Testing & Quality Certification (India)

State Wide Area Networks (India)

Swiss Education and Research Network (Switzerland)
Telecommunications Authority of Singapore

Technology Crime Division within the Police Force (Singapore)
Teledienstdatenschutzgesetz (Germany)

National Technology Agency (Finland)

Telecom Information Sharing and Analysis Center (Japan)
Trans-European Research and Education Networking Associa-
tion

Trans-European Services for Telematics between Administrations
Finnish Information Society Development Centre (Finland)

Trusted Information Sharing Network for Critical Infrastructure
Protection (Australia)

Telekommunikationsgesetz/ Telecommunication Law (Austria)

Telecommunications and Media Act/Telemediengesetz (Ger-
many)

Netherlands Organization for Applied Scientific Research (The
Netherlands)

National Communications Security Group (Sweden)
Technical Support Working Group (UN)

United Nations

United Nations Economic and Social Council
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UNIDIR:
UNINETT
UNIRAS:
UNITAR:

USA PATRIOT:

US-CERT:
V&W:
VAHTL:

VDI:
VEC:
VIS:
VROM:

VWS:
WARP:
WPISP:
WEIS:
Y2K:
ZAS:
ZES:

MEAC:

RISO:
RIA:
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Abbreviations

United Nations Institute for Disarmament Research (UN)
Academic Research Network (Norway)

Unified Incident Reporting and Alert Scheme (United Kingdom)
United Nations Institute for Training and Research (UN)

(Act) Uniting and Strengthening America by Providing Ap-
propriate Tools Required to Intercept and Obstruct Terrorism
(United States)

United States Computer Emergency Response Team (United
States)

Ministry of Transport, Public Works, and Water Management
(The Netherlands)

Steering Committee for Data Security in State Administration

(Finland)

Warning System for Digital Infrastructure (Norway)
Veilige Elektronische Communicatie (The Netherlands)
Visa Information System

Ministry of Housing, Spatial Planning, and the Environment
(The Netherlands)

Ministry of Health, Welfare and Sport (The Netherlands)
Warning, Advice, and Reporting Point (United Kingdom)
Working Party on Information Security and Privacy (OECD)
World Summit on the Information Society (ITU/UN)

Year 2 Kilo/Year 2000 Problem/millennium bug

Zentrales Ausweichsystem (Austria)

Zentrum fir europiische Strategieforschung/Center for Strategic
Studies (Germany)

Ministry of Economic Affairs and Communication (Estonia)
Department of State Information System (Estonia)
Estonian Informatics Centre



INTRODUCTION

BAckGROUND

The importance of protecting infrastructures has greatly increased in the
global security political debate of late, due in particular to the traumatic ter-
rorist attacks in New York and Washington (2001), Madrid (2004), and London
(2005). In all of these cases, the perpetrators exploited elements of the civilian
infrastructure for the purpose of indiscriminate murder. In the case of the 11
September 2001 attacks in the US, they used the transport infrastructure by
turning airplanes into weapons. In Europe, trains, underground railways, and
train stations as well as computers were targeted. This approach not only dem-
onstrated the brutal nature of the “new terrorism”, but also reinforced the view
that traditional concepts of domestic security were no longer commensurate to
contemporary requirements and needed to be adapted.

Long before these attacks, the protection of strategically important installa-
tions in the domestic economic and social sphere had already been an important
part of national defense concepts.” The term “Critical Infrastructure Protection”
(CIP), however, refers to a broader concept with a distinctly new flavor. First of
all, it is no longer restricted to concrete defense against immediate dangers or
criminal prosecution after a crime has been committed, but increasingly refers to
preventive security measures as well. Furthermore, contemporary modern societies
have become significantly more vulnerable, and the spectrum of possible causes
of disruptions and crises has become broader and more diffuse. This is why CIP

has become a crystallization point for current security policy debates.

1 Cf. Luiijf, Eric A.M., Helen H. Burger, and Marieke H.A. Klaver. “Critical Infrastructure
Protection in The Netherlands: A Quick-scan”. In: Gattiker, Urs E., Pia Pedersen, and Karsten
Petersen (eds.). EICAR Conference Best Paper Proceedings 2003, http://cipp.gmu.edu/ar-
chive/2_NetherlandsClIdefpaper_2003.pdf [last accessed in June 2008].

2 Dunn Cavelty, Myriam and Kristian Seby Kristensen (2008). “Securing the Homeland: Criti-
cal Infrastructure, Risk, and (In)Security”. London: Routledge.
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FroMm THREATS TO Risks

'The genesis and establishment of the concept of CIP is the result of two interlinked
and at times mutually reinforcing factors: The expansion of the threat spectrum
after the Cold War, especially in terms of malicious actors and their capabili-
ties on the one hand, and a new kind of vulnerability due to modern society’s
dependency on inherently insecure information systems on the other.

During the Cold War, threats were mainly perceived as arising from the
aggressive intentions of states to achieve domination over other states. Among
other things, the end of the Cold War also heralded the end of unambiguous
threat perceptions: Following the disintegration of the Soviet Union, a variety
of “new” threats were moved onto the security policy agendas of most countries.’
The main distinguishing quality of these “new” challenges is the element of
uncertainty that surrounds them: uncertainty concerning the identity and goals
of potential adversaries, the timeframe within which threats are likely to arise,
the contingencies that might be imposed on the state by others, the capabilities
against which one must prepare, and uncertainty about the type of challenge
one had to prepare for.* Clearly, the notion of “threat” as something imminent,
direct, and certain no longer accurately describes these challenges. Rather, they
can be characterized as “risks”, which are by definition indirect, unintended,
uncertain, and situated in the future, since they only materialize when they
occur in reality.’

As aresult of these diffuse risks and due to difficulties in locating and identi-
fying enemies, part of the focus of security policies has shifted away from actors,
capabilities, and motivations towards general vulnerabilities of entire societies.
'The catchphrase in this debate is “asymmetry”, and the US military has been a
driving force behind the shaping of this threat perception in the early 1990s.° The

3 Buzan, Barry, Ole Wever, and Jaap de Wilde (1998). “Security: A New Framework for Ana-
lysis”. Boulder: Lynne Rienner.

4 Goldman, Emily O.(2001). “New Threats, New Identities and New Ways of War: The Sources
of Change in National Security Doctrine”. Journal of Strategic Studies. Vol. 24, pp. 12-42.

5 Bailes, Alyson J. K. (2007). “Introduction: A world of risk”. In: SIPRI Yearbook 2007: Arma-
ments, Disarmament and International Security, pp. 1-20; Beck, Ulrich (1999). “World Risk
Society”. Cambridge: Polity Press.

6  Rattray, Greg. (2001). “Strategic Warfare in Cyberspace”. Cambridge: MIT Press.
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US as the only remaining superpower was seen as being predestined to become
the target of asymmetric warfare. Specifically, those adversaries who were likely
to fail against the American war machine might instead plan to bring the US
to its knees by striking against vital points at home that are fundamental not
to the military alone, but to the essential functioning of industrialized societies
as a whole.” These points are generally defined as critical infrastructures (CI).
'They are deemed critical because their incapacitation or destruction would have
a debilitating impact on the national security and the economic and social welfare
of a nation.®

Fear of asymmetrical measures against such “soft targets” was aggravated by
the second factor: the so-called information revolution. Most of the CI relies on
a spectrum of software-based control systems for smooth, reliable, and continu-
ous operation. In many cases, information and communication technologies
(ICT) have become all-embracing, connecting other infrastructure systems and
making them interrelated and interdependent. These technologies are in general
regarded as inherently insecure: Security has never been a system design driver,
and pressure to reduce time-to-market is intense, so that a further explosion of
computer and network vulnerabilities is to be expected, leading to the emergence
of infrastructures with in-built instability, critical points of failure, and extensive
interdependencies.” At the same time, the spread of ICT was (and is) seen to
make it much easier to attack asymmetrically, as big, specialized weapons systems
or an army are no longer required. Borders, already porous in many ways in the

real world, are nonexistent in cyberspace.

7 Berkowitz, Bruce D. (1997). “Warfare in the Information Age”. In: John Arquilla and David
Ronfeldt (eds). In Athena’s Camp: Preparing for Conflict in the Information Age. Santa
Monica: RAND, pp. 175-90.

8 'The definition of what to include in a definition of critical infrastructure varies slightly from
country to country. This Handbook shows in detail how each country defines the critical
infrastructure and what sectors are included.

9  Rathmell, Andrew (2001). “Controlling Computer Network Operations”. Information & Se-
curity: An International Journal. Vol. 7, pp. 121-44.
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EvoLutioN oF THE CriTicAL (INFORMATION)
INFrRAsSTRUCTURE PrOTECTION (CIIP) Issue

Commensurate with this threat perception, the US was the first nation to ad-
dress the new vulnerability of the vital infrastructures in a broad and concerted
effort. New risks in designated sectors'® like information and communications,
banking and finance, energy, physical distribution, and vital human services were
identified by the Presidential Commission on Critical Infrastructure Protection
(PCCIP)."" The PCCIP concluded in 1997 that the US was so dependent on
these infrastructures that the government had to view them through the lens of
a “national security focus”, since serious consequences for the entire nation were
to be expected if these elements were unavailable for any significant amount of
time.

According to this approach, critical infrastructures should be understood
to include material and IT assets, networks, services, and installations that, if
disrupted or destroyed, would have a serious impact on the health, security, or
economic well-being of citizens and the efficient functioning of a country’s
government. Such infrastructures could be damaged by structural threats as
well as by intentional, actor-based attacks. The first risk category would, for
example, include natural catastrophes, human-induced catastrophes (e.g., dam
failure, nuclear reactor accident), personnel shortages through strikes or epidem-
ics, organizational shortcomings due to technical or personal failures, human
error, technical outages, and dependencies and supply shortages. In the second
category, the spectrum of possible attackers is extensive, ranging from bored
teenagers, disaffected or dissatisfied employees, organized crime, fanatics and
terrorist cells, to hostile states.

10 A sector is defined as “A group of industries or infrastructures which perform a similar func-
tion within a society”, see: President’s Commission on Critical Infrastructure Protection
(PCCIP). “Critical Foundations: Protecting America’s Infrastructures”. Washington, Oc-
tober 1997: Appendix B, Glossary, B-3. http://www.ihs.gov/misc/links_gateway/download.
cfm?doc_id=327&app_dir_id=4&doc_file=PCCIP_Report.pdf [last accessed in June 2008].
Publication quoted in the following as PCCIP.

11 Ibid.
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'There is an equally broad range of attack options, including hacker attacks as
well as the physical destruction of civilian or military installations. The main focus
of early CIP efforts was, however, directed towards the as-yet largely unknown
risks emanating from cyberspace: The global information infrastructure appeared
to facilitate anonymous attacks from anywhere in the world, while at the same
time serving as a source for hacker tools for everyone. Based on this threat percep-
tion, a CIP policy crystallized under US President Bill Clinton that was largely
directed towards information security. In many ways, other countries followed
this lead with a similar focus on the information aspect. The first edition of the
CIIP Handbook was clearly influenced by a similar understanding of CIP.

However, since the terrorist attacks of 11 September 2001, there has been a
noticeable return of the classical threat concept to the CIP debate. Especially
from the US point of view, efforts have been made since then to tackle a series of
structural threats within the framework of an increasingly actor-oriented counter-
terrorism strategy. In the US, CIP became a key component of Homeland Security
and is currently discussed predominantly with a view to developing strategies
against terrorism. In this context, the physical aspects of CIP have gained more
attention, while the importance of information aspects has diminished slightly
in comparison. In the meantime, this CIP focus on counterterrorism has also
become a hallmark of recent debates in the EU, which has recently begun to
develop a CIP policy that consists mainly of coordinating the measures adopted
by member states. The same is true for other parts of the world.

DistincTioN BETWEEN CIP anp CIIP

Despite these fluctuations in how CIP is viewed, the CIIP Handbook will
continue to focus on critical information infrastructure protection. That is, at
times, easier said than done: More than ten years after the beginning of the CIP
debate, there still is little clarity with regard to a clear and stringent distinction
between the two key terms “CIP” and “CIIP”. In official publications, the term
CIP is frequently used even if the document is only referring to the information

aspects of the issue.
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The reason for this is that the two cannot and should not be discussed as
completely separate concepts. In our view, CIP is more than CIIP, but CIIP is
an essential part of CIP. An exclusive focus on cyber-threats that ignores impor-
tant traditional physical threats is just as dangerous as the neglect of the virtual
dimension — what is needed is a sensible handling of both interrelated concepts.
Nonetheless, there is at least one characteristic for distinguishing between the
two: While CIP comprises all critical sectors of a nation’s infrastructure, CIIP
is only a subset of a comprehensive protection effort, as it focuses on measures
to secure the critical information infrastructure. A Handbook on CIP would
have to be considerably more extensive. The definition of exactly what should be
subsumed under CI, and what should come under the heading of CII, is another
question: Generally, the CII is that part of the global or national information
infrastructure that is essentially necessary for the continuity of a country’s critical
infrastructure services. The CII, to a large degree, consists of, but is not fully
congruent with, the information and telecommunications sector, and includes
components such as telecommunications, computers/software, the internet,
satellites, fiber-optics, etc. The term is also used for the totality of interconnected
computers and networks and their critical information flows.

Due to their role in interlinking various other infrastructures and also pro-
viding new ways in which they can be targeted, information infrastructures do
play a very specific role in the debate, as we have already mentioned. They are
regarded as the backbone of critical infrastructures, given that the uninterrupted
exchange of data is essential to the operation of infrastructures in general and the
services that they provide. Centralized SCADA (Supervisory, Control, and Data
Acquisition) systems are widely employed to monitor and control infrastructures
remotely. But SCADA-based systems are not secure: once-cloistered systems and
networks are increasingly using oft-the-shelf products and IP-based networking
equipment, and require interconnection via the internet, which opens the door

to attackers from the outside in addition to those on the inside.

38



Introduction

Purprose aND Key QUEsTIONS

The CIIP Handbook focuses on national governmental efforts to protect
critical (information) infrastructure. The overall purpose of the International
CIIP Handbook is to provide an overview of CII protection practices in an
increasingly broad range of countries. The initial eight country studies in the
2002 edition (Australia, Canada, Germany, the Netherlands, Norway, Sweden,
Switzerland, and the United States) were substantially updated and supplemented
by six additional surveys in the following 2004 edition (Austria, Finland, France,
Italy, New Zealand, and the United Kingdom). In 2006, we added an additional
six country surveys to the existing 14, with a distinct focus on Asia (India, Japan,
the Republic of Korea, Malaysia, Russia, and Singapore). The current edition
includes another five countries (Brazil, Estonia, Hungary, Poland, and Spain).
'The Handbook is aimed mainly at security policy analysts, researchers, and
practitioners. It can be used either as a reference work for a quick overview of
the state of the art in CIIP policy formulation, or as a starting point for further,
more in-depth research. As in previous years, the Handbook does not offer any
benchmarking or analysis of these policies. This is done in additional publications

of the Center for Security Studies.

STRUCTURE OF COUNTRY SURVEYS

For each country survey, five focal points of high importance covering conceptual

and organizational aspects of CIIP are considered:

1 The definition of critical sectors: The first section lists the critical sectors

identified by the specific country and provides, when available, definitions

of CII and CIIP.

2 Past and present CIIP initiatives and policy: The second section gives
an overview of the most important steps taken at the governmental level
since the late 1990s to handle CIIP. The focus is on initiatives and the main

elements of CIIP policy. This includes descriptions of specific committees,
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commissions, task forces, and working groups, the main findings of key of-

ficial reports and fundamental studies, and important 