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PREFACE

Dear Colleague,

I am pleased to present the report New Information and Intelligence Needs in the 21st Century
Threat Environment. This study examines some key issues about information support to
policymakers that have arisen in the information age. The challenge of providing the right
information to the right people has been compounded by the challenge of terrorism and shifts in
governments’ priorities and in governmental organization that deal with various threats to
national and human security. This problem set is not unique to the United States, and the study
looks at the European Union and selected EU member states as an important point of comparison,
and as a critical partner for information sharing and problem solving.

The Stimson Center, in collaboration with the Swedish Emergency Management Agency (SEMA)
and the Department of Homeland Security’s Office of Intelligence and Analysis, embarked on a
year-long exploration of three distinct information cultures — terrorism, public health, and natural
hazards — to illuminate problems within and between those distinct expert communities in
providing information to key decision-makers and crisis managers. We are grateful to SEMA and
to DHS for their financial support, and for their expert participation in a series of workshops and
conversations that contributed to this report. Several dozen people of diverse expertise, in
government and out, agreed to be interviewed for this study, and we are indebted to them for the
insights and information they provided.

The Stimson team included: Julie Fischer, Senior Associate and director of our work on global
health security, Jesper Gronvall, former representative of the Swedish Institute for International
Affairs resident at Stimson, Aditi Hate, Research Associate, Rebecca Bornstein, Scoville Fellow,
summer interns Amanda Greenland and Anita Ravishankar, and Peter Roman, former Senior
Associate responsible for homeland security analysis. | am grateful for their fine contributions to
this study.

I hope you will find this study of use in prompting creative thinking about the enduring
challenges of information sharing for homeland security as well as international security
requirements.

Sincerely,

Ellen Laipson

President and CEO
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THE PROBLEM

The twenty first century has presented us with distinctly new kinds of security challenges. From
the year 2000 computer rollover (Y2K) to the terrorism attacks against major western cities since
2001, to a series of natural disasters, governments and societies are coping with a different
security agenda than was the case in the 20™ century, with its nearly static geopolitical threat
configuration.

These new challenges have specific information components.’ In some cases, the crisis is
essentially about information, such as cyberattacks against government or critical private sector
information systems. In others, the information needs for crisis managers are critical but do not
yet enjoy a robust infrastructure. Yet others require a blending of sensitive intelligence gathered
by government satellites or human agents, with complex data available in the public domain but
not often integrated with secret information. Governments are adapting their practices to this
world of greater interdependence and interaction, between issues such as terrorism and health,
and between actors, such as government and industry. They continue to search for new ways to
manage these relationships at time when the public demand for information and transparency is
high.

This study offers an initial look at three information cultures — terrorism, health, and natural
hazards — which are intrinsically important to the homeland security mission, but are also
surrogates for a wider array of topics on which there is expertise in and outside of government
that needs to be channeled in reliable ways to decision-makers and crisis managers. It does not
attempt to offer operational solutions to the demands for information sharing and integration of
expertise; rather, it examines more broadly some of the conceptual issues within and between
these information communities, and considers how policy makers use or wish to use the
knowledge housed within these communities. It consciously works to identify parallels and
differences between US and European perceptions and practices, and attempts to identify some
policy responses that would be relevant to both. Throughout the report we try to identify areas
where progress has been made in improving sharing, or other aspects of promulgating a more
effective information support system for all-hazards contingencies.

' This study is about the information needs of government decision-makers. Information includes material
derived from observation, communications, reports, and technical systems. When collected clandestinely
or evaluated and interpreted by intelligence analysts, information becomes intelligence or is included in
intelligence products. Data is a discrete subset of information, collected according to scientific methods or
based on clear and quantifiable criteria. This report will use these terms as the key actors use them, and
provide context to the use of these different, overlapping terms, to the extent possible. We have
intentionally avoided referring to all-hazards information as “intelligence” both because we do not think all
of that information can accurately be categorized as intelligence and because of the implications of
“securitizing” very open and public information systems for the experts involved.
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This study is an early exploration of some of the key issues of how governments acquire and use
the information from diverse communities for decisions and responses to a new threat
environment. The study asks:

e How do decision-makers in homeland/societal security positions get the information they
need?

e Inan all-hazards environment, is information on topics as diverse as health, natural
hazards and terrorism readily available and reliable?

o Do decision-makers differentiate between information and intelligence?

e |sthe US experience unique or are there useful comparisons to Europe’s experience?



New Information and Intelligence Needs in the 21 Century Threat Environment

Taskings to fill
requirements; resource
availability and

Defined consumers;

Formal requirements P'arg"”g
process Direction adequacy understood
Collection
Well-defined i P
products and list of Dissemination Processing & Technical capabilities
cleared recipients Exploitation embedded within
organizations

Analysis &
Production

Analytical processes
institutionalized and
defined

Traditional intelligence cycle: A formal requirements process, with clearly defined
stakeholders, a good understanding of analytical capabilities, and a process for
dissemination based on predetermined security needs.



8 New Information and Intelligence Needs in the 21% Century Threat Environment

Top-down

Consumers at Planning requirements/
multiple levels; . bottom-up data;
ple e . &. Collection pcata,
Conflicting Direction Resource availability

requirements

Varied products Dissemination Processing & Technical

f Exploitation capabilities
with pomplex dispersed across
security needs communities

Analysis &
Production

Analytical processes
based on different
professional
expectations

Evolving intelligence cycle: Diverse communities under aegis of homeland security
bring differing expectations, priorities, and decision-making needs to an increasingly
complex information environment.



— 2
THE CURRENT SYSTEMS

This chapter briefly examines existing mechanisms to bring information related to terrorism,
infectious diseases, and natural hazards to the attention of decision-makers and crisis managers at
the local, national, and supra-national levels. It offers a glimpse of institutions, some old, some
very recent, designed to cope with the information requirements of 21* century challenges. Our
focus is on information support to leaders. We have attempted neither to address all the public
information and citizens’ awareness programs that have been promulgated in the aftermath of
terrorist, health and natural hazards crises of recent years, nor to evaluate the effectiveness of any
of these structures. It is clear that over the last decade, many new offices and acronyms have
been created, yet uncertainties abound regarding information flows, authorities to share, and rules
of the road in getting critical data and analysis to key decision-makers.

The US Perspective

For the United States, the homeland security story begins with the September 11, 2001, attacks,
and moves quickly to Hurricane Katrina in September, 2005. These twin crises exposed serious
deficiencies in US intelligence and crisis management capabilities, and led to the radical
restructuring of two key components of the US national security government infrastructure: the
creation of the Department of Homeland Security (DHS) in 2002 from several dozen agencies
and the establishment of the Office of the Director of National Intelligence (ODNI) through
intelligence reform legislation in late 2004. These two new institutions, and other lesser steps
such as renaming one of the US-based commands (Northcom) to include a more explicit
homeland security mission, are considered the most important changes in how the US manages its
domestic and national security requirements since the National Security Act of 1947 which
created the National Security Council, the Central Intelligence Agency, and the Department of
Defense.

Both of these new institutions are still in formation, but considerable work has been done to
develop smarter and more effective ways to share information, to break down barriers that
impeded smart utilization of information and intelligence that was owned, but not exploited fully,
by various government bodies. The US Congress has been critical of some aspects of
institutional reform, but the two institutions have not faced significant political or financial
constraints as they consolidate and create new processes and business practices.

The ODNI’s mission is fundamentally about information. It was not created primarily to be a
producer of analysis, but to empower and facilitate the smart fusion of knowledge from all the
intelligence players, and to defend and represent the intelligence function in strategic planning,
funding, and management of the nation’s national security requirements. DHS, by contrast, was
created primarily to provide services and to implement a vast array of operational requirements.
Intelligence and information support functions have had to establish their roles and make
themselves players in this large department. The DHS intelligence operation was set up when
terrorism was the existential threat, but has had to adapt quickly to an all-hazards threat logic.
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US Systems

Terrorism

Since 2001, terrorism analysis has remained the highest priority and the largest single enterprise
of the US intelligence community, commanding billions of dollars annually and enormous
amounts of analytical expertise. The intelligence community, with the ODNI at its head, is the
primary player with respect to information, intelligence and analysis related to terrorism. The
ODNI is charged with ensuring timely and objective delivery of critical intelligence to important
actors on the federal level, as well as establishing clear objectives and priorities for the collection,
analysis, production and dissemination of intelligence. The ODNI, as part of the post-9/11
intelligence reforms, also sets policies for sharing critical information with state and local actors,
policies that DHS and Department of Justice, in practice, implement.

In the immediate wake of the 2001 terrorist attacks, the intelligence community sought new
mechanisms to improve interagency information sharing, including convening analysts from
across the intelligence community to compile the daily terrorism threat matrix for senior
policymakers. Over time, the core functions of this threat matrix have been absorbed into an
increasingly institutionalized system of interagency information sharing.

The following is a selection of key terrorism information hubs:

e National Counterterrorism Center
The National Counterterrorism Center (NCTC) organizes national counterterrorism
efforts, from collection to operations, and is located in the ODNI. The CIA provides
training and personnel for this hybrid arrangement, established partly to address the
9/11 Commission’s concerns about information stove-pipes and ambiguities in
agency responsibilities prior to 2001. NCTC provides all-source intelligence support
throughout the government, including “information technology (IT) systems and
architectures within the NCTC and between the NCTC and other agencies that enable
access to, as well as integration, dissemination, and use of, terrorism information.”

e National Operations Center

The National Operations Center (NOC), located in DHS, harvests information on
potential terrorist activities gathered by other multi-agency operations, serving as a
national center for situational awareness. Since its creation after the 9/11 attacks, the
NOC has steadily evolved into an all-hazards and threat center and now aggregates and
disseminates all homeland security information, issuing alerts and security bulletins to
stakeholders at the federal, state, and local level. It incorporates the 24/7/365 National
Operations Center-Interagency Watch (NOC-Watch), which has am embedded
intelligence watch and warning staff, and the Federal Emergency Management
Agency's (FEMA) National Response Coordination Center, and shares responsibility
for the National Infrastructure Coordination Center.

State and Local Fusion Centers
The establishment of state fusion centers across the US represents a significant reform
effort to increase terrorism information-sharing across jurisdictional levels as well as
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between agencies, increasing analytical and information-gathering ability and creating
an avenue for disseminating information to local and state authorities. At present, there
are more than 40 operational fusion centers in the US.? Fusion centers are “a
collaborative effort of two or more agencies that provide resources, expertise, and
information to the center with the goal of maximizing their ability to detect, prevent,
investigate, and respond to criminal and terrorist activity.”® Although Federal support
for these centers initially focused on counterterrorism, the majority of operational
fusion centers describe their current missions as “all crimes” or “all-hazards.”* Law
enforcement organizations form the backbone of most fusion centers; the number and
breadth of other partnerships vary, with some centers focused primarily on criminal and
terrorist activities and others encompassing a broader public health and safety mandate.
Federal stakeholders such as DOJ, the Federal Bureau of Investigation (FBI), and the
DHS Office of Intelligence and Analysis (I&A) deploy officers to fusion centers to
facilitate a timely flow of classified and unclassified information, provide subject
matter expertise, coordinate with local law enforcement departments and other
agencies, and share information on the jurisdiction’s priorities, needs, and
vulnerabilities.

e Interagency Information Sharing Networks and Systems

Collectively, DHS and DOJ have 17 major information-sharing networks to support
their homeland security missions. Systems such as the DHS Homeland Secure Data
Network (HSDN) facilitate rapid electronic information exchange, including with state
and local governments. Of these 17 networks, four are classified as top secret/secret
and 12 are sensitive but unclassified. Only one network is unclassified. Nine of these
networks share information only within a single department; the remaining eight
facilitate information-sharing among federal, state, and local government agencies.
DHS and DOJ also host four web-based applications that collect, warehouse, and
disseminate homeland security-related information. These applications include DHS’s
Homeland Security Information Network (HSIN), the department’s main information
technology system for sharing terrorism and related information, and DOJ’s Law
Enforcement Online (LEO). All four system applications are considered to be sensitive
but unclassified and are available for use by relevant federal, state, and local
government agencies.’

Infectious Diseases

The anthrax attacks of 2001, the SARS epidemic of 2003-2004 and the spread of a highly
pathogenic avian influenza strain feared to have pandemic potential created a new awareness of the
vulnerability of US interests to disease threats. Since 2002, the US government has dedicated
billions of dollars to building state and local public health capacity for the detection and control of
potentially catastrophic outbreaks.® A new international health regulatory framework implemented
in 2007 raised the stakes, creating a notional obligation for all World Health Organization member
states to develop capacity to detect and report significant public health emergencies in real time.”’
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The majority of disease surveillance activities take place at the local and state level, when clinical
or laboratory findings of a reportable disease trigger an outbreak investigation by local or state
health departments. Diseases that must be reported vary by state, allowing authorities to detect and
track outbreaks of local significance in addition to those that states must report to the National
Notifiable Diseases Surveillance System maintained by the US Centers for Disease Control and
Prevention (CDC).® Disease surveillance, outbreak response, and communications capabilities vary
greatly among states.

If the outbreak investigation or response requirements overwhelm local capacity, or the disease
itself is suspected to be one of the “select agents” deemed to pose a significant threat to public
health if released deliberately, officials can request Federal assistance. The major Federal capacity
for outbreak investigations is contained within the CDC, including a cadre of experienced
epidemiologists and laboratorians working in the US and overseas, and the Epidemic Intelligence
Service, a 2-year postgraduate program for about 160 trainee-officers at any given time initially
launched to detect covert biological attacks during the Cold War.® The recently renamed National
Center for Medical Intelligence (formerly AFMIC, the Armed Forces Medical Intelligence Center),
has expanded its mission from a focus on identifying health threats to military personnel only to
respond to the broader homeland security biodefense mission. The new National Biosurveillance
Integration Center (NBIC) at DHS has been assigned to coordinate information-sharing on disease
threats, first for Federal agencies and eventually for state and local stakeholders, and to develop a
“Biological Common Operating Picture.”

The CDC is currently leading development of a National Biosurveillance Strategy, including a
comprehensive gap analysis and stakeholder mapping exercise to strengthen information-sharing
among Federal, state, and local public health experts and clinicians. In the meantime, the current
patchwork of disease surveillance information-sharing systems range from detector-based programs
designed to give advance warning of a narrow spectrum of covert biological attacks to technologies
aimed at combing open-source media for suggestions of unfolding disease events. The following
table characterizes some of these systems briefly.
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Information Sharing and Disease Surveillance Systems in the US

Scope

DOMESTIC SURVEILLANCE SYSTEMS

Stakeholders
Name Host Brief Description Challenges
. State and
Int'l Federal
Local
Early warnin -
y g Limited
. system to detect EPA, CDC, Health .
BioWatch DHS . . . analysis, poor
airborne biological FBI departments L
coordination
traces
Healthcare
. Syndromic data from facilities, .
BioSense CDC y CDC Pilot phase
healthcare systems health
departments
National Bio- Automated system to Major
surveillance DHS integrate all Federal DHS, Health logistical and
Integration health data in real DHHS departments | organizationa
System time | challenges
Health Collects and Limited
National Retail dents analyzes data on DHHS, Health baseline data
Data Monitor DII3—| S pharmaceutical sales CDC departments | and unclear
in near real-time. utility
National L
. Software application
Electronic . Implementat-
. for disease . -
Disease CDC . CDC ion still in
. surveillance and
Surveillance . progress
reporting
System
Electronic
Surveillance
System for the Collects data from .
Earl 300 military health Essentially a
Ay DoD rary cbe sentinel
Notification of facilities for svstem
Community- BioSense 4
Based
Epidemics
Integrates animal USDA Implementati
FABIS USDA health/food safety FDA ' onstill in
data progress
. Seeks disease event Broad but
Project George- warning information DHS, CDC, imprecise net
ARGUS town Univ. | . g . USAMRIID P .
in open source media — still
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prototype
Global
A network of WHO, . .
Outbreak Alert nationaIV\rI1 etworks other Infectious As reliable as
and Response WHO . DHS, CDC diseases input
and open source int'l . . .
Network information NGOSs community information
(GOARN)
Global Public
. WHO, .
Health WHO, Seeks disease event other Infectious Broad but
Intelligence Health warning information - DHS, CDC disease . .
. . int'l . imprecise net
Network Canada in open source media NGOs community
(GPHIN)
WHO's influenza Infectious As reliable as
FluNet WHO surveillance network | WHO | DHS, CDC disease input
database community information
. Asset is
Community tool for . .
detecting and sharin Infectious informed
ProMED IDSA . g. . g WHO | DHS, CDC disease people —
disease information . .
community minimal

in open source media

infrastructure
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Natural Hazards

Although better warning systems and a greater awareness of natural hazards has decreased the loss
of life associated with natural disasters in the US, the economic toll continues to mount. Hurricane
Katrina alone is estimated to have caused approximately $200 billion in damages and losses,
making it the costliest disaster in history; less spectacular hazards such as floods are estimated to
cost about $6 billion (and take about 140 lives) annually in the US.*

Information and intelligence sharing within the natural hazards community consists of a loosely
defined network of national weather experts, federal, state, and local emergency management
officials, and the media that work together to ensure timely dissemination of catastrophic weather
information to the public when a major disaster threatens a vulnerable area. Various programs
within the National Oceanic and Atmospheric Administration’s (NOAA) National Weather Service
(NWS) and the US Geological Survey (USGS) conduct research and disseminate warnings on
severe weather events and disasters such as hurricanes, tornadoes, and floods, earthquakes and
tsunamis. These two organizations share broad jurisdictions and information strategies; both
collaborate closely with FEMA and senior state emergency management officials to develop
strategies for disaster preparedness at the state and local levels to protect critical infrastructure and
vulnerable populations. The following table briefly summarizes organizations and systems
involved in collecting and sharing information on natural hazards.
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Natural Hazards Surveillance and Information-Sharing Systems in the US

wn
(@)
o
o
@D

NON-FEDERAL DOMESTIC ORGANIZATIONS

US GOVERNMENT AGENCIES

Stakeholders

Category Host Brief Description . State and Challenges
Int'l Federal
Local
L Range in focus from
Universities . .
basic research in . . . . —
. and . Academic professionals interact with a Communications
Academic L hazard reduction and L
- university- . range of stakeholders both formally and | between scientists
Institutions environmental . .
Federal . e informally. and policymakers
studies to specific
centers .
threats or issues
All states have an State/local
. State emergenc ov’ts
State/regional gency FEMA, g .

. governments management (emergency Funding,
agencies and and regional organization with DHS, managers coordination
organizations 9 g NOAA/NWS gers,

offices some hazards public
analysis capability safety)
. Venue for
. Membership | . . . State/local . .
Professional o information sharing , Fairly technical,
. organizations . gov’ts and .
organizations . among technical . resource-limited
and societies . public
professionals
State/local
Collects and ,
gov’ts
analyzes data on (emergenc
multiple hazards, gency
including: Managers,
US Geological Federal Global seisn.1ic Int’l public
Survey FEMA, DHS safety),
Government networks partners .
(USGS) . regional
Hydrologic networks
and analysis centers,
. NGOs,
Landslide hazards rivate
Volcano hazards P .
sector, public
State/local
US Arm FEMA, ov’ts
y Responds and g
Corps of Federal DHS, (emergency

. conducts post-

Engineers Government disaster assessments NOAA, managers,
(USACE) USGS public

safety)
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The EU Perspective

The twenty-seven member states of the European Union (EU) with its 490 million citizens have not
been immune from consequences of crises and complex emergencies in recent years. Events such
as massive flooding in central Europe, vast forest fires in southern Europe, terrorism bombings in
Madrid and London, avian flu outbreaks across the EU, support to many thousands of EU citizens
caught in the tsunami in south-east Asia and evacuating EU citizens from Lebanon during the
conflict in 2006, have shaped the development of an emerging EU societal security identity (this
term will be used as the EU equivalent to homeland security).

Consequential threats to our societies are not always triggered by acts of ill-will, but through
structural reasons or by chance, like the SARS outbreak first reported in 2003 or large-scale
industrial accidents, as demonstrated by the 1986 incident at the Chernobyl plant. The proliferation
of public and private biological labs across the globe increases the risk of accidental release, as
happened in 2007 with foot-and-mouth disease in the UK.

These novel and more acute threats and risks are different in character and more diffused in their
potential consequences. They demand concerted strategies that differ from how governments could
meet the territorial wars of the past. The ability to pick up weak, or contradictory, signals and
interpret them correctly stands out as a key process for individual decision-makers and for
bureaucracies. “Sense-making” has been identified as a key factor for effective decision-making.™*
This may be especially essential in an environment that is characterized by complexity, compressed
time-lines and dwindling importance of geographical distance.

EU Systems

In Europe the questions of societal security primarily fall under the direction of national
governments, but an EU role has evolved over time through an Europeanization process. When
talking about EU level, it should be understood as the supranational political system based in
Brussels on a set of treaties, institutions, and processes.

The bottom-line is that at present there is no common, or shared, understanding or institutional
framework for societal security in the EU to match that of the federal level in the US. An
unresolved issue in the EU is where responsibilities for different aspects of societal security should
rest; on a national or the EU (Brussels) supranational level. Furthermore, the twenty-seven member
states of the EU have idiosyncratic national institutional arrangements. In some member states, the
main responsibility for this area can be found in a Ministry of Interior, or Ministry of Justice, or
Ministry of Defense. That of course increases the complexity of a transatlantic discourse on
homeland security matters, as there is no single clear point of contact for DHS and other homeland
security actors in the US. There is furthermore no Europe-wide consensus on an EU term
equivalent to the US term “homeland security.” The term homeland security is not well understood
in Europe, as it does not sufficiently frame the issue of 21% century security, which cannot be
established by one nation alone. Nations are dependent, and thriving, on global flows of goods,
people, financial transactions and communication signals.
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The heavy emphasis on terrorism is also not well understood in Europe. The first US Homeland
Security Strategy issued in 2002, and the updated version in 2007, define Homeland Security as:
“...a concerted national effort to prevent terrorist attacks within the United States, reduce
America’s vulnerability to terrorism, and minimize the damage and recover from attacks that do
occur.” An emerging term in Europe is societal security, which implies that the threats and
challenges of the 21st century are less about the integrity of the territory than about safeguarding
critical functions of society, protecting citizens and upholding fundamental values.

Terrorism

The EU’s common foreign and security policy (CFSP), a framework for considering external
security matters, is relatively young and quite complex. The CFSP specifically in relation to the
fight against terrorism consists of at least six formally institutionalized intelligence and
counterterrorism bodies, various ad hoc groups and several operational EU-wide databases.> While
the EU advocates establishing many decentralized institutions and multilateral partnerships, it is
necessary that Europe’s intricate system of information sharing is made easily comprehensible and
accessible by all Member States for EU security initiatives to achieve their full potential ™

The EU’s Counter-Terrorism Strategy and its underlying information sharing mechanisms have
materialized over the past two decades in the form of two primary entities: European Police
Organization (Europol), and the European Union Military Staff.** Other EU institutions assisting in
the fight against terrorism include Eurojust, a body that investigates, prosecutes, and extradites
criminals and terrorists acting in two or more EU Member States, and the European External
Borders Agency (Frontex), which facilitates enhanced coordination between the Member States to
secure and survey EU external borders.” The EU also relies on numerous less-institutionalized
intelligence bodies such as SitCen, Satellite Facilities, the Club of Berne and similar ad hoc
communication groups and intelligence sharing agreements, including the EU Counter-terrorism
Co-ordinator, the ARGUS system (a general link between all specialized Rapid Alert Systems), and
the Crisis Coordination Arrangements (CCA) within the Council framework.

e Europol
Europol was established under the 1992 Maastricht Treaty as a descendant of the

1970’s Trevi Group.'® Foundationally similar to the Club of Berne discussed below, the
Trevi Group was one of the first attempts to unify Europe around common security
priorities. This intergovernmental assembly established the first secure communication
network throughout the EU for more reliable cooperation on defense and intelligence
related issues.'” According to Europol’s mandate, the organization is responsible for
increasing intelligence sharing to combat terrorism, drug and human trafficking, illegal
immigration, money laundering, and other serious crimes.*® Europol does not directly
enforce EU laws, but facilitates cooperation between Member States through European
liaison officers (ELO) from each State who operate as middlemen between national and
EU bodies, requesting and providing intelligence to both.*
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Military Staff Intelligence Division

The Military Staff’s Intelligence Division does not have independent collection
capabilities. It relies, like most EU intelligence bodies, on finished intelligence
provided by Member States. Accordingly, it regularly coordinates with Member States’
defense and intelligence units to fulfill its mandate to provide early warnings, situation
assessments, and long-term strategic planning in regards to EU security concerns.

SitCen

Occasionally referred to as the Joint Situation Centre, the EU’s Situation Centre
(SitCen) resides in the EU Council of Ministers and is responsible for intelligence
coordination generally. SitCen also lacks collection capabilities, primarily due to
sovereignty issues, but builds its own intelligence assessments based on intelligence
products provided by Member States.? SitCen promotes dialogue between intelligence
and security experts to discuss evolving threats to the EU. Before 2005, SitCen focused
solely on external threats, but in the past three years has directed its attention toward
threats emanating from within the EU. In doing so, SitCen has become one of the most
reliable sources for EU strategic terrorism analysis. Today, SitCen regularly
communicates with Europol, which further increases information sharing within the
EU, and the Centre continually meets with foreign, defense and interior ministers to
recommend policies and actions appropriate to counter assessed threats.?*

Satellite Facilities

EU imagery intelligence capabilities primarily rely on the Torrejon Satellite Center
based in Spain. This center became operational in 1997 as a result of the Western
European Union’s push for intelligence sharing between Member States. The Center
does not, however, own or operate its own satellites. Instead, it coordinates the inflow
and dissemination of relevant intelligence data to and from EU members. The only
satellites acquired by the EU thus far include Hélios 1 & 2, both launched in the late
1990’s, and the two Horus project Satellites. Due to limited funding and support from
EU members, the satellites are limited in technological ability, a hindrance to the
development of independent IMINT capabilities within the EU for surveying and
tracking terrorists and other dangerous criminals.?

Ad hoc Security Bodies and Additional Groups

The Club of Berne is more or less an intelligence & security discussion group for the
27 EU Heads of States. However, unlike other EU security and information sharing
institutions, the Berne Group operates independently of the EU, does not employ a staff
for analytical purposes and cannot require Member States and EU intelligence
institutions to share information. The Club’s members can, however, create working
groups, such as the Counter Terrorist Group (CTG) and perform threat assessments,
occasionally in partnership with the United States. ® Numerous less formal
organizations focused on securing Europe through increased cooperation exist,
facilitating increased communication among officials from all Member States. A few
examples include terrorism working groups comprised of national interior ministry
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officials, the foreign policy-oriented working groups on terrorism consisting of national
foreign ministry officials, and the police chief’s task force, composed of national law
enforcement officials. ?* Less formal partnerships also contribute to overall EU
intelligence sharing. The most noteworthy of such partnerships in the EU is the G-5
group where members Britain, France, Germany Spain and Italy often discuss
counterterrorism at routine meetings.” Other similar multilateral dialogues which focus
on security issues include the Benelux countries, the Salzburg group, the Baltic Sea
task force and even a nascent Mediterranean initiative for collaborative law
enforcement and counterterrorism efforts.?

EU Health Protection

Health protection, extensively discussed within the EU, generally falls under the purview of
member states. Action at the EU level is “largely of a voluntary nature comprising information and
“best practice’ sharing, networks are still loosely organized....”?” Many EU structures and processes
in infectious disease detection and response have been triggered by crises or near-misses, such as
links between the outbreak of the mad cow disease (BSE, or bovine spongiform encephalopathy)
and its human equivalent, hoaxes in Europe following the anthrax letters in the US, and the SARS
outbreak.

However, the EU Commission, with DG Health and Consumer Protection in the lead, is a major
partner in developing health protection policies with the member states, such as the EU
Commission green paper on bio-preparedness launched in 2007 to stimulate a debate on how to
reduce biological risks and enhance European preparedness and response capabilities. The critical
need to put processes in place for early warning and response through effective information
exchange was highlighted, and several of the report’s suggestions are being addressed by a key
actor in this field, the European Centre for Disease Prevention and Control (ECDC).?®

The ECDC, an EU agency established in 2005, is located in Stockholm, Sweden and has a staff of
about 200 people with a budget of € 40.1 million for 2008.%° Its mission is to work together with
relevant institutions in the member states to develop and strengthen systems for disease
surveillance, rapid alerts, and to build and sustain preparedness and response capabilities against
epidemics. The agency serves as an expert authority that, in concert with networks in the member
states, can provide timely expert advice on public health to the Commission, authorities in the
member states, the public and international organizations.*

The 27 EU member states have their own surveillance systems and procedures, using different data
collection methods and case definitions (which makes it difficult to compare data sets) and through
divergent agencies and processes.® These collection discrepancies, along with differences in
staff/technology capacity, funding and source validity, all contribute to problems of non-
compatibility of El surveillance data. In addition to the national surveillance systems, several EU-
wide Dedicated Surveillance Networks (DSNs) created by networks of devoted microbiologists or
epidemiologists in member states were established before the inception of ECDC. These emerged
independently of each other without any holistic European plan on how to tie them together and to
integrate the results. The ECDC is working with member states and DSNs to harmonize and
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standardize systems and data for higher quality and validity. In 2007 ECDC approved a long-term
strategy (2008-2013) for the Surveillance of Communicable Diseases in the European Union aimed
at reforming both national and Union level epidemic intelligence (EI), particularly data collection
methods. Towards 2013 the “ECDC will have taken over full responsibility of surveillance and can
subsequently focus on developing and consolidating the highest quality systems possible for
Europe.”®? The following table briefly summarizes current or anticipated mechanisms for sharing
disease surveillance information at the EU level.
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Information Sharing and Disease Surveillance Systems in the European Union

Scope

EU Systems

Stakeholders
Name Host Brief Description Challenges
, . Sub-
Int'l National .
national
Basic :
. Data on disease EU -
Surveillance - . Limited feedback
ECDC incidence trends in the member
Network and low usage
EU Member States states
(BSN)
An integrated EU In implementation;
The European
Survei"aice database that EU/EEA will have to
Svstem ECDC combines 15 disease- ECDC member overcome variability
(T)I/E ssy) specific surveillance states in data content and
Y systems quality
In process of
Tracks and analyzes
EU Threat emerain disea);Zs EU/EFTA transformation from
Tracking Tool ECDC .g g ECDC member event-based system
(TTT or 3T) affecting two or more states to an Epidemic
EU/EFTA states N EP
Intelligence System
. Secure web-based Reportin
Early Warning . . P g
system for sharing EU/EEA requirements for
and Response | EU Com- . . . .
. information on ECDC member “immediate
System mission . A .
outbreaks with cross- states notification” still
(EWRS) . .
border potential poorly defined
RAS BICHAT
Rapid Alert Information exchange
(Rapi L g EU Complex resource
System for EU Com- and coordination of
. . .. ECDC member and management
Bio/Chem mission crisis management
states demands
Attacks and efforts
Threats)
Seeks disease event .
. . EU Public . .
. EU Com- | warning information o Broad but imprecise
MediSys .. . member (limited
mision in European open net
. states access)
source media

For global surveillance systems and resources, see table in US Systems — Infectious Diseases




24 New Information and Intelligence Needs in the 21* Century Threat Environment

Natural Hazards

Europe is vulnerable to natural disaster, including flooding, forest fires, heat waves, and drought.®
This natural vulnerability appears exacerbated by climate change and environmental degradation.
Recent disasters such as the 2004 Indian Tsunami and the 2007 European floods and forest fires
prompted acute awareness of the EU’s insufficient disaster response capabilities.** The European
Commission's (EC) Environment Directorate-General’s (DG) Civil Protection Unit® is responsible
for working together with the member states to enhance the capacity for disaster prevention and
response policy management. The EU-level’s major contribution is to encourage the member states
to improve response times by sharing timely information and preparing interoperable resources.

Recent efforts have focused on improving the ‘horizontal coordination’ of disaster response
between the EU Commission, President and High Representative/Secretary General with relevant
organizations at the national level.* The following table summarizes some of the existing resources
for natural hazards information sharing in the EU.
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Natural Hazards Surveillance and Information Sharing in the European Union

Scope

EU Organizations

Major CM Organizations

Category Host Brief Description Stakeholders Challenges
European Encourages states to
.. European . .
Commission . improve response times
Commission

Environment
Directorate-
General’s Civil

Environment
-Directorate-

by sharing timely
information and
preparing interoperable

. . General
Protection Unit resources
Coordinates collective
Community civil protection action
Mechanism for European between all EU
Civil Protection Union member states and
(CM) Iceland, Liechtenstein
and Norway
Acts as a
Monitoring and communication hub
Information CM that facilitates
Center (MIC) information sharing
between member states
Comprehensive web-
based information-
Common . .
sharing platform which
Emergency synchronizes
Communication CM 4 ..
. communication
and Information
Center (CECIC) between MIC and
National Contact Points
in each member state
Ensures the continual
training of civil
CM  Training M protection personnel;
Program encourages discussion

between experts; tests
EU capabilities

Member States

The EC wants the MIC
to become the focal
point of European
operational
coordination in
disasters; for this to
happen, the MIC needs
to develop capabilities
for proactive
anticipation and real-
time monitoring
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—3—
UNDERSTANDING THREE
INFORMATION CULTURES

The increasing complexity of information systems, combined with the expanded list of threats now
collected under the aegis of homeland or societal security, creates an overwhelming amount of
disparate and equally urgent information for decision-makers. The organizational demands alone
make enfolding multiple communities of newly relevant experts into an evolving set of government
policy structures a formidable challenge. More intractable obstacles to integrating diverse expertise
into this new security paradigm can be traced to deeply rooted differences inherent to the
communities themselves. Overcoming these challenges will require at least a basic appreciation of
the distinct professional cultures that shape the perceptions of experts who define, collect, analyze,
and disseminate information to support homeland security decision making. This chapter offers an
overview of information cultures in the three distinct fields of terrorism, infectious diseases, and
natural hazards, and examines how differences among them might exacerbate information-sharing
problems. We focused on the US experience within these three communities, characterizing each
in terms of data ownership and management, analytical focus, warning and crisis capacity, and
stakeholders.

Shared and Disparate Challenges

The vocabularies of these three information cultures reflect the range of data control behaviors,
ranging from reflexive secrecy among terrorism information analysts to deeply ingrained openness
among natural hazards experts. When professionals in each of these fields refer to intelligence,
information, and data, the connotations and assumptions of value assigned to each of these terms
varies tremendously. Experts commonly assume that at least 95% of information called “health
intelligence” derives from sources not constrained by security or classification concerns, while the
inverse is true of terrorism intelligence analyses. The term “intelligence” itself, wholly
unremarkable for policymakers and their advisers, can itself be divisive; for example, some public
health experts explicitly reject the “disease intelligence” label as an unnecessary securitization of
routine disease detection activities that could jeopardize their credibility with foreign counterparts.
Although the terrorism and infectious diseases experts refer to routinely employed data-gathering
activities as “surveillance,” disease surveillance bears no resemblance to electronic or physical
surveillance of suspected terrorists. In the natural hazards context, storm surveillance refers to the
collection of weather data through satellite imagery or heavily instrumented aircraft, a technique
that adopts many of the tools and resources of traditional intelligence collection for different ends.
In both public health and natural hazards information cultures, access to data is more commonly
restricted by technical literacy and general conventions of scientific data integrity than by security
concerns. Experts in all three disciplines generate information that can be understood as having
strategic or tactical significance, but use these definitions differently (or not at all). Different types
of professionals in each field generate distinct varieties of analytical products, and both the
producers and consumers of the information hold different opinions about what constitutes an
authoritative product. Finally, the evolution of these distinct information cultures has given rise to
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very different types and expectations of access to policy making structures, and thus different
abilities to influence decision-makers. The figure that follows graphically represents some of the
key concerns unique to, and shared among, the three information cultures.
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The table below summarizes some of the key characteristics of these three communities, followed
by a closer look at the associated information cultures — the values, practices, norms, and
assumptions that define the way that experts within these communities exchange information with
each other and with decision-makers. System “openness” refers to a collection of attributes that
include enterprise scope (for example, a self-contained agency-centered system as compared to a
system with interagency or extra-governmental access), emphasis on personnel and information
security, and data sources, ownership, and usage.

Culture System Technical Expertise and Data Ownership and
Knowledge Management
Terrorism Closed Embedded within organizations | Security-limited at national level
— increasing generation and
consumption at local/state levels
Infectious Primarily open Dispersed across governmental Tiered data ownership at many
Diseases (data secured to and non-governmental levels; analyzed data disseminated
protect individual institutions (research primarily to public (published)
privacy; emerging federally funded)
securitization)
Natural i . .
Dispersed across governmental Data disseminated across
Hazards and non-governmental .
Open S L agencies; analyzed data
Institutions (research primarily disseminated to public (broadcast)
federally funded) P
Terrorism

The terrorism information culture incorporates most of the norms, values and practices of the
traditional intelligence cycle, because much of the core technical expertise for collecting and
analyzing information about potential domestic terrorist activity derived from the existing
intelligence community. Terrorism information systems remain deeply intertwined in the larger
intelligence community figuratively, as well as through personal and organizational links within the
federal government.

Training and professional criteria: No specific academic credentials exist for intelligence
analysts, although most have graduate level training in a social science or deep knowledge about a
specific region. Terrorism analysis relies upon cross-disciplinary teams focusing on the various
capabilities of terrorist organizations as quasi-military adversaries. Intelligence methods and skills
are acquired primarily on the job, with analysts generally working several years in apprenticeship-
like roles before assuming more independence. The professional reward structure — from peer
recognition to promotion — within these systems traditionally honors analysts based not only on the
quality of their work, but on whether it is incorporated into high-profile classified intelligence
products for senior policymakers.
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Data control: Data control practices in the terrorism information culture primarily reflect the
intense information control systems derived from intelligence community protocols and
expectations. These include the familiar system of information security characterized by levels of
classification, with access to information and sources restricted to individuals with appropriate
security clearances on a “need to know” basis. As has been reviewed elsewhere, intelligence
collection and analysis systems established prior to the 2001 terrorist attacks revolved primarily
around agency roles and missions, fostering procedural as well as philosophical barriers to
information-sharing between organizations.”  Recent intelligence reforms emphasize interagency
collaboration and integration of information collection capabilities around missions rather than
bureaucratic structures. *®® However, attempts to move beyond the barrier of originator-controlled
information (ORCON) processes, in which the agency that collects the information controls the
information, are still underway.

Intelligence agencies have historically accommodated the need to consider open-source data by
creating distinct open-source programs within their organizations. Although new information
technologies and data networks have dramatically increased the amount of information available in
general, open-source data still tends to be perceived as inherently less valuable than clandestine
intelligence, creating a cultural barrier to effective integration of the two parallel types of
information.

Analytical focus: As in the broader intelligence community, access to analytical products on
terrorism is largely pre-determined through a series of personnel classification and protection
processes. The analytical focus of intelligence products is customarily defined through a formal
process to establish the information requirements of the consumer. (Until recently, consumers
consisted almost exclusively of senior-level policymakers). The planning process then creates
directions for information collection, processing, assessment, and finally the production of
intelligence products by trained analysts. This formal tasking process links specific intelligence
collection and analysis missions to the organizations deemed most capable of bringing the
appropriate resources and technical expertise to the problem. In this framework, the reliability of
terrorism information products depends upon these conventions of traditional intelligence methods.

How the expanding set of stakeholders perceives the utility of the reports is a different matter
altogether. The formal requirements process that traditionally drives intelligence collection and
analysis precludes the question of whether analytical products meet the needs of the consumers.
However, terrorism analytical products are being put to a much broader set of uses than informing
high-level policymakers. Products now also go to state and local decision-makers, as well as into
interagency processes, as the terrorism information culture struggles to redefine the requirements
process appropriately. The perceived utility of reports can be reduced by warning fatigue
(sometimes called the “Chicken Little Syndrome”), a particular problem as policymakers and
community responders at every level struggle to set priorities for allocating scarce resources.

In response to the increasing complexity of the threat environment and information demands, the
terrorism information culture is becoming even more multidisciplinary and more “joint.” One
example is the collection of information through fusion centers — analytical clearinghouses
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designed to improve terrorism information sharing by co-locating Federal intelligence professionals
with local and state law enforcement and public safety authorities in a single location. On one
hand, this increases the availability of information and the breadth of perspectives; on the other, the
inclusion of more technical professionals through the fusion centers and other mechanisms for
personnel exchanges within the Federal government creates whole new challenges with regard to
assumptions about data ownership, stakeholders, and what constitutes an authoritative analytical
product.

Warning and crisis capacity: Due to the political profile and potential consequences of terrorist
activities, terrorism information systems generally receive high priority for government resources.
Senior policymakers and policy implementers alike recognize the value of receiving adequate
warning and timely intelligence about potential terrorist activities, and thus assign great value to
obtaining access to appropriate analytical products. The crisis or surge capacity within the
community is consequently relatively high, with the ability to produce analyses rapidly where
information exists, as well as a cultural expectation that the intelligence will be integrated
immediately into the decision-making process.

Infectious Diseases

Although the study of infectious diseases spans the full spectrum of clinical medicine, basic
research, and traditional public health functions, infectious disease surveillance constitutes a
primarily government activity. For the purposes of this and subsequent chapters, the “infectious
diseases” culture refers to professionals engaged in disease surveillance activities, or the
“systematic collection, analysis, interpretation and dissemination of health data” undertaken with an
ultimate goal of introducing effective disease control measures.®* The majority of disease
surveillance activities take place at the local and state level, when clinical or laboratory findings of
a reportable disease trigger an outbreak investigation by local or state health departments. In the
past five years, the Federal government has taken a much larger role in strengthening state and local
disease surveillance capabilities and creating systems for the exchange of real-time disease
outbreak information.

Training and professional criteria: Disease surveillance is an inherently collaborative activity.
Healthcare providers, local and state health department officials, laboratory technicians,
epidemiologists, and researchers in academic and government laboratories play roles in recognizing
outbreaks, spurring broader investigations, identifying the causes and sources of disease, and
alerting policymakers and the public. Each of these disciplines requires specific formal academic
training in a technical field. Post-graduate and continuing training are customary, often as part of
professional credentialing requirements.  Epidemiologists, who identify disease risks and
distributions in populations, generally have a doctorate or medical degree with post-graduate
technical training. The trainees of the US CDC’s Epidemic Intelligence Service, who may be
embedded in local health departments or travel to investigate domestic or international disease
patterns, in some sense represent counterparts to the professional intelligence analysts in state or
local fusion centers, although the match is far from perfect.
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Tiered data ownership: In this system of tiered analysis, most data is collected at the state and
local level and shared with Federal investigators in the midst or at the conclusion of a locally
instigated outbreak investigation. The collaborative nature of this work yields a system of tiered
data ownership. The raw data may reside in databases and records maintained at the local or state
health department, to which public access is controlled to protect individual privacy. Depending on
the analytical capabilities of the local or state health authorities and the significance (either in terms
of professional interest or public health urgency) of the outbreak, analysis may be conducted on site
or carried out subsequently by Federal or academic researchers. Multiple groups of researchers or
health authorities may enjoy varying degrees of access to the raw data. Although the data itself is
rarely shared publicly without validation and analysis, it may be published in aggregate to alert
healthcare providers through public forums such as the weekly reports on seasonal influenza
incidence produced by the US CDC or its European counterparts.

Although outbreak data may be used tactically for disease control interventions and to inform
decision-makers at various levels of government, there is a real expectation that the analyzed data
will eventually be shared openly through publication in peer-reviewed journals or presentations at
professional conferences. Such publications and presentations are critical not only to professional
advancement for the outbreak investigators, but for other experts to become aware of the findings
and to consider them valid. In most cases, the researchers or health authorities who elect to analyze
the data and publish peer-reviewed articles on outbreaks or disease incidence manage the raw data.
Tiered access to data is common even within Federal agencies such as the CDC, where the
organization itself “owns” the data, but individual experts control access to protect data integrity
(preventing accidental mishandling or misinterpretation by outside researchers) or to protect their
own publication opportunities. Multi-authored publications are the norm, conferring recognition on
all experts who contributed significantly during any phase of data collection and analysis.

Some information about US capabilities to detect deliberate biological releases is classified, and the
public health and intelligence communities continue to debate whether access to other information
that might be associated with the development of or response to biological attacks should be
limited. The speed with which a truly catastrophic attack is likely to unfold and the need for real-
time information by clinicians, field epidemiologists, and researchers with the skills to develop
diagnostic tests or countermeasures makes practical control of outbreak data problematic and
potentially counterproductive. Many experts feel that the experiences during the SARS outbreak of
2003, when rapid and relatively open sharing of specimens and information allowed quick
confirmation that the disease represented an emerging infection rather than a biological attack,
validate the desire to keep public health information-sharing as open as possible.

Analytical focus: Disease outbreak investigations generally produce two types of analytical
products: immediate reports that may be useful in informing policy makers, public health
professionals, and the public of strategies to contain the further spread of the disease, and articles
for peer-reviewed journals that are generally published weeks to months after the outbreak.
Standard mechanisms for producing, sharing, and validating real-time outbreak information are still
evolving. Peer-reviewed journal articles are considered highly authoritative but are rarely produced
in anything approaching real time; retrospective analysis of the data generates a high degree of
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confidence through confirmatory diagnostic tests and statistical evaluations that are either
impractical or technically impossible to conduct immediately. These documents contain real
strategic value in public health terms, including for the development of public health policy.
However, the intelligence culture that traditionally advises senior policy makers on strategic threats
has not yet developed mechanisms for integrating the lessons learned from previous outbreak
investigations routinely into high-level decision making.

In developing global disease forecasts and other strategic reports, investigators frequently rely on
disease incidence data supplied by foreign governments to the international community. The
methodology for testing the reliability of these data is underdeveloped; governments may be
motivated to suppress disease incidence reports to protect trade or tourism, and objective “ground
truth” is rarely available in real time. The broader intelligence community tends to regard the
quality of these reports with a much lower level of confidence than disease experts, reflecting the
inherent political skepticism born of their training and a lack of technical health expertise that
makes evaluating degrees of uncertainty (whether due to biased reporting, uneven disease detection
capabilities, or simple knowledge gaps) challenging. This problem further complicates the
development of strategic health intelligence products considered authoritative by both disease and
intelligence professionals.

Warning and crisis capacity: The increasing securitization of disease threats has highlighted real
tensions between public health experts in the field and those closer to policymakers and the
intelligence community. Although the stakeholders in disease surveillance and response have
remained relatively constant, the emphasis on who collects and first receives disease warnings has
changed. Local and state experts remain primary generators and consumers of outbreak data, yet
many recent programs based on the information requirements of senior policy makers have focused
on mechanisms to generate early warnings through information networking and data mining,
seeking to bypass the human elements in favor of a real-time data integration system.

Traditional:

Local/state public health Federal actors analyze
Outbreak experts generate and <:‘> and disseminate data,
consume data provide expertise and

resources

Emerging:

Automated information collection

~ Outbreak Local/state public health _ Federal analytical

experts generate and systems focused on
consume data early warning
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Infectious disease experts face serious technical challenges in communicating the probable severity
and timing of disease threats to policy makers. Legal, technical, and scientific data guidelines do
not drive information collection; policy makers drive information collection. The infectious
diseases culture has not yet developed reliable mechanisms for estimating and communicating
probabilistic threats to policy makers in a way that fosters realistic contingency planning,
particularly given the potentially apocalyptic nature of pandemics. Even if technical experts can
describe the scope of a specific disease threat with strong certainty based on models and historical
outbreak investigation data, the technological capacity to determine the timing of a catastrophic
outbreak rarely exists. The Federal government has little to no capacity to forewarn state and local
jurisdictions in the event of a disease outbreak or biological attack, which is a particular problem,
given the extreme unevenness in jurisdictional capabilities to detect and contain such outbreaks
locally.

Natural Hazards

The natural hazards community is inherently interdisciplinary, encompassing the study of
phenomena associated with severe weather, seismic events, floods, and other disasters as well as
the social and technical responses required to mitigate losses. Studies that involve measuring
widely dispersed phenomena, such as the routine gathering of data on rivers and streams to allow
accurate flood forecasting, also foster cross-jurisdictional collaborations. Most natural hazards
research and detection activities in the US are supported at least in part by Federal funding,
reflecting US government investment in managing and mitigating disaster risks. Many of the
experts who investigate and predict severe weather and other natural hazards move relatively easily
between Federal assignments and academia. Further blurring the line between academic and
government natural hazards research, many of the line offices and programs under the aegis of the
National Oceanic and Atmospheric Administration (NOAA)-National Weather Service and the US
Geological Survey (USGS) consist of strategic research partnerships with universities. In a sense,
the Federal organizations serve as boundary organizations between the natural hazards research and
emergency management practitioner communities, setting priorities for basic and applied research
and facilitating information-sharing. Like the terrorism information community, US government
programs for natural hazards reduction experienced significant reforms and reorganizations
following the creation of DHS, and in the wake of the lessons learned from Hurricane Katrina.

Training and professional criteria: Highly collaborative investigations at the intersection of
natural hazards observation and disaster research may integrate expertise in fields as diverse as
climatology, meteorology, seismology, hydrology, geology, economics, geography, law, planning,
sociology, and engineering. Each of these fields requires several years of formal academic training
in recognized programs, as well as specific post-graduate training or credentialing.

Broadcasting data: Data control principles in the natural hazards community reflect a system that
assumes openness in almost every situation, from the collaborative collection of data to the public
dissemination of findings through broadcast media. Because there is no adversary and public
education offers real benefits in increasing community resiliency, there are few risks associated
with making hazards data broadly available. In general, US policy conforms with the deeply held
belief within the natural hazards community that such “data are a public good; raw data should be
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openly available, and proprietary value attached only to the interpretation.”® Data controls within
the natural hazards disciplines primarily involve proprietary analyses produced by insurance
companies and data “retailers” who design probabilistic models by overlaying forecasts with
historical data on past disasters and local geographic/structural maps to provide highly tailored risk
predictions for specific industries. Most natural hazards data generated in the US lies in the public
domain, largely accessible via the internet with minimal filtering beyond basic validation and
occasional commercial fee requirements. Natural hazards data gathered from US satellites is
routinely disseminated to researchers internationally as well as domestically. (Indeed, the openness
of natural hazards data gathered from US satellites has been an issue of international trade
contention, as freely available US data depresses market opportunities for other nations to offset the
costs of their space programs by selling data.)

Routine updates on weather conditions are obviously accessible to communities in the US through
forecasts and real-time monitoring adapted for broadcast by commercial news outlets. During
severe storms, floods, and other disasters, all available relevant data is disseminated through a
variety of warning systems designed to reach decision-makers at every level of government as well
as the public, combining notification systems that rely on information technologies with broadcast
media capabilities.

Analytical focus: The majority of analysis produced within the natural hazards community —
encompassing data on hurricanes, tornadoes, floods, droughts, earthquakes, tsunamis, and volcanic
activity — consists of academic literature produced for peer-reviewed journals and presentations for
professional conferences. As in other scientific disciplines, peer recognition and professional
advancement, including tenure-track promotions, primarily depend on accumulating a solid record
of scientific publications and institutional leadership positions.

The reliability of natural hazards analytical products within the field depends on the traditions of
scientific peer review, in which other experts evaluate the openly described methodologies and
results prior to and after publication. New access to continually refined modeling techniques built
on a growing body of historical data has increased the availability of authoritative products that
predict natural hazards risks and behaviors, facilitating long-term strategic planning to prevent the
worst impact of disasters (through evacuation plans, building codes, etc.). On the other hand, the
science behind strategic macro-scale forecasting (such as estimating the likely number of hurricanes
in the upcoming season) remains in development, yielding highly predictive products of generally
of low value to experts in the field. During severe storms and other natural disasters, the natural
hazards community generates a range of generally authoritative tactical products, such as
predictions of hurricane or severe storm paths.

The supply of knowledge within the natural hazards community is not always integrated with the
demand for knowledge among decision-makers and their advisers. For example, decision-makers
rarely have to be convinced of the value of natural hazards data and models in advance of a rapidly
approaching severe storm, or when rivers are obviously rising to flood stage. However, strategic
models that offer real potential for reducing disasters losses, many of which result predictably from
a combination of foreseeable hazards, the social and demographic characteristics of communities,
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and the physical infrastructure or “built environment,” are often neglected or even rejected by
decision-makers between disasters for various political and behavioral reasons.** Because of this,
ordinary events that ought to be anticipated elicit different amounts of attention from equally
vulnerable communities, a particular concern given the global development of large urban centers
that depend on relatively fragile lifelines.

Differences in how technical experts and decision-makers perceive the authoritativeness and utility
of these strategic products stems from multiple issues. The first is simply cross-cultural
communications techniques and assumptions: scientific training emphasizes detail and tends to
foster the belief that a critical mass of data speaks for itself, while public officials tend to look at the
“big picture” and balance scientific evidence against socioeconomic and political concerns,
frequently with the optimistic view that as-yet unrealized protective technologies will emerge
before the disaster occurs. The natural hazards community, based both on scientific conventions
and concerns about its collective credibility, tends to be quite conservative in recommending
changes in practices, models, methods, or assumptions. Technical experts frequently face
challenges in communicating complex risk models in a manner that is both accurate and accessible
to non-technical experts. This is complicated even further when interdisciplinary teams working on
multi-faceted problems, such as assessments of community vulnerability to severe storms,
introduce cross-disciplinary differences into already intractable problems with a high degree of
uncertainty.  Building on experiences such as those of the post-Hurricane Katrina Interagency
Performance Evaluation Task Force, natural hazards experts have recognized the need to resolve
conflicting technical assessments and reduce jargon in real time, so that reports can be used
strategically even in draft form rather than waiting for final editing, but this is a labor-intensive and
New process.

Warning and crisis capacity: Incremental advances in natural hazards analytical capabilities
continually change the definition of “real-time” warning for various hazards. For example,
increasingly sensitive detection and tracking methods have allowed major strides in hurricane
forecasting, providing several days’ worth of warning to implement disaster preparedness plans,
although less progress has been made in predicting the precise point of landfall. As storms
approach, the news media propagate warnings issued by the USGS or National Weather Service,
essentially allowing the public access to the same information available to public officials. In the
case of seismic activity, information technologies can compensate for the lack of warning:
although current technologies offer only a few seconds of warning for earthquakes, that interval is
long enough to trigger a series of automated alerts at the local level, allowing responders to focus
resources immediately on the most vulnerable systems and structures.

Information-sharing during a disaster tends to be unrestricted, but the data available from sensor
networks embedded at the local and state levels may be incomplete, causing confusion about data
reliability. In addition, natural hazards data released in real time during a catastrophe may lack
some of the quality assurance and analytical interpretation normally available. The value of
information during a catastrophic event increases dramatically exactly at the moment that systems
to deliver it are most likely to be impaired. Natural hazards warning and information-sharing
systems are rarely tested at the surge level of demand they are likely to experience during a
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disaster; a tremendous amount of information on river levels is available on any given day, but is
rarely of interest to policymakers and the public until floods begin to threaten.

Much of the investment in natural hazards warning systems has focused on the technical and
logistical demands of specific announcement systems and strategies, rather than on social issues
and the acceptability of the messages themselves. The perception of the urgency of natural hazards
threats lies almost entirely in how decision-makers and the general public are acculturated to
receive the information and act on it, not in the severity of the events themselves. Although the US
and Europe annually incur billions of dollars in economic losses as well as loss of lives due to
natural disasters and severe weather, information on natural hazards tends to be valued at an
inherently lower level by the intelligence professionals who closely advise senior policy makers on
homeland or societal security risks. Thus, while the natural hazards community comprises
evidence-based and relatively robust warning capabilities, it collectively enjoys a much lower
expectation of influence in the policy making process than counterparts in traditional intelligence
analysis.

First, the very openness of the data precludes ownership, and may falsely suggest that the breadth
of its dissemination will automatically spur necessary policy decisions. Second, the natural hazards
community’s profile in preventing loss of lives and damage to critical infrastructure in the purview
of security has been raised only recently. Many agencies and organizations contribute to natural
hazards information collection and sharing, including local governments, academic institutions, and
the private sector, and no clear agency leadership has been cultivated to represent the community
routinely to senior level policymakers. This perpetuates an imbalance of systems, structures, and
resources for sharing information on natural hazards in a strategic fashion, within fusion centers
and other local and state decision-making structures as well as at the top government levels.
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— 4 —
POLICYMAKERS’ NEEDS (AND WANTS)

This chapter considers basic problems in how information flows to policymakers, in theory and in
practice, and identifies concerns of government officials in the US and Europe regarding the
enduring problems of creating reliable and predictable information flows. It also considers the
dilemma for information providers regarding wants vs. needs: who decides what information is
most relevant and necessary for different levels of government action? In times of crisis, it is
virtually impossible to tell a decisionmaker who may face media or parliamentary scrutiny that he
or she should remain strategic in focus and not get too involved in operational details or try to
master a complex and scientific topic. Government intelligence and information systems spend a
lot of time paring back large volumes of empirical data into short, digestible forms, gleaning the
strategic message for the most senior government officials, and gauging the absorptive capacity of
information users at different levels of government. Aligning the mutual expectations and
interactions between information experts and decision-makers remains an elusive goal.

Warning in Complex Threat Environment

Each of the three kinds of information needs we focus on — terrorism, health and natural hazards —
represents bad things that can happen quickly and require fast government responses. Each also
represents strategic challenges that need to be studied over time for patterns and explanations to
enhance strategic planning, reduce vulnerabilities and mitigate consequences of. But for the busy
all-hazards government actors, warning of pending disaster is the fundamental and essential
information need.

It is useful to reflect on how the concept of warning has changed, in the transition from a world of a
peer adversary in a potentially existential geopolitical contestation to a world of unlimited dangers
from multiple causes, but few of an existential scale that would help order and organize information
collection and analysis.

In the age of globalization challenges, from disease to climate change to extremist non-state actors,
the art of warning is no longer managed through the lens of military organization and threat
assessment. Warning is part of three different analytic approaches:

e Warning as a byproduct of daily activity and analysis by experts
e Persistent surveillance for a specific outcome/event with routine reporting
e Strategic reconnaissance — looking for early signs of threat and opportunity

These three categories also generate different kinds of warning products. Some are the natural and
habitual byproduct of daily intelligence analysis (including the President’s Daily Brief), which are
only provided so that the decision-maker is able to react to fast-breaking or current situations.
Consumers are all too often overly interested in this type of product. A second type relates to
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specific regions or subject areas that are continually monitored (including persistent surveillance on
India/Pakistan), and creates a strategic warning — this is the most traditional notion of warning. A
third category is strategic reconnaissance, which considers the emerging security environment,
looking for very early signs and threat indicators to allow for proactive policies rather than reacting
to crises. It may not be fair to ask intelligence analysts to cover all three types of warnings, as the
skill sets required for each technique are so unique.

One solution would be to separate the warning mechanism from the Intelligence Community for
anything other than current, tactical, day-to-day surveillance and warning. Since they are not
trained to deal with uncertainty and complex issues, current intelligence analysts should not be
relied upon for strategic warning, which could engage non-government experts in a more
sustainable fashion than current practice.

All-Hazards Challenges

Policymakers are also aware that the fast shift from traditional threats to the new “all-hazards”
approach has generated new bureaucratic and cultural tensions. The different information cultures
and worlds do not know each other or fully understand each others’ research methodologies, and
have little or no experience working together. The all-hazards world requires agility and ability to
work in cross-disciplinary teams. Policymakers also feel the pressure from a public that is more
sophisticated due to information technology, and, in the aftermath of Hurricane Katrina in the US
and catastrophic floods and terrorist incidents in Europe, demands more competent government
responses.  Prosperous societies are more risk-averse, in part because they have more personal
property to protect, and in part because governments create an expectation that risk can be reduced
to negligible levels.

The organizational changes in both US and EU systems relied at the outset on intelligence
community experts and management, who lack expertise in environment and health fields and do
not have established relationships with those communities.  DHS wants to break out of its
terrorism-centric mindset and focus on all-hazards; however, national intelligence is not yet to this
point. Europeans face the same difficulties fusing terrorism, natural hazards and infectious disease
information sharing and crisis management, compounded by the fact that it is officially mandated to
the Member States but inherently part of the EU itself due to integration. The Union organizes by
sector, but the States do not, and this creates a problem of alignment.

Defining the Customers and their Needs

The customer base for all-hazards information is quite diverse, and this creates challenges for
information and intelligence experts in designing collection strategies and developing useful
products. While state and local entities desire tactical, actionable intelligence that pertains to their
specific regions, factors such as data classification and a lack of understanding of the true needs of
first responders hinder the ability of the federal government to provide them with this information.
There are also costs, in terms of time and resources, in developing distinct information products for
customers at different levels of government, and with different functions, such as homeland
security and law enforcement.
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Both the US and EU face similar challenges in adapting what had previously been a closed, secret
system of national security intelligence for a limited set of customers, to a more open system that
enables first responders as well as national policymakers to access useful information and data in
times of crisis. Collaboration among information systems, integration of classified and unclassified
information, and authorities to share with officials at different levels of government are common
problems. It is also clear that providers of information and users may hold distinctly different
views about how authoritative and useful is the information provided.

Intelligence products must reflect the needs of the consumer, but those customers include both
policy level and operations personnel, those working at the tactical as well as strategic levels, etc.
Some officials straddle both sides of these divides, especially at the state level. Until recently, the
intelligence community tended to define its customers for information as high level officials with
relevant federal intelligence agencies. Creating intelligence products for state and local jurisdictions
was considered to be much less important. There has been a recent push within DHS I&A to create
a customer-oriented approach to information dissemination for customers at the state and local
levels. The fusion centers help towards achieving this goal. Yet, DHS I&A and other related
agencies still struggle in terms of determining what kinds of analytic products to create for these
communities and more importantly, how to disseminate them without releasing more information
than needed. The information also flows in both directions: one of the National Operation Center’s
biggest challenges is also how to fuse information coming in from the state and local level with
federal-level intelligence products without comprising national security.

Some decision-makers do not make a careful enough distinction between their wants and needs:
policy-makers require knowledge, often at an aggregated level, with which to make decisions and
implement policy, whereas those responsible for implementing decisions may well need more
tactical, fine grained date. With the pressure of public scrutiny and press attention, many senior
officials believe they need to master the deeper level of detail. This can create friction or
misunderstanding with information providers, who are attempting to meet requirements for
different levels of government.

Both the EU and US find that they have an alignment problem between customers at various levels
of government, and the organizational structures for information. In the US, for example, state and
local entities are geographically organized, while the federal government is arranged by sector or
field. Federal level intelligence officers often do not know how to engage with people at the state
or local level, and those who are responsible for acting in the event of a crisis are rarely integrated
into the new fusion centers and operations centers where intelligence is available.

In Europe, there are issues about the responsibilities of the member states versus Brussels, with a
need to find an acceptable balance between what the national level and Union levels are responsible
for handling. Member states are strengthening their infrastructures and coordination to support EU
information sharing requirements, but Union-level warning systems appear to be overly complex.
Some members, including Sweden, are bypassing Brussels and coordinating directly with each
other. At the same time, Member States such as Sweden are not opposed to increased coordination
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with the EU level. In addition, Europeans find an alignment problem when they try to identify their
counterparts in the US system.

Within the three information cultures we studied, there are also specific issues that arise in
engaging with this expanding customer base.

e The health professionals feel that the center of gravity is shifting. Data collected at the
local level was transmitted to appropriate federal entities; now, with greater reliance on
technical systems to disseminate data, those local public health officials feel their role
has diminished, as federal actors pull the information they need, bypassing the deep
knowledge and expertise of local officials.

o Health experts also recognize that their reliance on proven scientific methodologies for
analyzing disease patterns needs to be enhanced with methods used by the intelligence
community that would provide quicker findings and enable the health community to
engage more effectively with federal and state officials, should a disease outbreak
occur.

e The terrorism community acknowledges that it has yet to develop comfortable new
protocols for engaging with state and local officials. But in major urban centers, such
as New York, law enforcement has successfully recruited retired intelligence officers
with deep terrorism experience, and these human connections can facilitate new
relationships.

o Building more mutual understanding and stronger relationships could be achieved with
more revolving-door career patterns. Weather experts appear to move the most easily
between academia and government, and terrorism experts move the least easily.
Equally important is for information experts within government to have opportunities
to serve on rotations in policy offices. Such experiences bring great value over time to
these essential relationships, across the policy/intelligence divide, and across the
government/academic divide.

Culture and Secrecy

The culture of information sharing has evolved as new threats have entered the homeland security
paradigm. Terrorism, a primary security concern, comes with a culture that emphasizes the
classification of intelligence, and has occupied the forefront of the national dialogue on homeland
security. Threats such as natural hazards and infectious disease come with cultures that focus more
on information sharing than classification, and are frequently perceived as less important than
terrorism.

Some estimate that within the intelligence community (IC), 95% of valued information has been
collected clandestinely, and the other 5% from open sources. In the public health community, these
percentages are reversed. During crisis simulations involving traditional intelligence analysts,
analysts performed well on terrorism scenarios but failed the exercise on pandemic emergency, due
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to the fact that they would not seek information from the CDC because CDC employees did not
hold security clearances, even though the analysts were merely tasked to gather information, not to
protect or share anything of their own.

Information sharing is often seen as existing within a “power culture,” in which classified
intelligence commands respect, and open-source data is frequently disregarded, no matter its value.
In our exploration of the three information cultures, it was clear that the terrorism community has
the most power, and weather experts the least. In the former case, it is assumed that most
information is classified and available only to those who need to have access, whereas in the latter
case, information from weather satellites is instantly available to anyone with internet access, and is
often taken for granted as a public good.

It is important to not view information as a commodity; a better analogy would be that intelligence
provides a nourishing meal, but open source information is the air that analysts breathe.

Inter-agency Distrust

Obstacles to effective information sharing between various emergency response organizations as
well as homeland security agencies tend to be cultural in nature. Even today, information sharing
tends to be dependent largely on personal relationships and trust between members of various
organizations, generally within the same discipline. There are historic cultural barriers that impede
effective collaboration between different emergency response communities that ideally should work
together. For example, pandemic disease is public health, homeland security, as well as law
enforcement concern. However, these communities are yet to find an effective way to facilitate a
smooth process of information sharing for this issue in terms of planning, preparedness, as well as
response activities.

Legal Barriers and Over-classification

There are also legal considerations that sometimes impede effective inter-agency information
sharing. Some federal, state, and local agencies tend to have more robust information sharing rules
and laws to prevent mismanagement of information than others. For instance, if agency X has
stricter information sharing rules than agency Y, then agency X will not wish to share information
with agency Y because agency Y may share agency X’s information and data with third parties not
approved by agency X.

Information sharing is frequently impeded by classification of data or analytical products
considered to be sensitive for national security purposes. Emergency response organizations at the
state and local levels often are denied access to information that would be useful in helping them
achieve their homeland security missions. Security clearances are provided to only select members
of these organizations; however these members are restricted from sharing sensitive information
with their counterparts in their agencies. DHS officials justify restrictive security clearances for
state and local officials as allowing these officials an appropriate level of access to all information
that they have a need to know about. They also claim that DHS already is sharing all relevant
information with state and local agencies and is not engaged in restricting access to necessary
information. State and local personnel suggest that DHS should expand its clearance issuances to
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more members of the state and local emergency response community to more fully include officials
that need to access such information.



—5—
CHALLENGES AND CHOICES

This study offers an early examination of the challenges of information support to “all-hazards”
decision-makers and crisis managers in the world of 21% century threats. It provides some broad
ways to think about how to integrate information and intelligence, to create more productive
relationships across diverse expert communities, and to increase the satisfaction and effectiveness
of the users of this information, at different levels of government in the United States and Europe.
It also identifies opportunities for deepening and improving transatlantic cooperation on
information sharing.

Much of the research, based on public documents and dozens of interviews with people in
government and in non-government expert communities, identified even more problem areas or
possible solutions than are mentioned here. Many in the homeland security community are action-
oriented, and they move quickly from information needs to actual response requirements. This
study focuses more on the information needs, before and at the beginning of a crisis, rather than on
the entire life cycle of a crisis response. The information/intelligence input is most important and
valued most in these early phases of a crisis; once the response begins, actors get in a rhythm of
information input/decision and action output. The information problems discussed here pertain
mostly to the early, and often chaotic, stages of a crisis and government response, as well as the
strategic challenge of warning and information inputs long before a crisis erupts.

We found a high level of awareness of the need to improve information sharing, and a remarkable
number of new initiatives, organizational changes and efforts at reform that have taken place in the
past eight years. On the US side, the creation of fusion centers outside of Washington is an
important achievement in a system that usually pulls information and power to the center, whereas
in Europe, the achievement has been to build more capacity at the EU level, and to attempt to
clarify boundaries and protocols for Member-Union authorities and relationships. But all of these
efforts are works in progress, and this report does not attempt to evaluate their quality or
effectiveness to date. It is clear that personnel in the large, complex bureaucracies are not yet fully
familiar with these new arrangements, and relationships of trust will take time.

Several of the structures and processes that have emerged on the EU level are in response to a crisis
or a near-miss. Many examples can be found in the establishment of early-warning systems in
various sectors, one is the Rapid Alert System for Biological and Chemical Attacks and Threats
(RAS-BICHAT). Another is the establishment of a Community mechanism for civil protection in
October 2001 that can facilitate resources and information between member states. It points to a
reactive event-driven environment where evidence of weakness in the system must be experienced
to be acted upon. Thorough analysis of the EU's strategic environment and future risks need to be
performed on what societal security tasks are better performed at the EU-level.

We also note that the interactions between information providers and government users are best
thought of as an ongoing process, not a one-dimensional transmission of information to the
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customer. In the highly evolved government structures of western democracies, government users
can influence and shape the information support systems though dialogue over requirements, which
in turn drive how information and intelligence systems set priorities and allocate resources. We
found in our comparisons of the three information cultures that terrorism was the most sensitive to
this symbiotic relationship between customer and provider, while natural hazards experts were
driven more by their own investigative methods, and the health culture was in the middle.

Increasing Ties Across Information Cultures

Our examination of terrorism, health and natural hazards as distinct information cultures suggests
that they have different professional reward systems and different attitudes about the relationship of
their knowledge to government decisions and actions. The three represent a spectrum, with
terrorism as a closed information world with inherently governmental purpose and application,
health is both official and scientific, and natural hazards, while linked to government, is an
information system that relates naturally and automatically to wider societal users, not exclusively
government.

Due to the severity of the early 21* century terrorism and natural hazards crises, these different
communities are becoming more accustomed to working together in hybrid teams. In the United
States, for example, the worlds of terrorism and health sciences are now linked through the shared
concerns about bioterrorism, the possibility of terrorists using biological agents as weapons, or
inducing a disease in a target population as an act of war. In humanitarian crises caused by natural
disasters, health workers are a core part of a governmental response, and they bring disease
surveillance techniques with them that provide important knowledge about the effects of natural
disasters that are critical to government action and priority-setting.

But back in capitals, large communities of experts tend to work in their respective lanes, with a
very small percentage of analysts working in cross disciplinary teams or settings. It is also clear
that the three issues we considered, both on their own merits and as surrogates for a wider set of
issues, have distinct rewards systems with respect to collaboration with non-government or non-
national networks. For terrorism experts, such collaboration is often circumscribed by security
rules, or is conducted in formal liaison channels. For health and natural hazards experts, there are
larger more porous academic and scientific networks where collaboration across borders and
between government and non-government experts is natural and non-controversial.

Government officials engaged in promulgating a new “all-hazards” way of thinking stress the need
for the public health community to start looking at international threats and developing a better
understanding of the intelligence component of health security as national security. In the US, it
could well take at least a decade to achieve insightful health and intelligence leadership that can
facilitate peaceful coexistence and even active collaboration between the communities. This will
include developing new methodologies to warn and acquire more quickly useful knowledge about
disease trends and forecasts; it will also require sensitivity and understanding regarding the use of
the word “security” to define the value and mission of the health information world. This
community, like the weather community, serves society and does not necessarily see its mission as
serving a national or homeland security purpose.
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We offer some modest suggestions for improving ties between information communities that can be
accomplished with strong leadership, and would not require legislative remedies or structural
change:

e Create informal networks, such as monthly discussions of all-hazards information
experts, to share knowledge and create more familiarity with the substance and the
players.

e Ensure that there are clear counterparts at the expert or first-line manager level among
the different all-hazards topics (terrorism, health, environment, weather, etc.).

e Make sure that weather and environment are represented in all-hazards homeland
security threat assessments; they need a seat at the table to be treated as peers.

o Offer training several times a year for both experts and for policymakers, to ensure that
people understand the existing systems and their capacities.

e Inculcate new values and rewards for a new generation of analysts who are more adept
at working in a hybrid classified/unclassified information environment. Allow them to
operate in a less restricted security culture so that a true fusion of all available
information, across disciplines and sources, is permitted.

Improving Ties between Information Cultures and Policymakers
Communicating effectively to decision-makers is an enduring challenge for intelligence and
information providers in government; it is not unique to the homeland security mission, but that
mission has, in the US case in particular, a special burden since the threat menu keeps expanding,
and the level of public and political scrutiny is high.

At the federal or EU level, the issues of complexity and access to power are paramount. Both the
US and EU systems keep adding components to address discrete requirements, but busy decision-
makers lose track of with whom or where the authoritative all-source information resides. Access
to power is also a key issue, and systems, such as the Crisis Management Secretariat in the Swedish
Prime Minister’s office and the National Security Council, create units that are coordinators, rather
than producers, of key information. There is a question, but no easy answer, as to whether these
information intermediaries are an effective alternative to having intelligence professionals available
2417 to brief policymakers. Experts also believe that agencies, such as the Department of
Homeland Security, can play a direct role, rather than having a duplicative structure of a Homeland
Security Council in the White House, which creates a power struggle with senior DHS officials
who see their role as briefing White House principals.

A second set of issues relates to vertical and horizontal flows of information, determining who has
a need to know, security protocols for sharing below the national or federal level, and setting rules
for the hand-off of information from fusion center monitors to real first-responders. There are
problems of trust between career intelligence and other disciplines, and it is not clear how much
priority or value is assigned to the fusion of intelligence and open-source material. Overall, the
creation of new systems below the federal level, such as the US fusion centers (several dozen have
been established to date, less than half of the total plan), is well intended and appears to be solving
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some of the underlying problems of bringing appropriate information to the state and local levels,
but more data gathering and assessment of their utility to various customers is needed.

In the EU system, the problem of vertical flows is different. Member states are accustomed to
sharing with each other on discrete topics, but less familiar with sending material to Brussels, to
offices and entities of recent vintage that do not have well established track records or even a core
mission to use the information for shared purpose. (This may be comparable to the feeling in the
established intelligence agencies in the US regarding the new Office of the Director of National
Intelligence; the agencies seem to feel they give more than they get from ODNI. Information or
resource sharing has not yet proven to be mutually beneficial.)

Deepening Transatlantic Cooperation on All-Hazards Information and
Policy Responses

2009 represents a great opportunity for a new look at US-EU cooperation on all-hazards
information sharing and crisis management. A new US administration will be making some
decisions about the homeland security mission as part of its internal review and setting of spending
priorities. The EU, under Sweden’s presidency (July-December 2009), is likely to set an ambitious
agenda for US-EU cooperation, and homeland or societal security issues could be a promising area
for new action.

The EU Lisbon Treaty, which was to come into force on January 1% 2009 if ratified by all member
states, is currently in limbo. It would have provided several key components to achieve a
groundbreaking framework in the area of EU societal security. Three noteworthy components are
the introduction of a Solidarity Clause, inclusion of an article on civil protection, and a new
standing committee on internal security under the EU Council.! These pieces would have the effect
of shifting influence on many issues areas in the societal security arena from being primarily an
area under the control of the member states to the EU level. In areas such as border patrol and
immigration issues, judicial and police operations, critical infrastructure protection, visa and
passport procedures, counterterrorism efforts and the fight against organized crime, issues would be
decided with majority vote rather than unanimity. The Commission will be able to put forward
initiatives in a more forceful way than before. The European Parliament would as well become a
significant partner in the area. Should the treaty’s prospects improve, this would create new
momentum and a more favorable alignment for US-EU collaboration and cooperation.

Each member state is responsible for managing crises and catastrophic events. It should be
remembered that the EU was not constructed to be a fast-paced crisis management machine. It was
designed to slowly remove barriers and integrate separate European nations to a peaceful and
prosperous whole. But as experience has shown, and a little creative thinking can illuminate, it is
not a stretch to imagine that crises of the future will have far-reaching consequences that can
potentially overwhelm even the most resource rich and prepared nation. Current and future realities
may prove to be too challenging for nations to manage in isolation.

The institutional design of government, however, is slow to adapt to a changing environment. There
is an historical legacy of separating agencies and departments operating in either the domestic or
the international sphere. Failing to address jurisdictional, organizational, and even mental barriers
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for national and international organizational cooperation will be at our peril, for example organized
crime and terrorists maneuver in the transborder sphere that causes challenges for “old”
organizational structures. Exploring new ways to cooperate in planning, information exchange,
training and response is critical for the future.

As the Homeland Security policy area is slowly maturing in the US and is embryonic in the EU, the
time is ripe for an informed and inclusive transatlantic dialogue on shared challenges and
opportunities. While it is not necessary for the same institutional and strategic concepts to be
embraced on both sides of the Atlantic, it is important that the respective efforts reinforce, and not
undermine, the hard work being done to improve homeland/societal security.

Conclusion

This exploration of three information cultures for all-hazards government responses demonstrates
the daunting challenge of creating an easy fusion of knowledge across different disciplines and
cultures. The professional cadres in the health, natural hazards and terrorism fields have developed
by different methods, and have evolved different incentives and rewards for achievement. Each
sees its relation to government action differently, but parts of these three communities are actively
engaged in adapting their respective field to the new twenty-first century security environment. We
found considerable receptivity to further enhancing the ability of US and EU experts to
communicate with government, in order to inform and improve government responses to all-
hazards contingencies.

Progress will not be quick; the iron laws of bureaucracy, to use the memorable phrase of the 2005
Commission on Intelligence Capabilities, suggest that large organizations are self-reinforcing, risk
averse, and not prone to accepting outside advice.” The slowness of institutional change is coupled
with the challenge of introducing new incentives and rewards for serious professionals whose
achievement and career success is measured by long-established methods and metrics. Many
experts in the fields of health, natural hazards and terrorism may not be motivated to rethink their
approach to their work and its impact on the lives of fellow citizens. But this study suggests that
there are bridge-builders who see the connectedness of the all-hazards issues and are stimulated by
the challenge of creating new knowledge across established fields and achieving more impact by
working together.

The US and European Union can benefit from more robust exchanges about all-hazards early
warning and response. The US brings to the table its experience in building such a large and
complex intelligence infrastructure that is now adapting to new reforms; the EU brings deep
experience in building its response systems for “societal” security that could help shape ideas for
more effective integration of effort at all levels of government. The differences in approach and in
priority do not diminish the deep sense of shared values and common purpose across the Atlantic.
The twenty-first century will continue to generate its surprises and security challenges that will
require creative and agile information systems; sharing knowledge about the specific threats and
establishing productive government-to-government interactions about our respective responses will
be a worthy contribution to a safer world.
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